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LABWORKS Overview

LABWORKS is a Laboratory Information Management System (LIMS). It is a database used for recording sample
information and test results in a laboratory environment. LABWORKS essentially involves logging in a sample,
entering test results for the sample, validating the sample, managing quality assurance for the sample, and
providing invoices and/or reports for the sample.

LABWORKS is a modular application. Each set of related functions in LABWORKS is contained in a subset or smaller
streamlined programs. For example, samples may be logged in by using a Single or Multi-Sample Login program.
Sample results may be entered by using Results Entry or another Results uploading related program. Each of these
modular programs is specialized for its function.

LABWORKS Desktop is a client/server application. There are two options for the client application: LABWORKS
Desktop (thick client) and browser-based Webtop client with Desktop being primary. The client application interacts
with the LABWORKS database to send, filter and read data. Additionally, the LABWORKS uses services that run on a
server computer to authenticate users and provide and receive data. The server resides on the server computer
that is running LABWORKS Services. The file server is a computer that contains files common to all users. The
LABWORKS base files are stored on the file server. The LABWORKS database is accessed from a database server.
The database options are: Microsoft SQL Server and Oracle.

About this Guide

The purpose of this document is to provide the installation procedures for the different software packages within
the LABWORKS LIMS offerings.

To help with the understanding of the installation procedure, a Planning and Definition section has been added to
this document. This will be used to define the location where the software will be located on the network. The
Planning and Definition Worksheet will also show what testing is recommended prior to the start of the installation.

The section on Planning and Definition, LABWORKS Desktop Installation, and Appendices A and B are used to install
the core product. These sections are required for a functional installation of LABWORKS on your system.

Note: It is suggested that Appendix A, B, and C should be printed, completed, and followed during the
installation. The check list will ensure that a step in the installation process is not omitted during the
installation.

Planning and Definition

LABWORKS Desktop is the latest in a succession of versions of LABWORKS LIMS. It provides significant new
functionality, usability and reliability and is built using the latest in software development tools. In accordance with
these newer tools and technologies the installation footprint on the server and client are different from previous
version. Even if you are a long time LABWORKS user, it is recommended you read the complete installation guide
and complete the ‘Planning and Definition Worksheet’ before starting your LABWORKS Desktop installation or
upgrade.

The following diagrams show the different folders used to install the LABWORKS Desktop and LABWORKS Webtop
software. During the installation, the folders for the Server software and Client software are installed in different
locations and can be selected/changed during the installation. Folders for the Webtop, LWLicenseServices and
LWDataServices software are predefined as explained in the following pages and cannot be changed.

© Copyright 1998-2020 Labworks LLC. All rights reserved. 30f112
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Desktop Installation Folders

Server Software Server Files (LWEXE) Server
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;f —(_ Base Files (LWDATA) — Labels D) —C Updates )
& - C Intrface )
§ —( saCFiles ) - e ) Files...
3 " UserFiles (LWUSER) ) - C WinLogin D)
— others.. )

LWLicenseService >7 Files...
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LABWORKS
License
Service

Software

LWLicenseService Labworks
(Loc2)

LWDataService Labworks ( LWDataService =~ ————— Files...
(Loc3)

Client Software - ; Ve :
(Locd) Client Files { App_images )

App_Reports )

LABWORKS
Data Service
Software

Files...

LABWORKS Client
Software

The LABWORKS Server Location (Loc1) could be different for each of the sub folders but for maintenance reasons it
is suggested that you have only one folder defined on the server for the software. If the LABWORKS Server
Location (Loc1) was defined as a version, then the grouping folder could be ‘LABWORKS67’ and the next installation
would use ‘LABWORKS68’ or ‘LABWORKS69’ depending on the next version number.

After determining the LABWORKS Server Location (Loc1) then it is suggested that the Server Files be placed in
LWEXE, Base Files in LWDATA, User Files in LWUSER, Temporary Files in LWTEMP, and SQC Files in the LWSQC
folders. During the installation and Gateway Administrator operation these folders will be created.

The Planning and Definition Worksheet will require the location to be defined prior to the installation. If the
‘LABWORKS Server Software (Loc1)’ was defined to be ‘C: \LABWORKS\’ then the Server Files folder would be ‘C:
\LABWORKS\LWEXE\’ and the Base Files folder would be C: \LABWORKS\LWDATAY'.

The default for the Client installation is ‘C: \LABWORKS\Client’. If user change the ‘Client location (Loc4)’ to other
folder location (D:\LABWORKS)\) then the software location for the client would be ‘D: \LABWORKS\Client\’
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LABWORKS WebTop Installation Folders
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The software location for the LABWORKS Webtop is controlled by either the LABWORKS software or the Internet
Information Server (1IS). The ‘LABWORKS Webtop Software (Loc5)’ for the Webtop will be ‘C:\Program Files
(x86)\LABWORKS\’ and the ‘LABWORKS IIS Published Software (Loc6)’ will be ‘C: \inetpub\wwwroot\’. These
folders are not changeable within the software. The installation of the Webtop software will create file main
folders:

e ‘C:\Program Files (x86)\Labworks\LWLicenseServices\’
e  ‘C:\Program Files (x86)\Labworks\LWDataServices\’

e ‘C:\Program Files (x86)\Labworks\LWWebtop Server\’
e ‘C:\inetpub\wwwroot\LWWebtop\’

o ‘C:\inetpub\wwwroot\LWSampleLoginService\’

Note: If the LABWORKS server is also the IIS server then only one installation of the LWLicenseServices and
LWDataServices will be installed.

Required Sharing and Permission

The server folders need to be shared to the clients. The share should be set with required group based on Network
Policy. Normally the Administrators (domain, backup, and other) groups will have Full Control access to the share
and permission. Three additional groups should be added to the share to control the LABWORKS user access.

The permission on the share must be set to RWXD for the Groups required. (RWXD R = Read, W = Write, X =
Execute, D = Delete)

© Copyright 1998-2020 Labworks LLC. All rights reserved. 5o0f 112



LABWORKS LIMS v6.10 Installation Guide

QILABWORKS

Folder permission required

LABWORKS LABWORKS LABWORKS Admin.
Folder
Users Super User Managers Account
. . . Full
(Loc2) LWLicenseServices Location N/A N/A N/A Control
. . Full
(Loc3) LWDataServices Location N/A N/A N/A Control
. Full
(Loc1)\LWEXE (Server Files) RX RX RX Control
. Full
(Loc1)\LWEXE\syscfg(Server Files) RX RX RWXD Control
Full
(Loc1)\LWUSER (User Files) RWXD RWXD RWXD !
Control
. Full
(Loc1)\LWTEMP (Temporary Files) RWXD RWXD RWXD Control
Full
(Loc1)\LWDATA (Base Files) RWXD RWXD RWXD !
Control
LABWORKS LABWORKS LABWORKS Admin.
Folder
Users Super User Managers Account
(Loc2? Webtop LWLicenseServices N/A N/A N/A Full
Location Control
(Loc3? Webtop LWDataServices N/A N/A N/A Full
Location Control
Full
(Loc5)\LWWebtop Server\LWEXE Rx RX RX Control
(Loc5)\LWWebtop Full
RX RX RWXD
Server\LWEXE\SysCfg Control
Full
(Loc5)\LWWebtop Server\LWUSER RWXD RWXD RWXD Contruol
Full
(Loc5)\LWWebtop Server\LWTEMP RWXD RWXD RWXD Contruol
Full
(Loc5)\LWWebtop Server\LWDATA RWXD RWXD RWXD Contruol
Full
(Loce)\\LWWebtop\Reports RX RX RWXD Control
. . Full
(Loce)\\LWSampleLoginService N/A N/A N/A Control

Before You Start

LABWORKS Desktop Installation Prerequisites

LABWORKS Desktop is the latest in a succession of versions of LABWORKS LIMS. It provides significant new
functionality, usability and reliability and is built using the latest in software development tools. In accordance with
these newer tools and technologies the installation footprint on the server and client are different from previous
version. Even if you are a long time LABWORKS user, it is recommended you read the complete installation guide
before starting your LABWORKS Desktop installation or upgrade. Complete the Planning and Definition section

which can be used as a worksheet.

© Copyright 1998-2020 Labworks LLC. All rights reserved.
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Installing LABWORKS is a multi-step process that involves performing a server installation, client installation on the
server, creating a UNC path or mapped drive to the LABWORKS folder, running the update database tool, running
the gateway administrator tool to configure workstations and LABWORKS databases, and finally performing a client
installation on each workstation that is to run LABWORKS

LABWORKS installation involves the following steps:
e Step 1: Running LWServer.exe to install required folder, server software, and client installation.
e Step 2: Configure ApplicationSpec.xml
e Step 3: Create Folder Access and Permission
o Define the UNC Path or create mapped drive to the LABWORKS folder.
e Step 4: Prepare the database by running the Microsoft SQL/Oracle Script and Update Tool.
o 6.0/6.1/6.2/6.3/6.4/6.5/6.6/6.7/6.8/6.8.5/6.9/6.10 (Appendix D)

e Step 5: Run the Gateway Administrator Tool (LWSysCfg6.exe) to configure the LABWORKS software
connection strings.

o Configure the Database.
o Configure Database Authentication.
o Configure Global Database Availability.
e Step 6: Start LWLicenseServices/LWDataServices
e Step 7: Run Migration Utility to convert previous versions of LABWORKS 6.X to Latest version of LABWORKS.

e Step 8: Run NGMigrationTool to convert persisted groups to log batches. It is needed to be run in the case
of updating from 6.9 or earlier to 6.10 or later version.

e Step 9: Run the ClientSetup.msi on each workstation that is to use LABWORKS

Note: If you are using mapped drives then you must create a mapped drive on the server and then create the
same mapped drive on each workstation that will run LABWORKS.

Before you start your LABWORKS Desktop installation you will need the following:
e LABWORKS Desktop Installation Disk
e LABWORKS License/Control File (*.CTL)
e Completed Planning and Definition Worksheet

e Network Location/Share for Server Installation

If you are updating your existing LABWORKS LIMS program, back up your LABWORKS Base File folder and the
database before beginning installation. LABWORKS is not responsible for any data loss or downtime caused by not
creating backup files. Installation from the new LABWORKS CD should only begin after creation of a full backup of
all existing files in your LABWORKS Server Files and Base Files and the actual database itself to tape, CD ROM, or
other method.

It is recommended that you install any LABWORKS update on a test computer using a backup Base Files and
database to test the program prior to installation on networks, servers, or multiple workstations. Even though
LABWORKS thoroughly tests the LABWORKS LIMS program in-house, there may be variables associated with your
network, servers, workstations, environment, etc., that may present unforeseeable problems.
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Server Installation

LABWORKS Desktop has 2 components of installation, the Server and the Client.

Server Installation

e The server installation copies files to a designated location. These files include: System configuration and
conversion tools, the LWDATA folder, the license file and client installation point.

Server Files

e This is the location the LABWORKS server software will be located, normally referred to as LWExe. Within
this folder, it will also contain the server documentation, system configuration, and updates.

e During the installation, the license (*.CTL) file will be copied from the license file path into the Server Files
Folder for LABWORKS to use.

e This folder contains utilities for updating the LABWORKS Database Schema to latest LABWORKS version,
Conversion utilities for previous versions. It also includes utilities for Language translation and
management.

Base Files

e The Base File location is where the external files for the operation of LABWORKS will be located, normally
referred to as LWData. These files include different types of reports, image files, and other files required for
LABWORKS.

License File Path

e Thisis the location where the installation program can find the license (*.CTL) file to copy to the Server Files
location.

Temporary Files

e Path that the lwcs640 component will use for temporarily operations, normally referred to as LWTemp.

e For best performance, these files should be local to the user. The default location is the Windows folder for
temporary files.

User Files

e Path where the user will find files created during the normal operation of the LABWORKS software,
normally referred to as LWUser. The user path could be a folder located in the LWUser that would be
created based on LABWORKS or Operating System login name.

e Files created as the data source for Crystal reports will be in the user folders.

e For best performance, these files should be local to the user.

e The default location is the Windows user profile location.

SQC Files

e Path where the Northwest Analytical Software (NWA) will be located, which is normally referred to as
LwsQcC.

Database Server

e The database server, SQL or Oracle requires a database instance be created. The instructions for creating
the LABWORKS database are available in a separate document.
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LWLicenseServices

e This folder contains the LABWORKS License Service application. This service is used to authenticate users
and provide database configuration information. This folder will be located in the “Program Files
(x86)\Labworks\LWLicenseServices” folder.

LWDataServices

e This folder contains the LABWORKS Data Service application. This service is used to provide data to the
application. This folder will be located in the “Program Files (x86)\Labworks\LWDataServices” folder.

© Copyright 1998-2020 Labworks LLC. All rights reserved. 9 of 112
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Installation Prerequisites

The following is based on a Windows Server 2016 64-bit machine:

1. Dot Net Framework 4.7 needs to be installed on the Server.
a. Control Panel = Programs = Turn Windows Features On/Off
2. Enable Dot Net Framework 3.5 on the Server.

L v T [E' » Control Panel > Programs v (@] O Search Con

Control Panel Home
[‘-i- Programs and Features

System and Security Uninstall a program QTurn Windows features on or off | View installed updates

Run programs made for previous versions of Windows How to install a program
Network and Internet

Hardware and Sound L—b Default Programs
Change default settings for media or devices

[EL Windows Features - O X
* Programs

User Accounts Turn Windows features on or off Q
Appearance and

Pe. lizati To turn a feature on, select its check box. To turn a feature off, clear its check
reonalization box. A filled box means that only part of the feature is turned on.

Clock and Region

MET Framework 3.5 (includes .NET 2.0 and 3.0) -
= [@] | .NET Framework 4.8 Advanced Services
Active Directory Lightweight Directory Services
Containers.
Data Center Bridging
Device Lockdown
Guarded Host
Hyper-V
Internet Explorer 11
Internet Information Services
Internet Information Services Hostable Web Core
Legacy Components
Media Features ~

Ease of Access

2] ® B

B

=]

IHOOmEOO0004d
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LABWORKS Desktop Installation

Step 1: Server Installation

The LABWORKS setup program is LWServer.exe.

Expected
Results

Step User Input/Action

Right click on the LWServer.exe program.
Select ‘Run as administrator’ to install.

Note: Microsoft .Net Full Framework 4.0 is required.

| = Application Tools  FA\LABWORKS 6.6 Setups\LWinstaller.6.8.0.5 — [m] X
Home Share View Manage v @
« - <« LIMS (\\dtp302) (F) » LABWORKS 6.6 Setups » LWinstaller.6.8.0.5 v | Q|  Search IWinstaller6... @ Windows
~
L Mame Date modified Type Size InSta”er
st Cuick access
- 216/2017 10 - s e
I Deskiop * 155etupPrerequisites 7/6/201710:38 AM  File folder initiates the
‘WebHelp T/6/2017 1101 AM File folder . .
¥ Downloads 4 Autorun.inf 7/6/2017 1038 AM  Setup Information 1KE installation
Documents  # LWDataServices.exe 7/6/2017 1038 AM  Application 5,062 KB from the Setup
[&] Pictures » LWLicenseServices.exe T/6/2017 10:38 AM  Application 4,163 KB rogram
Sources * LWServer.exe 7/6/2017 10:57 AM  Application 224952 KB prog *
6.8 [ WindowsInstaller-KB293803-x86.exe T/6/2017 10:37 AM Application 2,525 KB
LABWORKSApp
Titems  1item selected 219MB =
1 LABWOREKS Server - InstallShield Wizard x

Q LABWORKS

Welcome to the Install5hield Wizard for
LABWORKS Server

The InstallShield Wwizard will install LABWORES Server on
wour computer. To continue, click Mest,

<Back  f Hext> | Cancel

Click ‘Next’

© Copyright 1998-2020 Labworks LLC. All rights reserved. 11 of 112
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LABWORES Server - InstallShield Wizard

Customer Information

Please enter your information.

User Mame:
| MyName
Customer
Company Name: Information
| MyCompany| dialog is
5 displayed.
Install this application for:
User Name and
(®) Anyone who uses this computer (all users)
Company name
(O Only for me (MyName) is entered.
< Back MNext = Cancel
Enter User Name and Company Name.
Click ‘Next’.
LABWORKS Server - InstallShield Wizard
Setup Type
Select the setup type to install. _
Please select a setup type.
@ Complete:
-:E All program features will be installed. (Requires the most disk space.)
Setup Type
(O cugtom dialog is
3 -:“ Select which program features you want installed. Recommended for displayed.
1" advanced users, .
— Setup Type is
specified.
Select the Setup Type:
e Complete: Created Client Install, System Admin Tools, New Database
e Custom: Each piece can be selected separately.
Click ‘Next’.
© Copyright 1998-2020 Labworks LLC. All rights reserved. 12 of 112




LABWORKS LIMS v6.10 Installation Guide QLABWORKS

When Complete is selected, you are first prompted for the Application Folder (The
location for the client install and System Admin Tools)

For the server application folder, or type/select the ‘Server Files’ in the Desktop Server
section of the Planning and Definition Worksheet. This is the Network File server
location where all clients will have access.

Click ‘Next’ to proceed.

Please note that the above folder should also be a different folder from the previous
versions of LABWORKS. This is not an absolute requirement but using a different folder
from previous versions makes it easier to differentiate between previous versions and
LABWORKS Desktop. All program names for LABWORKS Desktop are different from
previous versions of LABWORKS to provide easier user and system migration.

LABWORKS Server - Installshield Wizard pod
Choose Destination Location w
_ __ "L l Choose
Spedfy a folder for the application. Destination
Location dialog
is displayed.
4 play
Destination
Browse. .. folder is
specified.

For the database folder, type the ‘Base Files’ in the Desktop Server section of the
Planning and Definition Worksheet. LABWORKS Desktop uses the same folder structure
as previous version of LABWORKS. The install won’t overwrite existing files.

If you are upgrading from a previous version of LABWORKS you should make a copy of
your LWDATA folder for use with LABWORKS Desktop. LABWORKS Desktop uses
Crystals Reports 2013 for displaying reports, with an optional install of the Crystal XI
Release 2 (11.5) report designer. When existing reports are modified using LABWORKS
Desktop they are saved in the new format and cannot be used with previous versions of
LABWORKS.
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LABWORES Server - InstallShield Wizard

Choose Destination Location

Specify a folder for new Database.

[C: LABWORKS L WDATA

Click ‘Next’ to continue.

Browse...

LABWORKS Server - Installzhield Wizard

License file path

Enter License file path

D2,

| C:\LABWORKS \LWEXE License file
pfa\th dialog is
displayed.

5 .
Location of
license file is
specified.

« Back Mext = Cancel

Select the location of your license file. This will most likely be from your Control File CD,

which is supplied on a separate disk from the installation disk.

LABWORKS recommends copying the license file from the CD to a folder on your License file

6 network for easy access. copied from CD
Click ‘Next’ to proceed. to folder on
network.
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InstallShield Wizard =

Ingtallation of LABWORKS Services ' B

Select the services to install on this machine.

[l LABWORES License Service
LABWORES Data Service

< Back Cancel

For installation of LABWORKS License Service on same machine check the option
‘LABWORKS License Service’. If you want to install the ‘LWLicenseServices’ on different
machine uncheck the option.

For installation of ‘LABWORKS Data Service’ on same machine check the option
‘LABWORKS Data Service’. If you want to install the ‘LWDataServices' on different
machine uncheck the option.

Click ‘Next ‘to continue.

Note: If LWLicenseServices/LWDataServices is not being installed, proceed to Step 18.

Installation of
LABWORKS
Services dialog
is displayed.

LABWORKS
services to
install
specified.

Installation of LW License Service

The Server setup launches separate LWLicenseServices setup program, and the welcome
screen appears with brief instructions.

The Welcome
to the
InstallShield
Wizard for
LABWORKS
License Service
dialog opens.

© Copyright 1998-2020 Labworks LLC. All rights reserved.

15 of 112




LABWORKS LIMS v6.10 Installation Guide QILABWORKS

LABWORKS Licensze Services - InstallShield Wizard hod

Welcome to the InstallShield Wizard for
LABWOREKS License Services

The InstallShield Wizard will install LABWORKS License
Services on your computer. To continue, dick Mext.

Click ‘Next’ to continue

LABWORKS License Services - InstallShield Wizard »

Customer Information

Please enter your information.

User Mame:

| MyMame |

The Customer
Information

| MyCompany| | dialog is

9 displayed.
Install this application for:

Company Mame:

User Name and

Company Name
(C Only for me (MyName) is specified.

(®) Anyone who uses this computer (all users)

=

%]
i

L

m

Enter your User Name and Company Name.
Click ‘Next’ to continue.

© Copyright 1998-2020 Labworks LLC. All rights reserved. 16 of 112



LABWORKS LIMS v6.10 Installation Guide QLABWORKS

LABWORKS License Services - InstallShield Wizard >
Ready to Install the Program i
The wizard iz ready to begin inztallation. ' 5
Click Install to begin the installation.
If wou want to review or change anw of your installation settings, click Back. Click Cancel to exit
the wizard. The Ready to
Install the
Program dialog
10 is displayed.
The installation
proceeds.
< Back Cancel
Click ‘Install’ to begin the installation.
LABWORKS License Services - InstallShield Wizard
’.;] LABWORKS instalishield Wizard Complete
The InztallShield Wizard has succeszfully inztalled
LABWORES License Services. Click Finizh to exit the wizard.
The
InstallShield
Wizard
Complete
11 . P .
dialog is
displayed.
The installation
is complete.
< Back Cancel
When the installation is complete, click ‘Finish’ to exit.
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12 For installation of the LWLicenseServices on different machine run LWLicenseServices.exe
from the CD on desired machine.

If applicable,
LWLicenseServi
ces installed on
a different
machine.

Installation of LW Data Service

The Server setup launches separate LWDataServices setup program, and the welcome
screen appears with brief instructions.

LABWORKSData5ervices - InstallShield Wizard x

Welcome to the InstallShield Wizard for
LABWORKSDataServices

The InstallShield Wizard will install
LABWORKSDataServices on your computer. To continue,
dick Mext,

13

Click ‘Next’ to continue.

The Welcome
to the
InstallShield
Wizard for
LABWORKS
Data Service
dialog opens.

14

The Customer
Information
dialog is
displayed.

User Name and
Company Name
is specified.

© Copyright 1998-2020 Labworks LLC. All rights reserved.
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LABWORKSDataServices - InstallShield Wizard

Customer Information

Flease enter your information.

User Mame:

| MyMame

Company Mame:

| MyCompanﬂ

Install this application for:

(®) Anyone who uses this computer (all users)

(") only for me (MyMame)

Enter your User Name and Company Name.
Click ‘Next’ to continue

15

LABWORKSDataservices - Installshield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Inztall to begin the installation.

If you want to review or change any of pour installation settings, click Back. Click Cancel to exit
the wizard.

< Back Install Cancel

Click ‘Install’ to begin the installation.

The Ready to
Install the
Program dialog
is displayed.

The installation
proceeds.

16

The

InstallShield

© Copyright 1998-2020 Labworks LLC. All rights reserved.
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Wizard
LABWORKSDataServices - InstallShield Wizard Complete
dialog is
’Jj LABWORKS InstallShield Wizard Complete displayed.
The installation
The InztallShield Wizard has succezsfully instaled i
LaBWwWORKSDataServices. Click Firizh to exit the wizard. 1S complete.
< Back Cancel
When the installation is complete, click ‘Finish’ to exit.
If applicable,
For installation of the LWDataServices on different machine run LWDataServices.exe from | LWDataServices
17 the CD on desired machine. installed on a
different
machine.
The Ready to
Install the
. . Program dialo
LABWORKS Server program resumes and is ready to install. . g §
18 is displayed.

The installation
proceeds.

© Copyright 1998-2020 Labworks LLC. All rights reserved.
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LABWORKS Server - InstallShield Wizard
Ready to Install the Program
The wizard is ready to beain installation. \
Click Install to begin the installation.
If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.
< Back Cancel
Click ‘Install’ to begin the installation.
LABWORKS Server - InstallShield Wizard
@] LABWORKS instaliShield Wizard Complete
The InstallShield \Wizard haz successiully installed
' LABWOREKS Server. Click Finish to exit the wizard,
The
InstallShield
Wizard
Complete
19 . P .
dialog is
displayed.
The installation
is complete.

¢ Back Cancel

When the installation is completed, click ‘Finish’ to exit.

© Copyright 1998-2020 Labworks LLC. All rights reserved.
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Step 2: Create Folder Access and Permission

Because LABWORKS is installed on a server, the LABWORKS Grouping Folder 1 defined in the Planning and
Definition Worksheet needs to be shared.

We suggest that you use a UNC (Universal Naming Convention) path to the server for the LABWORKS folders.

Option 1: Using a UNC Path for LABWORKS

For example, if the LABWORKS Client Installation program is in the following folder: \LABWORKS\LWEXE, on
Server 1, then the System Administrator must notify each user to log on, from their workstation, to the
following shared folder: \\Server1\LABWORKS\LWEXE.

Option 2: Create a Mapped Drive for LABWORKS

If you are using a mapped drive to access the LABWORKS folder, then every user must use the exact same
map and have the mapped drive already in existence before the user can connect to LABWORKS. If the
mapped drive is not created for each profile prior to the LABWORKS Client Install, then the administrator
will have to log in as each user profile and map the drive.

To create the mapped location on the server, share the LABWORKS folder. Map this folder as a lettered
drive, such as P:\. Then, for each workstation that is to run LABWORKS, create a mapped drive using the
same drive letter and path on each workstation.

LABWORKS recommends the LABWORKS Server Application folder, <LWEXE>\Server (where <LWEXE> designates
the path up to and including the \LWEXE folder) be set to Read-Only. The <LWEXE>\SysCfg folder must be set to
Read/Write.

When using a UNC path for the LICENSE_FILE_PATH, please take note that even if the UNC path refers to a local
drive, permissions and security are affected by the permissions and network security.

Step 3: Installing New Database

Create a New Database

The LABWORKS Desktop Installation CD contains a folder with starter databases.

SQL Sever
Included with your LABWORKS Desktop installation is a BlankDatabase.zip file.

Use SQL Server tools to restore the zipped database. Then ensure there is a SQL login with access to the
database.

Oracle
Create a user/schema named “LABWORKS”

Login into sqlplus with sys or system dba user then execute the following script for creating LABWORKS
Schema.

SQL>CREATE USER LABWORKS IDENTIFIED BY password DEFAULT TABLESPACE "USERS" ACCOUNT
UNLOCK;

Note: in the above script password can be replaced to LABWORKS schema password
SQL>GRANT CONNECT, RESOURCE, DBA TO LABWORKS;

Import the database file: \BlankDatabase\Oracle\LABWORKS.DMP. The export was done by the user
“LABWORKS” (Schema owner)
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C:\ impLABWORKS/password@ORADB file=labworks65.dmp analyze=y FROMUSER=LABWORKS
TOUSER=LABWORKS GRANTS=NO log=myerror.log

Run the below procedure using sqlplus. Or create a sql file and execute.

oracle begin

dbms_stats.gather_schema_stats(ownname=>'LABWORKS', estimate_percent=> 10, cascade=> TRUE );
end;

/

exit

/

Create an Oracle service connection to the LABWORKS Database.

Note: LABWORKS Applications and Server Utilities require the Oracle Client 32-bit version be installed.

Step 4: Configure database authentication for Oracle 12.2.x

When using Oracle 12.2.x version, follow these steps:

e Runthe command ALTER SYSTEM SET SEC_CASE_SENSITIVE_LOGON = FALSE in the Oracle database.
e Update %ORACLE_HOME%\network\admin\sglnet.ora

o Insert the line SQLNET.ALLOWED_LOGON_VERSION_SERVER=8 into the file.
e Restart the database.
e Change a password for existing users.
e Make sure that PASSWORD_VERSIONS are compatible with 10g.

o Run the following command in the database:

=  select USERNAME, ACCOUNT_STATUS, PASSWORD_VERSIONS from dba users;
o The output should look like this:

USERNAME RCCOUNT_STATUS PASSWORD_VERSIONS
DIF EXPIRED & LOCKED

SYSEM EXPIRED & LOCEED

ORACLE_OCM EXPIRED & LOCEED

SYSDG EXPIRED & LOCEED

SPATIAL_CSW_ADMIN USR EXPIRED & LOCKED

LABWORKS QEEN 106 116 12C

Step 5: Gateway Administrator Setup

After the Server Installation has completed you must run the Gateway Administrator Tool, LWSysCfg6.exe, to set up
LABWORKS user and workstation information. This information includes the location of the LABWORKS
executables, locations and names of LABWORKS databases, and user file locations. The program is in the
<LWEXE>\SysCfgfolder.

This section shows you how to use the Gateway Administrator to perform the following tasks:

e Set up a new database — This section shows you how to add a database to the Gateway Administrator and
set Data Path information for the database.

e Configure the database — This section shows you how to configure the database by defining the type of
database, type of connection to database, the database name; the server name, and the database user
name and password.
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e Select database authentication options — This section shows you how to configure LABWORKS to validate a
user’s ID and Password by using LABWORKS authentication or domain authentication.

o Select global default database availability — This section shows you how to select which databases will be
visible, by default, to all users of LABWORKS.

The Gateway Administrator requires the LABWORKS client be installed on the workstation where Gateway
Administrator is run. The Gateway administrator can be run from a network client or from the server console as
long as the LABWORKS client install has been completed and the user has proper network access.

Access to the Gateway Administrator tool is controlled by network privileges and the program is also password
protected. The first time you access the Gateway Administrator, if you are installing LABWORKS 6.8.5 Desktop or
higher, the default password is gateway.

Set up a new Database

The Gateway Administrator allows you to specify which databases will be used in your LABWORKS system and how
these databases will be configured. Setting up a new database is a four-part process that involves adding a new
database to the Gateway Administrator program, setting data path information, configuring the database, and
selecting database authentication. The following sections show you how to add a database to the Gateway
Administrator and configure the database.

Add a New Database and Set Data Path Information:

Expected
Ste User Input/Action
P BRi Results
1 From the LABWORKS application folder, select <LWEXE>\SysCfg\LWSysCfg6.exe. File selected.
Before the Gateway Administrator launches a message appears prompting you to enter
. LABWORKS
the Gateway Administrator password.
Gateway
) LABWORKS Gateway Administrator > Admlrnstrato
r message
Enter Gateway Administrator Pazsword a p pea rs
f o | prompting
you to enter
Change Password Cancel | Gateway
o Administrato
Enter the Gateway Administrator Password. r Password.
2 When you launch Gateway Administrator for the first time the default password is
gateway. After you enter the password for the first time you will be prompted to
change the password. Gateway
- — Administrato
&) Set Gateway Administrator Password * r Password IS
IE,”,'fo',d,"a“w”'d entered.
Enter new password
I zzzzzz
Confirm new password Gateway
[ Administrato
o | r Password is
Carcel | changed.
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Step

User Input/Action

The new password must be case sensitive and can include special characters, except for
the following: spaces, semicolons (;), commas (,), plus sign (+), and the percent sign (%).
You must enter the new password in the Enter new password field and the Confirm new
password field and then click ‘OK’.

QLABWORKS

Expected
ET

Once you have entered the correct password and clicked ‘OK’ the Gateway
Administrator opens, and the Global Setting node is highlighted on the tree and has
focus. When the Global Setting node is selected, the database setup panel on the right
appears and consists of three tabs: a Data Path tab, a Database tab, and an
Authentication tab. All tab pages and fields appear blank and are disabled when the
Global Setting node is selected.

Jaxinaa
E':: e - The Gateway
P | e B Administrato
I r opens.
O |
b Database
3 U e gt e Setup panel
appearsin
v et right hand
pane.
If you already have databases set up in Gateway Administrator, then you can expand
the Global Setting node and then click on a database listed under this node to activate
the database setup panel. The Data Path tab is enabled first. You must set up the data
path information on the Data Path tab to activate the Database tab. Once the Database
tab is enabled you must select the type of database, setup the database connection
information, and test the connection on this tab. The Authentication tab remains
inactive until the necessary information is entered on the Data Path and the Database
tabs. Only after the Gateway Administrator is able to establish a connection to the
defined database does the Authentication tab become active. From the Authentication
tab you can select how you wish to authenticate users when they log into LABWORKS.
LABWORKS
4 From the Gateway Administrator click File>New. A pop-up window appears prompting | Gateway
you to enter a new name for the database: Administrato
r message
appears
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User Input/Action

0

LABWORKS Gateway Administrator

o]
Cancel |

Please enter a name for this database

|PRODUCTION

QLABWORKS

Expected
ET

prompting
you to enter
a new name
for the
database.

Enter a new name for the database you wish

to set up and click ‘OK’. The name you

create for the database is the database name that users will see on the LABWORKS

Login screen.

The name can NOT contain spaces, semicolons (;), commas (,), plus sign (+), and the

A new name

5 . . . ; is entered for
percent sign (%). The new database is added to the Global Setting node in the Gateway
. . . . . the database.
Administrator window and the database is selected by default. Information pertaining
to the new database appears on the right-hand portion of the screen.
Click I_I next to the Data Files Path field. The Data Path Selection window appears:
Browse for Folder ot
Data Path Selection
C:\LABWORKS \LWDATA
v | | LABWORKS -~
> Client
» LWDATA
’ tx:’; The Data
LWTEMP Path ]
LWIISER Sellectlon
» Other Stuff window
6 LABWORKS Images appears.
L v .
= Data Files
path is
Cancel £
specified.
Note: if you pick a local path, it might not be reachable by other computers in the
network, so it is recommended you pick a common path that can be accessed by all
servers and clients. Failure to do so will result in the following warning message:
LWSysConfigb X
Pl The path you have entered is a local path and may present a
'o/ problem when running LABWORKS over a network. For
D;tlvuleoék configurations, it is suggested that UNC paths be
The Client
7 Click |:‘next to the License Path field. Program Path
Selection
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. Expected
Ste User Input/Action
P A5 ET
Erowse for Folder b window
appears.
Data Path Selection
The path to
CHILABWORKSLWEXE the License
v | | LABWORKS ~ file is
5 Client specified.
> LWDATA
» LWEXE
LWSQC
LWTEMP
LWLISER
¥ Other Stuff
LABWORKS Images
Logs W
Cancel
This is the path to the License file.
If you have the Northwest Analytical Quality Analyst software package, a third-party If applicable,
8 software package used for SQC charting, then select an SQC Path. SQC Path is
specified.
Default
language is
specified.
Select the Default Language from the corresponding drop-down menu. For example, if OR, if
you select English as the default language, then this will be the language LABWORKS applicable,
9 runs in unless you specify a different default language for a specific Workstation or ‘Hidden
User. If you do not want to see language choices at log in, you must click on the Users language
node and check the Hide language selection at runtime check box. selection at
runtime’
option is
enabled.
The Client
User Path
Selection
10 Click |:‘next to the User Path field. The Client User Path Selection window appears: window
appears.
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Step

User Input/Action

Browse for Folder b4

Data Path Selection

C:\LABWORKS\LWUSER

W LABWORKS -
» Client
» LWDATA
» LWEXE
LWSsQC
LWTEMP
LWUSER
» Other Stuff
LABWORKS Images
Logs W

QLABWORKS

Expected
ET

Select the location for the User Path.

The location of Server and User temporary files can affect application performance.
Some parts of the application use temporary files to pass information between the
middle tier and the user interface. Both programs execute on the client workstation. It
is important that the temporary file read/write performance be as fast as possible. The
recommended option is to use the Windows defaults.

If required, specific files for these folders can be configured, and if you wish to append a

. . . The location
unique path for each user or workstation, then check the Unique user path for each foretr?chsZr
11 user box. When this option is checked you can then select the unique user path based Path is
on Domain ID, LABWORKS ID, or Workstation ID by clicking on the corresponding radio selected
button. Based on your selection, LABWORKS will create a folder. )
I~ Use'windows User Setting Folder (D efaul)
User Path:
|LALWUSER [ ((: Eobmaink\DlD
¥ Urique user path for each user [l \,:0::;[5;0”@
For example, if you select L:\LWUSER and Unique user path for each user DomainID,
then the user temp path becomes L:\LWUSER\<DOMAINID>
The Server
Temp Path
Selection
window
12 Click I:‘next to the Server Temp Path field. The Server Temp Path Selection window appears.
appears:
The Server
Temp path is
specified.
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Expected
Results

Step | User Input/Action

Browse for Folder *

Data Path Selection

C:\LABWORKS\WTEMP

w LABWORKS ~
3 Client
» LWDATA
» LWEXE
LWsQC
LWTEMP
LWLUISER
3 Other Stuff
LABWORKS Images
Logs W

[ o ]| coneel |

Select an existing path that you can write and delete temporary files to and from. This
path must exist, and you must have rights to read, write, create, and delete files in this
folder. (Many people simply use their LABWORKS user path). It is important that the
temporary file read/write performance be as fast as possible.

Step 6: Configure ApplicationSpec.XML, ClientApp.config, LWServiceConfig.xml

The Server installation creates the files ‘ApplicationSpec.xml’ and ‘ClientApp.config’. The files are used to configure
the path to the license file and services from the clients.

During the upcoming client installation step, these files are copied to the client workstation. By configuring it
before doing the client installation, the client installation configuration is already correctly configured.

Step  User Input/Action Expected

Results

Open the file ‘ApplicationSpec.xml’ using notepad. The
ApplicationSp
ec.xml is
opened.
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Step  User Input/Action Expected
Results
I = | C:ALABWORKS\LWEXE = O X
File Home Share View v 0
~ v 4 » ThisPC » Local Disk (C:) » LABWORKS » LWEXE v O Search LWEXE 2
ol Mame Date modified Type Size
3t Quick access
Server File folder
[ Desktop - )
syscfg File folder
* Downloads A Updates File folder
Documents WebHelp File folder
[=] Pictures E D ApplicationSpecxml AML Document 1KB
Sources -, [N} ClientApp.config XML Cenfiguratio... 4KB
67 ﬁ ClientSetup.msi Windows Installer ... 97,885 KB
LABWORKSG6 ﬁ-‘ CrystalXIRDC.msi Windows Installer ... 69,814 KB
@ Labworks.ini Configuration sett... A0 KB
LWEXE
. B LE512512.CTL Visual Basic User ... 8 KB
QuestionPapers [7] LWI13MRES.MDB MDE File 8,132 KB
[ This PC D LWIT8MRES xml XML Document KB
I Deskiop 22 LWReportingaxsd XML Schema File 19 KB
Documents B mcinstré.lst MASM Listing 3KB
B scinstrélst MASM Listing 4KB
D load
¥ Downloads Upgrade LABWORKS Client.bat / Windows Batch File 1KB
b Music o 5l veredist x@6.exe 5/9/2017 8:22 AM  Application 2,682 KB
17iterns  1item selected 230 bytes State:a Shared =

Enter the path the clients will use to access the license file and enter machine name of Path is
the server (e.g. LABWORKS-TESTO1 as shown in example below). entered.

In this example, the server shared the folder c:\labworks, and the client mapped the L:
drive to that share. The path can be a mapped drive letter

| ApplicationSpec.m - Notepad o] ]
File Edit Format View Help
<APPSETTINGE:> "

<L ICENSE_SERVER LICENSE_FILE_PATH="C:\LABWORKS\LWEXE""/ >
<APPCONFIG REFRESH="TRUE"/>

<L SESSIONG LAUNCH_DELAYTIME="40"/>
<PLATFORM_SERVER_PATH PATH="LABWORKS-TESTOL|" />
<Login_Page Flavor="Process"/>

<CHECKSUMVERSION VALUE="1"/>

</APPSETTINGS:>
2
OR as an UNC path.
| ApplicationSpec.ml - Notepad =] e ==
File Edit Format View Help
<APPSETTINGS> A

<L ICENSE_SERVER LICENSE_FILE_PATH=""'\LWSERVER'LABWORKS"LWEXE\"/ >
<APPCONFIG REFRESH="TRUE" />
<LSESSIONG LAUNCH_DELAYTIME="40"/>
<PLATFORM_SERVER_PATH PATH="LABWORKS-TESTOL"/>
<Login_Page Flavor="Process"/>
<CHECKSUMVERSION VALUE="1"/>
</APPSETTINGS|

Then copy ApplicationSpec.xml from Labworks/LWEXE and place it in the folder
\Program Files (x86)\Labworks\LWLicenseServices and \Program Files
(x86)\Labworks\LWDataServices.
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Step  User Input/Action Expected

Results

For using SQL Server database with LABWORKS:
Microsoft SQL ADO is the default connect string for Database Type SQL Server

Data Paths | | autnertication |
Database type
¢ SOL Server - Database connect sting " Dracle - Databaze connect string

[ TLS Support MSOLEDBSAL

Note: If you require TLS 1.2 Support, check “TLS Support MSOLDEDBSQL”

1) In LWSYSCFG, check “TLS Support MSOLEDBSQL”
Data Paths | | autherticetion |
Database type
{* SOL Server - Databaze connect string " Oracle - Database connect sting

&7 TLS Suppan MSOLEDBSOL

2) Install following drivers on the workstation :
i) MSOLEDBSQL (Used by .net applications)
a. https://www.microsoft.com/en-
us/download/details.aspx?id=56730
i) ODBC FOR SQL 2017 (Used by legacy applications) (Install based on OS
bitness)
a. https://www.microsoft.com/en-
us/download/details.aspx?id=56567

For using Oracle OLEDB Driver with LABWORKS:

Prerequisite: Oracle Client 32 Bit, must include OLEDB Driver
Configuration

Using LWSysconfig select Oracle OleDBORA.Oracle Connect String

Data Paths Datal:uase Luthentication

— Database type

™ SOL Server - Database connect sting {* Oracle - Database connect string

™ Microzoft MSDAORA
V¥ Oracle 0leDBORA Dracle

In ApplicationSpec.xml, add OracleHome
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Step  User Input/Action Expected

Results

| ApplicationSpec.xml - Notepad - m} *

File Edit Format View Help
<APPSETTINGS>
<LICENSE_SERVER LICENSE_FILE_PATH="C:\LABWORKS\LWEXE67\"/>
<APPCONFIG REFRESH="TRUE"/>
<LSESSIONG6 LAUNCH_DELAYTIME="48"/>
<PLATFORM_SERVER_PATH PATH="PAF-DEV@4"/>
<ORACLE_HOME HOME="Oracle in OraClient12Homel 32bit"/>

<Login_Page Flavor="Process"/>»

</APPSETTINGS>

Where the Oracle Home Name is:
Using Control Panel, ODBC Data Sources (32-bit)

=l <l ShortcutTools  Application Toals  Administrative Tools - o X
Home Share View Manage Manage ~ @
U & cut x IEE T New item [ open - selectall
w2 Copy path L £ Easy aceess ¥ Edit 1 Select none
Pinto Quick Copy Paste Move Copy Delete Rename  Hew Properties
o [7] Paste shorteut | tov o~ = tolder S g History T Invert selection
Clipboard Organize New Open Select
4 %% > Control Panel > System and Security > Administrative Tools v @ SearchAd. p
~
& Network A O Name ~ Date medified Type Size Q
- Component Services 41172018 17:34 Shortcut 2k8
Contral Panel fi P
& Computer Management 41172018 17:34 Shertcut 2K8
All Control Panel [tems % Defragment and Optimnize Drives 441172018 17:34 Shorteut 2k8B
]
K& Appearance and Personalization 78 Disk Cleanup 41172018 17:34 Shortcut 2KB
@ Clockand Region 3] Event Viewer 4/11/201817:34 Shortcut 2KB
@ Ease of Access % Intemet Information Services (IS) Manager  4/11/2018 17:35 Shertcut 2K8
%) Hardware and Sound €4, iSCSl Initiator 41172018 17:34 Shortcut 2k8
& Network snd Intemet +h Local Security Policy 41172018 17:35 Shertcut 2K8
ar [15] ODBC Data Sources (32-bit) 41172018 17:34 Shortcut 2k
rograms
9 7] ODEC Data Sources (64-bit) 4/11/2018 17:34 Shertcut 2K8
R System and Security (%) Performance Monitor 41172018 17:34 Shortcut 2k8
% Administrative Tools % Print Management 41172018 17:35 Shortcut 2KB
U Rackin and Restore (Windows 71 v - Rerauen: Nrve Ar1ma 1724 Chartrik avR v
20items 1 item selected 1.11KB B =

The Entry (highlighted below) is the Driver Name.

; QDBC Data Source Administrator (32-bit) by

User DSM  System DSN  File DSM = Drivers  Tracing Connection Pooling  About

QODBC Drivers that are installed on your system:

Name Wersion Company "
Microsoft Text Driver (" txt; ".csv) 10.00.17134.01 Microsoft Corporation
Microsoft Text-Treiber (" t«d; “.csv) 10.00.17134.01 Microsoft Comporation
Microsoft Wisual FoxPro Driver 6.00.8167.00 Microsoft Corporation
QDBC Driver 13 for SQL Server 2017.140.2002.14  Microsoft Comporation
Oracle in OraClient12Home1_32bit 12.02.00.01 Oracle Comporation
SAFP Salesforce ODBC Driver 1.01.07.1010 Simba Technologies Incorporate
SQL Server 10.00.17134.01 Microsoft Corporation
SQL Server Mative Client 11.0 2011.110.6540.00 Microsoft Corporation
w
< >

v, An ODBC driver allows ODBC-enabled programs to get information from ODBC data sources. To install
; new drivers, use the driver's setup program.

[ ok || cancel | Apply Help

© Copyright 1998-2020 Labworks LLC. All rights reserved. 32 0f 112



LABWORKS LIMS v6.10 Installation Guide QILABWORKS

Expected
Results

User Input/Action

Registry Entry:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\ODBC\ODBCINST.INI\
ODBC Drivers
B Registry Editor - [m] X
Fle Edit View Favorites Help
Computer HKEY_LOCAL_MACHINE\SOFTWARE\WOWE432Node\ ODBC\ODBCINST.INIODBC Drivers
> [ ODBCINI A || Name Type Data
v Ly ODBCINST.INI (2] (Default) REG_SZ (value not sef)
E;";Sf;’;::rpzlga‘:;:‘;“':‘:’go‘:x; 0DBC Driver 701 ab] CR SQL Server Classic Wire Protocol ODBC Driver 7.0.1 REG_SZ Installed
CRSOL Server Native Wire Protocol ODBC Driver 7.0.1 j‘%iz :3::’;;L:‘:::Zi'(;;’g"?;:“’::f‘D”"E' 701 zig-z ::::::
CR Sybase Uire Protocol ODBC Drver 701 5] CR TextFile ODBC Driver 7.0.1 REG_57 Installed
CR TextFile ODEC Driver 7.0.1 0. -
Driver da Micrasofe para arquivos tedo (o *cs4) (35| Driver da Microseft para arquivos texto (*:bd; *.csv) REG_SZ Installed
Driver do Microsoft Access (mdb) 25| Driver do Microsoft Access (*.mdb) REG_SZ Installed
Driver do Microsoft dBase (*.dbf) 25| Driver do Microsoft dBase (*.dbf) REG_SZ Installed
Driver do Microsoft Excel(".xls) (25| Driver do Microsoft Excel(*xls) REG_SZ Installed
Driver do Microsoft Paradox (*.db ) 25| Driver do Microsoft Paradox (*.db ) REG_SZ Installed
Microsoft Access dBASE Driver (*.dbf, “.nds, *.mdx) 3] Microsoft Access dBASE Driver (*.dbf, *nds, *.mdx) REG_SZ Installed
Microsoft Access Driver (mdb) 2] Microsoft Access Driver (*:mdb) REG_SZ Installed
Microsoft Access Driver (*mdb, *accdb) 35] Microsoft Access Driver ("mdb, *.accdb) REG_SZ Installed
Microsoft Access Text Driver (", *.csv) (38] Microsoft Access Text Driver (¢, *.csu) REG_SZ Installed
Microsoft Access-Treiber (*.mdb) 2] Microsoft Access-Treiber (*mdb) REG_SZ Installed
Microsoft dBase Driver (*.dbf) 2b] Microsoft dBase Driver (*.dbf) REG_SZ Installed
Microsoft dBase-Treiber (.dbf) 35| Microsoft dBase-Treiber (*.dbf) REG_SZ Installed
Microsoft Excel Driver (*ls) 35| Microsoft Excel Driver (*als) REG_SZ Installed
micvosog Zce: gnv:r rg\si ;x\szg “adsm, “.ist) (35 Microsoft Excel Driver (*ads, sy, “xism, "xist) REG_SZ Installed
terosett bxcel-Tretber (7.4 ab] Micrasoft Excel-Treiber (*.xs) REG_SZ Installed
Microsoft GDBC for Oracle 35| Microsoft ODBC for Oracle REG_SZ Installed
Mictosoft Paredox Driver (*.db ) (28] Microsoft Paradox Driver (*.db ) REG_SZ. Installed
Microsoft Paradox- Treiber (*.db ) -
Microsoft Text Driver (" *.cov) 28] Microsoft Paradox-Treiber (*.db) REG_SZ Installed
Microsoft ToxTreber *e: * csv) 28] Microsoft Text Driver (*.6d; *.csv) REG_SZ Installed
Microsoft Visual FoxPro Driver (35| Microsoft Text-Treiber (*ct; *.csv) REG_SZ Installed
M5 Code Page Transiator 5] Microsoft Visual FoxPro Driver REG_SZ Installed
M5 Code Page-Ubersetzer 35] ODBC Driver 13 for SQL Server REG_SZ Installed
0DBC Core REG_SZ Installed
ODBC Driver 13 for SQL Server 35]SAP Salesforce ODBC Driver REG_SZ Installed
ODBC Drivers 3]SOL Server REG_SZ Installed
ODBC Translators 25]SQL Server Native Client 11.0 REG_SZ Installed
Oracle in OraClient12Home1_32bit
SAP Salesforce ODBC Driver v
< > |« >

Step 7: FIPS Compliance

Step User Input/Action

Expected
Results

Enable FIPS on

Client Machine

B Local Security Palicy - O >
File Action View Help v
o nE XE -
 Security Settings Policy System cryptography: Use FIPS compliant algorithms for ? X
> & f‘("‘“;tl"""“‘ [ Netwaork security: Do not store LAN Manager hash value on next password change
~ [ Local Policies 5 Network security: Force logaff when logon hours expire Local Securty Setting | Explain

> [ Audit Policy -

EA . 1] Netwerk security: LAN Manager authentication level
» TR User Rights Assignmen Y

o s=mm: Dpﬁm‘s 15| Network security: LDAP client signing requirements
1 Windows Defender Frewall with Adve|| A Netwerk security Minirum session security for NTLM SSP based (including secure RPC) clients

[ Netwark List Manager Policies
[ Public Key Policies

System cryptography: Use FIPS compliant algorthms for
encryption, hashing, and signing

1] Network security: Minimum session security for NTLM SSP based (including secure RPC) servers
@ Enabled

() Disabled

[ Network security: Restrict NTLM: Add remote server exceptions for NTLM authentication
| Softwsre Restriction Policies [ Network security: Restrict NTLM: Add server exceptions in this domain

) Application Control Plicies ] Network security: Restrict NTLM: Audit Incoming NTLM Traffic

% 1P Security Policies on Local Compute|| 11| Network security: Restrict NTLM: Audit NTLM authentication in this domain

(2] Advanced Audit Policy Configuration|| s Network security: Restrict NTLM: Incoming NTLM traffic

(] Network security: Restrict NTLM: NTLM authentication in this domain

[ Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers

[ Recovery consale: Allow automatic administrative logon

[EEN

1] Recovery console: Allow floppy copy and access to all drives and all folders

1] Shutdown: Allow system to be shut down without having to log on

] Shutdown: Clear virtual memory pagefile

(L] System cryptography: Force strong key protection for user keys stored on the computer
[ System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing

(] System objects: Require case insensitivity for non-Windows subsystems

] System objects: Strengthen defautt permissions of internal system objects (e.g. Symbolic Links)

4] System settings: Optional subsystems
< > [0}

Path is

2
For FIPS Compliant Installation (supported in LABWORKS version 6.10 onwards): entered.
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Step User Input/Action Expected

Results

In ApplicationSpec.xml, add CHECKSUMVERION
CHECKSUMVERSION VALUE="1" for Non-FIPS compliant installation. (default value)

CHECKSUMVERSION VALUE="2" for FIPS compliant installation.

| ApplicationSpecaml - Notepad B
File Edit Format View Help
<APPSETTINGS= &

<LICENSE_SERVER LICENSE_FILE_PATH="C:"LABWORKS'LWEXE\" />
<APPCONFIG REFRESH="TRUE"/>

<LSESSIONG LAUNCH_DELAYTIME="40"/>
<PLATFORM_SERVER_PATH PATH="LABWORKS-TESTO1"/>
<Login_Page Flavor="Process" />

<CHECKSUMVERSION VALUE=

</APPSETTINGS>

Also, open ‘ApplicationSpec.xml’ located at \Program Files Changes
3 (x86)\Labworks\LWLicenseServices (where the LWLicense Service is installed) and perform | applied.
the same changes as above.

Also, open ‘ApplicationSpec.xml’located at \Program Files (x86)\Labworks\LWDataServices | Changes
(where the LWDataServices is installed) and perform the same changes as above. applied.

Copy ‘ApplicationSpec.xml ‘from<LWEXE> to <LWEXE>\Server (where the
LWServiceControllers is installed) and perform the same changes as above.

6 Set all user passwords in clear text in “PASSWORD” field of your USERHEAD table so they
can be encrypted in the next step

After migrating the password from Clear to Encrypted values, be sure to clear all user

7 passwords from the “PASSWORD” field of your USERHEAD table.

This can be easily done with the following SQL command:
UPDATE USERHEAD SET PASSWORD="XXXXXXXXXXX"

Start LWDataServices.

8 Start LWLicenseServices.

Start LWDesktop.

Open System Manager, change CHECKSUMVERSION = 2 and save the changes.

Step 8: Service Connection Configuration

Step  User Input/Action Expected
Results

Configure LWServiceConfig.xml:

1 Launch ‘LWServiceControllers.exe’ application located at
“\LABWORKS\LWEXE\Server ‘.

2 Go to menu Configuration -> Service Connection Configuration:
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Step  User Input/Action Expected
ET
@ LABWORKS Service Controller — x
Configuration | Help
| Service Connection Configuration | on Service Controller
PS Service k
0!

Service connection information

Lser name: Analyst First User Database: LABWORKS_63_TEST

On Service Connection Configuration screen, enter valid LABWORKS username,
password.

Select desired database for connection and enter workstation name where
platform service is running.
Click Generate config file button.

@l LABWORKS Service Connection Configuration - X

LABWORKS user name || |

3 LABWORKS password | |
LABWORKS database | CUSTOMER_NUTRA v|
Platform Server path | |
Generate config file
4 Select path to save config file:
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Step  User Input/Action Expected

Results

Browse For Folder >

LABWOREKS Service Configuration File Dialog

- Desktop *
» I This PC
» ' Libraries
» |_j‘ Metwork
5 Control Panel
lal Recycle Bin

| Make Mew Folder | I Ok | | Cancel |

Copy ‘LWServiceConfig.xml’ from above selected location to \Program Files
(x86)\Labworks\LWDataServices (where the LWDataService is installed)

6 Restart LWDataServices

Step 9: Configure the Database

Once you have set up the Data Path information, the Database tab activates. On the Database tab page, you
configure the database by defining the type of database, type of connection to database, the server name, the
database name, the user name, and the password.
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- LABWOREKS Gateway Administrator
File Edit Tools

FmX ¥DHma
PRODUCTION

Folder Items b4
E1-i@ Global Setting Data Paths  Database | Authertication

| E-J PrRODUCTION

-5, Users D atabasze type

& S0L Server - D atabasze connect sting {~ Oracle - Database connect string

[T TLS Support MSOLEDBSOL

Server Mame [Service Mame)

| MyServer

Databaze Mame

| MyDatabase

Databaze user name

|sa

D atabaze password

|” Test Connection

Fl T [3

To configure the database, enter the Data Path information, and click on the Database tab.
For Oracle databases:

e Enter the name of the server where the database is located in the Server name (Service Name) field.
e Enter the Database user name and Database password.
e Click the ‘Test Connection’ button.

For SQL Server databases:

e Enter the name of the server where the database is located in the Server name (Service Name) field.

e Enter the name used to identify the LABWORKS database in the Database Name field.

e Enter the Database user name and Database password. If needed, ask your DBA for your database
username and password.

e Click the ‘Test Connection’ button.

The Test Connection function uses the database information and the data path information (if necessary) to
establish a connection to the database. If the connection is successful, a message appears stating that the
connection was a success. If the connection is not successful, a message appears that provides a description of why
the connection failed.

Step 10: Configure Database Authentication
You can configure LABWORKS to validate a user’s ID and Password by using one of the following methods:

e Authenticate against LABWORKS using the standard LABWORKS logon
e Authenticate against a domain with re-entry of domain user name and password to enter LABWORKS
e Authenticate against a domain with no password required to enter LABWORKS.
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| LABWORKS Gateway Administrator
File Edit Tools Help

FaAxX¥anP

PRODUCTION

Folder Items X| | DataPaths | Database Authentication
=g Global Setting

. DEMO

= Authentication Type,

B8, Users  LABWORKS

& Domain Authentication

" Waorkstation Authentication

[ Single Sign-on

Group Mame

Update user list

Standard LABWORKS Authentication

To authenticate against LABWORKS using the standard LABWORKS logon, skip the following sections and simply
click the LABWORKS radio button on the Authentication tab of the Gateway Administrator.

When you select LABWORKS for the Authentication Type, it associates password with the selected database. When
a user logs into a LABWORKS database for the first time, the Users node of the Gateway Administrator is populated
with that users Domain ID. Once a User Domain ID is listed in the Users node, the administrator can select that user
from the Users node and customize which databases are visible to the user as well as enable or disable the user
from changing the language used by LABWORKS.

Domain Authentication

To use Domain Authentication, you must perform the following Windows Administrative steps:
e Create a LABWORKS group on the domain
e Assign users to the LABWORKS group
e Define new authentication options in the Gateway Administrator
e Import users from domain into the LABWORKS application’s list of users
The following section shows you how to perform the steps listed above.

Expected

| Acti
Step User Input/Action Results

A I
Create a group called LABWORKS on the Domain. group called

1 LABWORKS is
created.
. . — Users are
Assign the users whom you wish to have access to the LABWORKS application to the .
LABWORKS group you just created assigned to the
group you| ‘ LABWORKS
2 The users you assign to the LABWORKS group are the users who will be able to loginto | group.

LABWORKS.

For example, below is a screen shot of an Active Directory Group on the Server.
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Expected
Results

User Input/Action

= Active Directory Users and Computers = (m] X
File Action View Help
e 2@ A0/ XECE He ETYaR

3 Active Directory Users and Comp{| Name Type Description [ 2
i Sevad Queries & Administrator User Built-in account for administering the computer/domain
vl hwndiocel R Allowed RODC Password Replication Group  Security Group . Members in this group can have their passwords replica..
> I Buittin 2 Cert Publishers Security Group . Members of this group are permitted to publish certifica..
M Computers 2, Cloneable Domain Controllers Security Group . Members of this group that are domain controllers may ..

i) Domain Controllers

g raSeaury PGS 2 Denied RODC Password Replication Group  Security Group . Members in this group cannot have their passwords rep..
s B Masaged Sarviow Arcoi 82 DnsAdmins Security Group . DNS Administrators Group
I £ DnsUpdateProxy Security Group . DNS dlients who are permitted to perform dynamic upd...
£ Domain Admins Security Group . Dx of the d
82 Domain Computers Security Group . All workstations and servers joined to the domain
£ Domain Controllers Security Group . All domain controllers in the domain
2 Domain Guests Security Group . All domain guests
2 Domain Users Security Group . All domain users
2, Enterprise Admins Security Group . Designated administrators of the enterprise
B Enterprise Key Admins Security Group . Members of this group can perform administrative actio..
8 Enterprise Read-only Domain Controllers  Security Group . Members of this group are Read-Only Domain Controll...
82, Group Policy Creator Owners Security Group . Members in this group can modify group policy for the ..
 Guest User Built-in account for guest access to the computer/domain
2 Key Admins Security Group . Members of this group can perform administrative actio...
£ Labworks Users Security Group ..
2 protected Users Security Group . Members of this group are afforded additional protecti..
B2 RAS and 1AS Servers Security Group . Servers in this group can access remote access propertie...
2 Read-only Domain Controllers Security Group . Members of this group are Read-Only Domain Controll..
£ Schema Admins Security Group . Designated administrators of the schema
2 5QLServer20055QLBrowserUserSLW-AD Security Group . Members in the group have the required access and pri..
” . &, tech user User "
B 120 canasl Canain Tach Y

The following users belong to the LABWORKS group:

Labworks Properties ? X
General Memb Member Of M; By
Members:
Name Active Directory Domain Services Folder
Y omnsimor— adlocaises |
& tech user wad localUsers

o] o
From the Authentication tab of the Gateway Administrator click on the Domain
Authentication radio button to cause LABWORKS to authenticate using the LABWORKS
group ID and password on the computer domain.
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Step User Input/Action

QLABWORKS

Expected
Results

Domain
Authentication
radio button

selected.
Check the Single Sign-on check box to have the LABWORKS Login screen show the user
id and password automatically filled in with the current Windows User ID and Password
at login. The screen below shows the LABWORKS User Login screen if Single Sign-On is
enabled: Single Sign-on
Even when Single Sign-On is enabled, the user must re-enter his/her password when check box
the FORCECHECKIN or SYSTEMTIMEOUT System Manager keys prompt for user Zf‘at;'lei or

isabled,

password verification. Moreover, if only one database is configured and single sign on is
enabled, the user logon dialog is not displayed.

-OR-

Uncheck the Single Sign-on check box to have the user enter his/her user name and
password at logon.

depending on
environment.

Click Update User List to synchronize the group defined in the Group Name field with
the LABWORKS user list.

The new users’ Domain IDs are added to the User Setting node of the Gateway
Administrator for the database you just configured. In addition, these users inherit the
global default databases available for viewing.

The global default databases available for viewing can be set by clicking on the Users
node of the Gateway Administrator and then by checking the databases you wish to
have visible to all users and then clicking on the Set as Global Default button.

If there are previously defined LABWORKS users that are not assigned to the group
defined in Gateway Administrator, then the following screen appears and gives you the
option to add the user to the group defined in the Gateway Administrator or to delete
the user from the list.

° Even if domain authentication is used, the LABWORKS user list is still required
for privilege management.

. If users wish to change their passwords, they must do so through their
Operating System’s password utility.

The new users’
Domain IDs are
added to the
User Setting
node of the
Gateway
Administrator
for the
database you
just configured.

Step 11: Configure Global Database Availability

When the Users node is selected, the right-hand pane of the Gateway Administrator displays the global default
databases that can be seen by all users as well as a check box that enables or disables language selection at runtime
for all users of LABWORKS.
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= LABWORKS Gateway Administrator
File Edit Tools Help

@ A

Users

Folder Ttems x

E|° @Iobal Setting Set default database(s] - selectable by user at Logon
B[ DEMO

¢ -4 PRODUCTION DEMO

EBER Users CIPRODUCTION

f i, FieldsPA

[ Hide language selection at runtime Set ag Default

Clicking on the Users node will allow you to select the databases that can be seen for all users. By selecting one or
more of these databases, you are configuring the Gateway Administrator to add everyone to the selected
databases’ User Setting node for all selected databases. In addition, all users would see only those checked
databases on the LABWORKS login window. The Hide language selection at runtime check box can also be selected
to hide available languages option.

The Users node also lists all the Users that have logged into a LABWORKS database. All the User Domain IDs that
have logged into LABWORKS are listed here so that the system manager can set properties for users that are
different than the global settings. Therefore, when a specific User Domain ID is selected on the tree, the
administrator can change the databases that can be seen by the selected user. By selecting one or many of the
databases, the system manager is telling Gateway Administrator to list this individual on the User Setting node for
just the checked databases. In addition, the user would only see those checked databases on the LABWORKS Login
window.

To configure global default database availability:

To allow all users on the system databases, check the databases you wish to set as the default databases available
to all users at login and click the Set as Default button. When databases are checked the Gateway, Administrator
lists all the users under the User Setting node for each checked database in Gateway Administrator.

The screen shows that the database named DEMO is available for viewing by all users, while no users can see the
database named PRODUCTION, because the only database selected on the Users node is DEMO, and there are no
exceptions set up for individual users who are listed under the Users node.

Step 12: Start the LWLicenseServices/LWDataServices

The LWLicenseServices is installed as a Windows service and it supplies the list of databases to the login prompt
and authenticates the users. The LWDataServices is installed as a Windows service and it provides data to the
Labworks applications.

When the server is rebooted it starts automatically. During install the service is not started because of the
prerequisite configurations. With the configurations complete, the service can be started. From the services
management console, start the LWLicenseServices.

LWLicenseServices start troubleshooting

© Copyright 1998-2020 Labworks LLC. All rights reserved. 41 of 112



LABWORKS LIMS v6.10 Installation Guide QLABWORKS

If the LWLicenseServices fails to start with the following error message then to get more information about the
error, open “LWErrorLog.xml” file from LWLicenseServices installed location i.e. C:\Program Files
(x86)\LABWORKS\LWLicenseServices\LOGS\LWErrorLog.XML.

Services X

The LWLicenseServices service on Local Computer started and then
! stopped. Some senices stop automatically if they are not in use by
other services or programs.

This error message comes due to one of the below reason-

1) “ApplicationSpec.xml” is not configured.
2) LABWORKS control file (.CTL) is not present at LABWORKS server folder (i.e. \\LABWORKS\LWEXE\)

3) LABWORKS license expired
4) LABWORKS control file (.CTL) is not compatible with latest LABWORKS version.

< Note: If the LW DataService is already running, it must be restarted for the changes to take effect.
LWDataServices start troubleshooting

If the LWDataServices fails to start with the following error message then to get more information about the error,
open “LWErrorLog.xml” file from LWDataServices installed location i.e. C:\Program Files
(x86)\LABWORKS\LWDataServices\LOGS\LWErrorLog.XML.

Services >

The LWData5Services service on Local Computer started and then
stopped. Some services stop automatically if they are not in use by
other services or programs.

OK

This error message comes due to one of the below reasons-

1) “ApplicationSpec.xml” is not configured.
2) “ClientApp.config” is not configured.

3) Domain user password has been expired
4) LWLicenseServices is not started
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Step 13: Client Installation

You are now ready to run the ClientSetup.msi program on each workstation that will use LABWORKS. After you run
the Client Installation on each workstation you can access the Gateway Administrator tool again to customize
individual user and workstation settings.

<" Note: You must log in as the Administrator, or have administrative rights, to run the Client Install.

< INote: Client Install Prerequisite: Microsoft Visual C++ redistributable (vcredist_x86.exe) for following
versions:

Microsoft Visual C++ redistributable 2005 : https.//www.microsoft.com/en-
in/download/details.aspx?id=3387

This file can be found in the \LWExe folder.

After you have run the Server Installation and setup and configured workstation settings using the Gateway
Administrator tool you must now run the Client Installation, located at <LWEXE>ClientSetup.msi on each
workstation that is to use LABWORKS. Since LABWORKS is installed on a server, it is critical that every user access
the ClientSetup.msi program that is located on the server in the same manner.

Expected
Step User Input/Action
P put/ Results
On each workstation that you wish to run LABWORKS access the server where you
installed LABWORKS and open the LABWORKS application folder and select
ClientSetup.msi.
12 LABWORKS Client - InstallShield Wizard *
=) Welcome to the InstallShield Wizard for
@ LABWORKS LABWORKS Client
The
The InstallShield(R) Wizard will install LABWORKS Client on your Welcome to
computer. Ta continue, dick Mext. the
InstallShield
1
for
LABWORKS
Client is
displayed.
< Conce
Click ‘Next’.
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Step User Input/Action

QLABWORKS

Expected

Results

ﬂ LABWORKS Client - InstallShield Wizard .
Customer Information
Please enter your information.
User Mame:
|MyName
Customer
Organization: Information
|MyCompany| dialog is
displayed.
User Name
and
Company
name is
entered.
Installshield
. <Back [ mext> || cancel
Enter your Name and Company Name.
Click ‘Next’to continue.
ﬁ LABWORKS Client - InstallShield Wizard
Destination Folder
Click Mext to install to this folder, or dick Change to install to a different
Install LABWORKS Client to: Destination
C:\LABWORKS\Client), Folder
dialog is
displayed.
Destination
folderis
changed if
required.
InstallShield
<Back | Next> § Cancel
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Expected
Results

Step User Input/Action

Click ‘Change’ if the location of the client software is to anywhere other than the default
location.
Once specified, click ‘Next’ to proceed.

ﬁ LABWORKS Client - InstallShield Wizard X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard. The Ready
to Install the
Program
dialog is
4 displayed.
The
installation
proceeds.
Installshield
. <Back [ Wpinstal ] |  Cancel

Click ‘Install’ to begin the Installation.

During client installation the files ApplicationSpec.xml and ClientApp.config are copied to
the Client folder. If user views the warning messages as per below screenshots, then user
needs to copy Applicationspec.xml and ClientApp.config files manually from
[SystemDrive]\Labworks\Server to [SystemDrive]\Labworks\Client folder.

o Applicationspec.xml not copied: Access is denied, ClientApp.config not copied: Access is denied.

Please copy the file manually. Please copy the file manually.
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Expected
Results

Step User Input/Action

ﬂ LABWORKS Client - InstallShield Wizard >

@ LABWORKS InstallShield Wizard Completed

The InstallShield Wizard has successfully installed LABWORKS The
Client. Click Finish to exit the wizard. .
InstallShield

Wizard
Completed
dialog is
displayed.

The
installation
is complete.

When the installation is complete, click ‘Finish’ to exit.

At this point your installation is complete. There is a new Program Group for LABWORKS and a LW Desktop
application shortcut on your Desktop. By double clicking the new LW Desktop Icon, users are prompted to login:

LABWORKS - User Login

QJ LABWORKS

Login

The default credentials for a new database installation are as follows:
User: USR

Password: 1
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&) LABWORKS - Desktop

DRdAERaO00AR

Menu Ttems. . 2

Ready Licensedto: Hindustan Petroleum Corp Lid.  Database: LABWORKSES
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Wotifications

You have 2 new unread message(s)
ST server configuration saved_.

ST sarver configuration saved...
SMTP server configuration saved...

Message from second userte first user...

=] o]

QLABWORKS
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LABWORKS Desktop System Upgrade

Step 1: Running Database Scripts and Update Tool
Update the Existing Database and Run the Update Tool.

LABWORKS 6.X to latest LABWORKS version

Step User Input/Action Expected Results

1 Use the Database tools to run either, LWScripts-SQLServer.sql or LWScripts- Scripts run.
Oracle.sql, depending on your database system.

Run the Update tool.exe using update files for all versions between your
current and 6.10. Example, if upgrading from 6.6, then run the updatetool
2 using LW67Release.xsp, LW68Release.xsp, LW69Release.xsp and Updatetool.exe is run.
LW610Release.xsp.

Database tables are
3 Run the utility, LWMigrationUtility.exe to update database tables new to updated to latest

latest LABWORKS version LABWORKS version

<" Note: When upgrading an existing database it is recommended to run Lwwsystem6.exe from the
C:\Labworks\Client folder because there are new applications-based privileges associated with the new
Desktop.

The LWMuigrationUtility was introduced in LABWORKS 6.2. It is used to copy data from an old format to a new
format. In LABWORKS 6.2, the data storage for, AUDITTRAIL, CalcDefs, DMR, Specifications, and Special Info Forms
has been updated. LWMigrationUtility should only be run if needed. See Appendix B for when and which options
should be used for LWMigrationUtility. Running LWMigrationUtility on previoulsy migratated values like RLTSPECS
can overwrite changes you made after the privous migration. LWMigrationUtility should only be run once or each
object type.

AuditTrail. AuditTrail’s data storage format changed in LABWORKS 6.0 from AUDTRAIL to AUDITTRAIL table.
LWMigrationUtility converts records from AUDTRAIL (5.8) to AUDITTRAIL format.

CalcDefs. Internal LABWORKS Calculation Definitions were limited to 10 inputs. LABWORKS 6.2 adds a new table,
CALCPARAMS which removes this 10 input limitation. LWMigrationUtility converts records from CALCDEFS to
CALCPARAMS. Added in 6.2

DMR. (Optional Program, see DMR Documentation for specific detail.) LWMigration utility moves data into the
primary LABWORKS database from the external DMR data storage previously used. Added in 6.2

RLTSPECS. RLTSPECS data storage has been changed to RESULTSPECS. This new format provides a better platform
for extending what specifications can be defined. Additional specification capabilities will become available in
future versions of LABWORKS Added in 6.2

SIFORM. Special Info Forms prior to LABWORKS 6.2 used multiple tables for storing defaults for Location Codes,
Analyses and storing data for samples and analyses. All this data is now stored in the LABOBJSPECINFO table.
Additionally, a field is added to the SIFORMDEF table to create a unique identifier for each field. This unique
identifier allows for modifying a Special Info Form without losing the association between the fields and their
values. Added in 6.2
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MAILLIST. Migration of data from MLADDRESSES/SAMPMAILLIST to LABOBJMAILLIST Added in 6.4
COMMENTS. Migration of data from COMMENTS/DLCOMMENTS to LABOBJCOMMENTS Added in 6.4
LABOBIJECTS. Migration of data from ANLOBJECT to LABOBJOBJECTS. Added in 6.4

RESULT. Addition of CHECKSUM data. Checksum is used to verify no one has modified the data outside of the
LABWORKS application. Added in 6.4

USERHEAD. Addition of encrypted password. Added in 6.4
Migrate to FIPS Compliance. Migration of encrypted data to FIPS compliant encryption algorithm. Added in 6.10

LABWORKS 6.4 has new security features for Encrypted passwords and Checksums on result data. If upgrading
from 6.2 or 6.3 the migration utility needs to be run and the options for RESULT and USERHEAD need to be run.

Running the Update Tool

Expected
Ste User Input/Action
P put/ Results
Select your database type, SQL or Oracle.
Wl LABWORKS Update Tool == =]
Database
frar =]
Database Owner Lsername
1 dbo Database is
Database Password selected.
I**
LAEMWORKS User ID
Iusr
Service Pack
=l
Connect Analyze Close
. Database
5 Enter the database owner, likely dbo for SQL, and the schema owner for Oracle. New owner
tables will be created under this owner.
entered.
Database
. connection
3 Enter the database connection Password.
password
entered.
Database
. connection
4 Enter the database connection User ID.
User ID
entered.
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Expected
T

User Input/Action

Select the Service pack.
The file LW610Release.xsp updates the database from 6.9 to 6.10 Desktop format.

Run the Update tool.exe using update files for all versions between your current and
6.10. Example, if upgrading from 6.6, then run the updatetool using LW67Release.xsp,

Service pack
5 LW68Release.xsp, LW69Release.xsp and LW610Release.xsp.

selected and

run.
The service pack I18NTables.xsp is used to add additional language strings to the

LABWORKS database and is used only if needed for multi-language sites.

The service pack LW62DMRRelease.xsp is required for sites that are using the
LABWORKS Discharge Monitoring Reports.

Press the Connect button to create a connection to the database.

e For Oracle databases, select the Microsoft OLEDB Provider for Oracle provider and
click ‘Next’. Enter your Oracle service name as the server name, database
connection username and password. Press Test Connection to confirm the
connection.

7 Data Link Properties
Provider IConnec:tion I Advanced I Al I

Select the data you want to connect to:

OLE DB Provider{s)

Microsoft Jet 3.51 OLE DB Provider

Microsoft Jet 4.0 OLE DB Provider

Microsoft Office 12.0 Access Database Enging OLE DB Proy
Microsoft OLE DB Provider for Analysis Services 5.0
Microsaft OLE DB Provider For Data Mining Services
Microsaft OLE DB Provider for DTS Packages

Microgoft OLE DB Provider for Indexing Service

Microsoft OLE DB Provider for ODBC Drivers

Microsoft OLE DB Provider for OLAP Services 8.0

|3

m

Connection to

6 Microsoft OLE DB Provider for Oracle the database
Microseft OLE DE Provider for Search . .
Mirrmonft (NIl E MB Prasidar far 011 Sanear [l | IS eStabIIShed'

Enter your Oracle service name as the server name, database connection username and
password. Click Test Connection to confirm the connections.

75 | Data Link Properties
" Provider Connection |Advar1ced| Al I

Specify the following to connect to Oracle data:
1. Enter a server name:

IMYSenriceName
2. Enter information to log on to the database:

|User name: IIabworks

Password: I""'

™ Blank password

[~ Mlow saving password
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Expected
T

User Input/Action

e For SQL Server databases, select the Microsoft OLEDB Provider for SQL Server
provider and click ‘Next’.

7 Data Link Properties =5
Provider IConnedinn | Advanced | A1 |

Select the data you want to connect to:

OLE DB Providerfs) -

Microsoft Jet 3.51 OLE DB Provider
Microgoft Jet 4.0 OLE DB Provider
Microsoft Office 12.0 Access Database Engine OLE DB Frov
Microsoft OLE DB Provider for Analysis Services 9.0
Microsoft OLE DB Provider Far Data Mining Services
Microsoft OLE DB Provider for DTS Packages

Microscoft OLE DB Provider for Indexing Service

Microsoft OLE DB Provider for ODBC Drivers

Microgoft OLE DB Provider for QLAF Services 2.0

Microgoft OLE DB Provider for Oracle
Microsoft OLE DB Provider for Search

m

Enter your SQL Server name, database connection username and password, and the
database name. Press ‘Test Connection’ to confirm the connection.

& | Data Link Properties (3]
"Provider Connection |Mvanced I Al |

Specify the following to connect to SCL Server data:
1. Select or enter a server name:

Irrrysqlsenrer LI Refresh |

2. Enter information to log on to the server:
" lse Windows NT Integrated security

% Use a specific user name and password:

User name: IIabworks

Password: I“‘

[7 Blank password [~ Allow saving password
3. & Select the database on the server:

I nevimowreel |

Database
modifications

After the database connection is tested, press ‘Analyze’ to have the program identify the are identified.

database modifications required.

Changes are
applied.
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. Expected
Ste User Input/Action
P put/ Results
%)) LABWORKS Update Toal - O X
Database
|sat =

Database Owner Username
|dbo

DatabasePassword

Itt

LABWORKS User ID

Iusr
Service Pack

ILWGlOReIease.xsp ;I |
Analyze | Close |

- ||

The program gives a preview of the changes to be made. To apply the changes press
‘Apply’.
&) Update Tool - m] X

W MigrateData A
Table : StateMaster

¥  MigrateData
Table : StateTransitions

¥  MigrateData
Table : SYSMGR.

¥ MigrateData
Table : URESOURCE

¥ MigrateData
Table : USERHEAD

¥ MigrateData ]

‘ [ Create scriptonly  Apply Cancel

If an error is encountered, the step that was unsuccessful appears in red. Clicking on the
error message displays details about the error.

Step 2: Configure database authentication for Oracle 12.2.x

When using Oracle 12.2.x version, follow these steps:

Run the command ALTER SYSTEM SET SEC_CASE_SENSITIVE_LOGON = FALSE in the Oracle database.
Update %ORACLE_HOME%\network\admin\sqglnet.ora

o Insert the line SOQOLNET.ALLOWED_LOGON_VERSION_SERVER=8 into the file.
Restart the database.
Change a password for existing users.
Make sure that PASSWORD_VERSIONS are compatible with 10g.

o Run the following command in the database:

= select USERNAME, ACCOUNT_STATUS, PASSWORD_VERSIONS from dba users;
o The output should look like this:
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USERNAME RCCOUNT_STATUS PASSWORD _VERSIONHS
DIF EXPIRED & LOCKED 116 12C

SYSEM EXPIRED & LOCKED 116 12C

ORACLE OCM EXPIRED & LOCKED 116 12C

S¥SDG EXPIRED & LOCKED 116 12C

SEATIAL CSW_RDMIN USR EXPIRED & LOCEED 116 12C

LABWORKS QFEN 106 115 12C

Step 3: Gateway Administrator Setup

After the Server Installation has completed you must run the Gateway Administrator Tool, LWSysCfg6.exe, to set up
LABWORKS with all of the user and workstation information. This information includes the location of the
LABWORKS executables, locations and names of LABWORKS databases, and user file locations. The program is in
the <LWEXE>\SysCfgfolder.

This section shows you how to use the Gateway Administrator to perform the following tasks:

e Set up a new database — This section shows you how to add a database to the Gateway Administrator and
set Data Path information for the database.

e Configure the database — This section shows you how to configure the database by defining the type of
database, type of connection to database, the database name; the server name, and the database user
name and password.

e Select database authentication options — This section shows you how to configure LABWORKS to validate a
user’s ID and Password by using LABWORKS authentication or domain authentication.

e Select global default database availability — This section shows you how to select which databases will be
visible, by default, to all users of LABWORKS.

The Gateway Administrator requires the LABWORKS client be installed on the workstation where Gateway
Administrator is run. The Gateway administrator can be run from a network client or from the server console as
long as the LABWORKS client install has been completed and the user has proper network access.

Access to the Gateway Administrator tool is controlled by network privileges and the program is also password
protected. The first time you access the Gateway Administrator, if you are installing LABWORKS 6.8.5 Desktop or
higher, the default password is gateway.

Set up a new Database

The Gateway Administrator allows you to specify which databases will be used in your LABWORKS system and how
these databases will be configured. When evaluating a LABWORKS Upgrade, creating an additional database as a
Test or Sandbox environment can be useful. Setting up a new database is a four-part process that involves adding a
new database to the Gateway Administrator program, setting data path information, configuring the database, and
selecting database authentication. The following sections show you how to add a database to the Gateway
Administrator and configure the database.

Add a New Database and Set Data Path Information:

. Expected
| A
Step | User Input/Action Reculte
I Fil
1 From the LABWORKS application folder, select <LZWEXE>\SysCfg\LWSysCfg6.exe. séleected
5 Before the Gateway Administrator launches a message appears prompting you to enter LABWORKS
the Gateway Administrator password. Gateway
Administrat
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Step

User Input/Action

QLABWORKS

Expected
Results

&) LABWORKS Gateway Administrator X or message
appears
Ertter Giateway Administrator Password prom pt| ng
I o | you to enter
Gateway
Change Password Cancel | Administrat
Enter the Gateway Administrator Password. g;ssword.
When you launch Gateway Administrator for the first time the default password is
gateway. After you enter the password for the first time you will be prompted to change
the password. Gateway
Administrat
& Set Gateway Administrator Password * or Password
Iii‘f;fi""‘“””'d is entered.
Enter new passward
Itttttt
R — Gateway
fr==== Administrat
ok | or Password
Carcel | is changed.
The new password must be case sensitive and can include special characters, except for
the following: spaces, semicolons (;), commas (,), plus sign (+), and the percent sign (%).
You must enter the new password in the Enter new password field and the Confirm new
password field and then click ‘OK’.
Once you have entered the correct password and clicked ‘OK’ the Gateway Administrator | The
opens, and the Global Setting node is highlighted on the tree and has focus. When the Gateway
Global Setting node is selected, the database setup panel on the right appears and Administrat
consists of three tabs: a Data Path tab, a Database tab, and an Authentication tab. All tab | or opens.
pages and fields appear blank and are disabled when the Global Setting node is selected. | pitabase
3 Setup panel
appears in
right hand
pane.
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Step

User Input/Action

Fie Edt Took

FEXYDRDA

Global Setting @
Ele

9 Use Winckaws T e Fcler [Defoul]

If you already have databases set up in Gateway Administrator, then you can expand the
Global Setting node and then click on a database listed under this node to activate the
database setup panel. The Data Path tab is enabled first. You must set up the data path
information on the Data Path tab to activate the Database tab. Once the Database tab is
enabled you must select the type of database, setup the database connection
information, and test the connection on this tab. The Authentication tab remains inactive
until the necessary information is entered on the Data Path and the Database tabs. Only
after the Gateway Administrator is able to establish a connection to the defined
database does the Authentication tab become active. From the Authentication tab you
can select how you wish to authenticate users when they log into LABWORKS.

QLABWORKS

Expected
Results
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LABWORKS
From the Gateway Administrator click File>New. A pop-up window appears prompting Gateway
you to enter a new name for the database: Administrat
LABWORKS Gateway Administrator or message
: appears
4 Pleaze enter a name for thiz database
prompting
Cancel |
you to enter
a new name
|PRODUCTION for the
database.
Enter a new name for the database you wish to set up and click ‘OK’. The name you
create for the database is the database name that users will see on the LABWORKS Login
screen.
A new name
5 The name can NOT contain spaces, semicolons (;), commas (,), plus sign (+), and the is entered
percent sign (%). The new database is added to the Global Setting node in the Gateway for the
Administrator window and the database is selected by default. Information pertaining to | database.
the new database appears on the right-hand portion of the screen.
. . . . . The D
6 Click |_| next to the Data Files Path field. The Data Path Selection window appears: Pafh ata
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QLABWORKS

. Expected
Ste User Input/Action
P put/ Results
Erowse for Folder b Selection
_ window
Data Path Selection appears.
C:\LABWORKS \LWDATA Data Files
v | | LABWORKS ~ path is
5 Client specified.
> LWDATA
» LWEXE
LWSQC
LWTEMP
LWLISER
¥ Other Stuff
LABWORKS Images
Logs W
Cancel
Click unext to the License Pathfield.
Browse for Folder >
Data Path Selection
€\ ABWORKS Y WEXE The Client
Program
v | | LABWORKS ~ Path
> L Clent Selection
» LWDATA .
window
7 » LWEXE
LWSOC appears.
LWTEMP The path to
LWUSER the License
mages s
Logs v specified.
Cancel
This is the path to the License file.
If you have the Northwest Analytical Quality Analyst software package, a third-party If applicable,
8 software package used for SQC charting, then select an SQC Path. SQC Path is
specified.
Select the Default Language from the corresponding drop-down menu. For example, if Default
you select English as the default language, then this will be the language LABWORKS runs | language is
9 in unless you specify a different default language for a specific Workstation or User. If specified.
you do not want to see language choices at log in, you must click on the Users node and OR if
check the Hide language selection at runtime check box. -
applicable,
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QLABWORKS

. Expected
Ste User Input/Action
P put/ Results
‘Hidden
language
selection at
runtime’
option is
enabled.
Click |;|next to the User Path field. The Client User Path Selection window appears:
Browse for Folder >
Data Path Selection
C\LABWORKS L WUSER
The Client
v Li ABWORIS - User Path
» Client .
10 . LWDATA Selection
s | LWEKE window
LWSQC appears.
LWTEMP
LWWLISER
» Other Stuff
LABWORKS Images
Logs W
Cancel
Select the location for the User Path.
The location of Server and User temporary files can affect application performance.
Some parts of the application use temporary files to pass information between the
middle tier and the user interface. Both programs execute on the client workstation. It
is important that the temporary file read/write performance be as fast as possible. The
recommended option is to use the Windows defaults.
If required, specific files for these folders can be configured, and if you wish to append a
unique path for each user or workstation, then check the Unique user path for each user | The location
1 box. When this option is checked you can then select the unique user path based on for the User
Domain ID, LABWORKS ID, or Workstation ID by clicking on the corresponding radio Path is
button. Based on your selection LABWORKS will create a folder sub folder based on the | selected.
selection.
[T UseWindows User Setting Folder [Defaull]
Ulser Pathc
[C\CwUsER J ? E:bn;a‘ml:som
W Unique user path for each user e wo.k:elim (1]
For example, if you select L:\LWUSER and Unique user path for each user DomainID,
then the user temp path becomes L:\LWUSER\<DOMAINID>
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Expected
S

Step | User Input/Action

Click next to the Server Temp Path field. The Server Temp Path Selection window

appears:
Browse for Folder Y
Data Path Selection
C:\LABVWORKS\LWTEMP
The Server
LABWORKS A
W Cl-t Temp Path
> len .
) o Sglectlon
s LB window
12 LWSQC appears.
LWTEMP
LWUSER
3 Other Stuff The Server
LABWORKS Images Temp path
Logs b4 . o pe
is specified.
[ o« ]| cancel |

Select an existing path that you can write and delete temporary files to and from. This
path must exist, and you must have rights to read, write, create, and delete files in this
folder. (Many people simply use their LABWORKS user path). It is important that the
temporary file read/write performance be as fast as possible.

Step 4: Configure ApplicationSpec.XML, ClientApp.config, LWServiceConfig.xml

The Server installation creates the files ‘ApplicationSpec.xml’ and ‘ClientApp.config’. The files are used to configure
the path to the license file and services from the clients.

During the upcoming client installation step, this file is copied to the client workstation. By configuring it before
doing the client installation, the client installation configuration is already correctly configured.

Step  User Input/Action Expected

R

Open the file ‘ApplicationSpec.xml’ using notepad. The
ApplicationS
pec.xml is
opened.
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Step  User Input/Action Expected
Results
I = | C:ALABWORKS\LWEXE - O b
File Home Share View v 0
“« v » ThisPC » Local Disk (&) » LABWORKS » LWEKXE v O Search LWEKXE r
~
~ Mame Date modified Type Size
s Quick access
Server 5 1215PM  File folder
[ Desktop »
syscfg 5 1215PM  File folder
¥ Downlosds  # Updates 5 1215PM  File folder
Documents 4 WebHelp 5/10/2017 12:15PM  File folder
[&] Pictures ~ D ApplicationSpecxml 5/10/2017 1217 PM XML Document TKBE
Sources » (] ClientApp.config 5 1217PM XML Configuratio... 4 KB
67 ﬁ' ClientSetup.msi 5 AM Windows Installer ... 47,885 KB
LAEWORKSES ﬁ' CrystalXIRDC.msi 5 7:58 AM Windows Installer ... 65,814 KB
LWEXE B Labwarks.ini 7 016 11:24 PM  Configuration sett... A0 KB
. B LE512512.CTL Visual Basic User ... 2KB
QuestionPapers [ LWI1BNRES.MDB MDE File 8,132 KB
[ This PC D LWIT8MRES.xml XML Document 2KB
I Desktop 5 LWReportingxsd XML Schema File 19 KB
n instré.|st MASM Listi 3KB
Documents B mcinstr A isting
Bl scinstrf.lst MASM Listing 4 KB
Download
¥ Downloads Upgrade LABWORKS Client.bat Windows Batch File 1KB
b Music o 5l veredist_x@6.exe Application 2,682 KB
=
17 items 1 item selected 230 bytes State:a Shared =

Enter the path the clients will use to access the license file and enter machine name of the | Path is
server (e.g. LABWORKS-TESTO1 as shown in example below). entered.

In this example, the server shared the folder c:\labworks, and the client mapped the L:
drive to that share. The path can be a mapped drive letter

" ApplicationSpec.ml - Notepad
File Edit Format Yiew Help

<APPSETTINGS> ~
<LICENSE_SERVER LICENSE_FILE_PATH="C:"\LABWORKS'\LWEXE""/>
<APPCONFIG REFRESH="TRUE" /=
<LSESSIONG LAUNCH_DELAYTIME="40"/>
<PLATFORM_SERVER_PATH PATH="LABWORKS-TESTOL|" />
<Login_Page Flavor="Process"/>
<CHECKSUMVERSION VALUE="1"/>
</APPSETTINGS>

OR as an UNC path.

| ApplicationSpec.xml - Notepad o e
File Edit Format View Help

<APPSETTINGS: ~
<LICENSE_SERVER LICENSE_FILE_PATH="''LWSERVER"LABWORKS'\LWEXE" " />
<APPCONFIG REFRESH="TRUE"/>
<L SESSIONG LAUNCH_DELAYTIME="40"/>
<PLATFORM_SERVER_PATH PATH="LABWORKS-TESTO1" />
<Login_Page Flavor="Process"/>
<CHECKSUMVERSION VALUE="1"/>

</APPSETTINGS:|
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Step  User Input/Action Expected

Results

For using SQL Server database with LABWORKS:
Microsoft SQLOLEDB is the default connect string for Database Type SQL Server

Dt Paths | [ | authertication
Databaze type
& SOL Server - Databasze connect string {7 Oracle - Database connect sting

[ TLS Support MSOLEDBSAL

Note : For TLS 1.2 Support :

3) In LWSYSCFG, check “TLS Support MSOLEDBSQL”

Data Paths | [ | Authertication
Databaze type
% SOL Server - Database connect string {~ Oracle - Databasze connect sting

& TLS Support MSOLEDBSAL

4) Install following drivers on the workstation :
iii) MSOLEDBSQL (Used by .net applications)
a. https://www.microsoft.com/en-us/download/details.aspx?id=56730
iv) ODBC FOR SQL 2017 (Used by legacy applications) (Install based on OS
bitness)
a. https://www.microsoft.com/en-us/download/details.aspx?id=56567

For using Oracle OLEDB Driver with LABWORKS:

Prerequisite : Oracle Client 32 Bit, Must include OLEDB Driver
Configuration

Using LWSysconfig select Oracle OleDBORA.Oracle Connect String

Data Paths | Database § Ajthentication

— Databaze type

™ SOL Server - Database connect sting & Oracle - Database connect sting

[ Microzoft M5SDADRS
¥ Oracle DleDBORA Oracle
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Step  User Input/Action Expected

Results

In ApplicationSpec.xml, add OracleHome

E Applicaticn5pecxml - Notepad

File Edit Format View Help
<APPSETTINGS>

<LICENSE_SERVER LICEMSE_FILE_PATH="C:\LABWORKS\LWEXEGE7\" />
<APPCONFIG REFRESH="TRUE"/>

<LSESSIONG LAUNCH_DELAYTIME="48"/>

<PLATFORM_SERVER_PATH PATH="PAF-DEV@4"/>

<ORACLE_HOME HOME="Oracle in OraClientl2Homel 32bit"/>

<Login_Page Flavor="Process"/»
</APPSETTINGS>

Where the Oracle Home Name is:
Using Control Panel, ODBC Data Sources (32-bit)

9l Shortcut Tools  Application Tools  Administrative Tools - O X
Home Share  View Manage Manage ~ @
D & cut x EI' T New item [ 0pen - [ selectal
w= Copy path * 7] Easy access - t Edit 3 Select none
Pinto Quick Copy Paste _ Move Copy Delete Rename New Properties
e [7] Paste shortcut 4o o~ = Folder S g History 2 Invert selection
Clipboard Organize New Open Select
4 95 » Control Panel + System and Security > Administrative Tools v|® | SearchAd.. P
~
A [ MName ~ Date modified Type Size 2
& Network P
#+ Compenent Services 471172018 17:34 Shortcut 2KB
Control Panel j?_ P
A Computer Management 471172018 17:34 Shortcut 2KB
All Control Pane ftems 4 Defragment and Optimize Drives 411720181738 Shortcut K8
= .
& Appesrance and Personalzation 75 Disk Cleanup 41172018 17:32 Shortcut 28
@ Clock and Region 4 Event Viewer 4/11/201817:34 Shortcut 2KB
@ Ease of Access 5 Intemet Information Services (IS) Manager ~ 4/11/2018 17:35 Shortcut 2KB
) Hardware and Sound 4 iSCS! Initiator 4/11/201817:34 Shortcut 2KB
3 Network and Internet Fh Local Security Policy 4/11/201817:35 Sharteut 2K8B
G [/ ODEC Data Sources (32-bit) 4/11/201817:34 Shortcut 2KB
rograms
g T ODEBC Data Sources (64-bit) 4/11/201817:34 Sharteut 2KB
R System and Security (%) Performance Monitor 411720181732 Shortcut K8
“j Administrative Tools i Print Management 4/11/201817:35 Shortcut 2KB
Ul Rackun and Restore Windnws Ty v = Barmian: Nrive AN 1724 Chartrit vm v
20items  1item selected 1.11 KB IEI

The Entry (highlighted below) is the Driver Name.
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Step  User Input/Action

QLABWORKS

Expected
Results

; QDBC Data Source Administrator (32-bit) Y

User DSM  System DSN  File DSN = Drivers  Tracing Connection Pooling  About

ODBC Drivers that are installed on your system:

Name Wersion Company 2
Microsoft Text Driver (" t«t; ".csv) 10.00.17134.01 Microsoft Corporation
Microsoft Text-Treiber (" td; *csv) 10.00.17134.01 Microsoft Comporation
Microsoft Wisual FoxPro Driver 6.00.8167.00 Microsoft Corporation

QDBC Driver 13 for SGL Server

2017.140.2002. 14  Microsoft Comporation

OraClient 12Home1_32hbit 12.02.00.01 Oracle Corporation
SAP Salesforce ODBC Driver 1.01.07.1010 Simba Technologies Incorporate
SQL Server 10.00.17134.01 Microsoft Corporation

SQL Server Mative Client 11.0 2011.110.6540.00 Microsoft Comporation

< >

An ODBC driver allows ODBC-enabled programs to get information from ODBC data sources. To install
m new drivers, use the driver's setup program.

=N

Cancel HApply Help

Registry Entry:
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\ODBC\ODBCINST.IN\O
DBC Drivers

[ Registry Editor - o X

File Edit View Favorites Help

Computer\ HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\ ODBC\ODBCINST.INIODBC Drivers

> L ODBCINI || Name Type Data
~ L} ODBCINST.INI 25] (Default) REG_SZ (value not set)

i;";gf:;::f:s::(t“:‘;‘?;::zl 505 Driver 701 12t CR SQL Server Classic Wire Protocol ODBC Driver 7.0.1 REG_SZ Installed
CR SOL Server Native Wire Pratocol ODBC Driver 7.0.1 ﬂiﬁ :ﬁ;i:’;\:'rEN::‘::Z"';;:é“;:“f::i;n”"“ o1 ;EE*Z ::::::
CRsybase Wire Protocol ODEC Drver 701 35| CR TextFile ODBC Driver 7.0.1 REG_5 Installed
CR TextFile ODBC Driver 7.0.1 . R -
Driver ds Microsoft para arquives texto (¢ “.csu) 25) Driver da Microsoft para arquivos texto (%6 csv) REG_SZ Installed
Driver do Microsoft Access (~mdb) 5] Driver do Microsoft Access (*.mdb) REG_SZ Installed
Driver do Microsoft dBase (*.dbf) 35) Driver do Microsoft dBase (*.dbf) REG_SZ Installed
Driver do Microsoft Excel(*s) 2] Driver do Microsoft Excel(*als) REG_SZ Installed
Driver do Microsoft Paradox “.db ) 5] Driver do Microsoft Paradox (*.db ) REG_SZ Installed
Microsoft Access dBASE Driver (*.dbf, “ndx, *.mds) 28] Microsoft Access dBASE Driver (*.dbf, “ndx, “md) REG_SZ Installed
Microsoft Access Driver (*.mdb) 28] Microsoft Access Driver (*.mdb) REG_SZ Installed
Microsoft Access Driver (*.mdb, *.accdb) 35] Microsoft Access Driver (*.mdb, "accdb) REG_SZ Installed
Microsoft Access Text Driver (*.bt, *.csv) ab] Microsoft Access Text Driver (b, *.csv) REG_SZ Installed
Microsoft Access-Treiber (.mdb} 28] Microsoft Access-Treiber (*:mdb) REG_SZ Installed
Microsoft dBase Driver (*.dbf) ab] Microsoft dBase Driver (*.dbf) REG_SZ Installed
Microsoft dBase-Treiber (".dbf) 3] Microsoft dBase-Treiber (".dbf) REG_SZ Installed
Microsoft Excel Driver (*axs) 6] Microsoft Excel Driver (*.ds) REG_SZ Installed
Microsoft Excel Driver (*als, *isx, *lsm, *dsb) (35| Microsoft Excel Driver (*als, “xlsx, *xlsm, “xisb) REG_SZ Installed
n::z:g E";:&T":‘:’O":;':"] 28] Microsoft Excel-Treiber (*.xs) REG_SZ Installed
Vil pde D ) A ez oo
Mictosoft peradoxTreber (b ) 5] Microsoft Paradox-Treiber ) REG_S Installed
Micreseft Text Drver (" &t; cs1) 5] Microsoft Text Driver (*.bd; *.csv) REG.SZ Installed
ﬂ:::z:ﬁ ;ifi’:;::f m;;{w] 0 Microzof Te-Treber % "cxv) REG_SZ Installed
M5 Code Page Translator 2] Microsoft Visual FoxPro Driver REG_SZ Installed
MS Code Page-Ubersetzer 25) ODBC Driver 13 for SQL Server REG_SZ Installed
ODBC Core B Oracle in OraClicnt12Hor REG_SZ Installed
ODBC Driver 13 for SOL Server 3] SAP Salesforce ODBC Driver REG_SZ Installed
ODBC Drivers 28)5QL Server REG_SZ Installed
ODBC Translators 28)SQL Server Native Client 11.0 REG_SZ Installed
Oracle in OraClient12Home1_32bit
SAP Salesforce ODBC Driver v

< > ||«

In ApplicationSpec.xml, add CHECKSUMVERION

CHECKSUMVERSION VALUE="2" for FIPS compliant installation.

For FIPS Compliant Installation (supported in LABWORKS version 6.10 onwards):

CHECKSUMVERSION VALUE="1" for Non-FIPS compliant installation.(default value)
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Step  User Input/Action Expected

Results

" ApplicationSpecxml - Notepad
File Edit Format View Help

<APPSETTINGS:> i
<LICENSE_SERVER LICENSE_FILE_PATH="C:'\LABWORKS'\LWEXE"" />
<APPCONFIG REFRESH="TRUE" />
<LSESSIONG LAUNCH_DELAYTIME="40"/>
<PLATFORM_SERVER_PATH PATH="LABWORKS-TESTO1" />

<Login_Page Flavor="Process" />
<CHECKSUMVERSION VALUE= 2 />
< /APPSETTINGS:=

Also, open ‘ApplicationSpec.xml’located at \Program Files Changes
3 (x86)\Labworks\LWLicenseServices (where the LWLicense Service is installed) and applied.

perform the same changes as above.

Also, open ‘ApplicationSpec.xml’located at \Program Files Changes

(x86)\Labworks\LWDataServices (where the LWDataServices is installed) and perform the | applied.
same changes as above.

| = | LWLicenseService - o X
Home Share  View - @
« v 4 |« Windows (€3 > Program Files (:86) > LABWORKS » LWlicenseService v @] | SearchLWlicenseSenice »
# Quick aceess O Name b Date modified Type Size
& OneDrive [ ApplicationSpecaml 3/30/2016.8:22 PM XML Document 1KB
[ LwActivityMonitor.dil Application exension 25¢8
[ This PC [ LwaLsContract.dil Application extension 16 KE
9 Desktop 4] LWALSSenvice.dl Application extension 718
Documents [4] Lwauthenticate il Application extension 368 KB
4 § Downlosds ] LWErrorHandler.dil Application eension 112k8
EENT] Application exension 150 kB
B Music [ LWLicenseManagement.dil Application extension 152k8
[ Pictures 5] UWLicenseServicestd.exe Application 16kB
[ videos 1) LWWLicenseSenvicessd.exe.config XML Configuration F.. 78
2., Windows (C:) [ WLicenseSenvicestd.exe.manifest MANIFEST File 15KB
[ LWPlstformServiceHelperdil Application extension 2%K8
& Network [ LWRemoteservice.dil Application extension 83k
4] LWenviceConnector.di Application extension 288
9] WWerviceContracts.dil Application exension 18K8
[ LwServiceDataContracts.dil Application extension 37KB
4] LSessionManagement.dil Application extension 45KB
4] LwUtilityClass.il Application extension 20kB
4] Microsoft Practices EnterpriscLibrary.Comm Application extension 183 KB
5] Microsoft Practices EnterpriscLibrary.Data.dll Application exension %k8
[] Microsoft Practices.ObjectBuilder2.dil Iy Application extension 75KE
[ Microsoft Practices Unity.dll 6/24/20167:14AM  Application extension 131KE
2items 1 item sclected 215 bytes =

Copy ‘ClientApp.config'from<LWEXE> to \Program Files (x86)\Labworks\LWDataServices File Copied
5 (where the LWDataServices is installed) and perform the same changes as above.

Configure LWServiceConfig.xml:

6 1. Launch ‘LWServiceControllers.exe’ application located at
“\LABWORKS\LWEXE\Server ‘.
2. Go to menu Configuration -> Service Connection Configuration:
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Step  User Input/Action Expected

Results

@l LABWORKS Service Controller — oo

Configuration | Help

| Service Connection Configuration

| on Service Controller

PS Servioe 3
Service status -
k!
Service and Confrollers database
nismatched
Service connection information
LIser name: Analyst First Liser Database: LABWORKS_83_TEST

3. On Service Connection Configuration screen, enter valid LABWORKS username,
password.
Select desired database for connection and enter workstation name where
platform service is running.
Click Generate config file button.

@l LABWORKS Service Connection Configuration — )4

LABWORKS user name | |

LABWORKS password | |

LABWORKS database | CUSTOMER_NUTRA |

Platform Server path | |

Generate config file
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Step  User Input/Action Expected

Results

4. Select path to save config file:

Browse For Folder >

LABWORES Service Configuration File Dialog

- Desktop ”
> I This PC
> yq Libraries
» |;j‘ Metwork
% Control Panel
la| Recycle Bin

| Make Mew Folder | I oK | | Cancel

5. Copy ‘LWServiceConfig.xml’ from above selected location to \Program Files
(x86)\Labworks\LWDataServices (where the LWDataService is installed)
6. Restart LWDataServices

Step 5: Configure the Database

Once you have set up the Data Path information, the Database tab activates. On the Database tab page, you
configure the database by defining the type of database, type of connection to database, the server name, the
database name, the user name, and the password.
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- LABWOREKS Gateway Administrator
File Edit Tools

FmX ¥DHma
PRODUCTION

Folder Items b4
E1-i@ Global Setting Data Paths  Database | Authertication

| E-J PrRODUCTION

-5, Users D atabasze type

& S0L Server - D atabasze connect sting {~ Oracle - Database connect string

[T TLS Support MSOLEDBSOL

Server Mame [Service Mame)

| MyServer

Databaze Mame

| MyDatabase

Databaze user name

|sa

D atabaze password

|” Test Connection

Fl T [3

To configure the database, enter the Data Path information, and click on the Database tab.
For Oracle databases:

e Enter the name of the server where the database is located in the Server name (Service Name) field.

e Enter the Database user name and Database password. If needed, ask your DBA for your database
username and password.

e Click the ‘Test Connection’ button.

For SQL Server databases:

e Enter the name of the server where the database is located in the Server name (Service Name) field.
e Enter the name used to identify the LABWORKS database in the Database Name field.

e Enter the Database user name and Database password.

e Click the ‘Test Connection’ button.

The Test Connection function uses the database information and the data path information (if necessary) to
establish a connection to the database. If the connection is successful, a message appears stating that the
connection was a success. If the connection is not successful, a message appears that provides a description of why
the connection failed.

Step 6: Configure Database Authentication
You can configure LABWORKS to validate a user’s ID and Password by using one of the following methods:

e Authenticate against LABWORKS using the standard LABWORKS logon
e Authenticate against a domain with re-entry of domain user name and password to enter LABWORKS
e Authenticate against a domain with no password required to enter LABWORKS.
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| LABWORKS Gateway Administrator
File Edit Tools Help

FaAxX¥anP

PRODUCTION

Folder Items X| | DataPaths | Database Authentication
=g Global Setting

. DEMO

= Authentication Type,

B8, Users  LABWORKS

& Domain Authentication

" Waorkstation Authentication

[ Single Sign-on

Group Mame

Update user list

Standard LABWORKS Authentication

To authenticate against LABWORKS using the standard LABWORKS logon, skip the following sections and simply
click the LABWORKS radio button on the Authentication tab of the Gateway Administrator.

When you select LABWORKS for the Authentication Type, it associates password with the selected database. When
a user logs into a LABWORKS database for the first time, the Users node of the Gateway Administrator is populated
with that users Domain ID. Once a User Domain ID is listed in the Users node, the administrator can select that user
from the Users node and customize which databases are visible to the user as well as enable or disable the user
from changing the language used by LABWORKS.

Domain Authentication

To use Domain Authentication, you must perform the following Windows Administrative steps:
e Create a LABWORKS group on the domain
e Assign users to the LABWORKS group
e Define new authentication options in the Gateway Administrator
e Import users from domain into the LABWORKS application’s list of users

The following section shows you how to perform the steps listed above.

. Expected
| A
Step User Input/Action Results
A group
1 Create a group called LABWORKS on the Domain. called
LABWORKS is
created.
Assign the users whom you wish to have access to the LABWORKS application to the Usgrs are
LABWORKS group you just created. a;agned to
the
2 The users you assign to the LABWORKS group are the users who will be able to log into LABWORKS
LABWORKS. group.
For example, below is a screen shot of an Active Directory Group on the Server.
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Expected
Results

User Input/Action

For example, below is a screen shot of an Active Directory Group on the Server.

3 Active Directory Users and Computers - o X
file Acion View Help
e 2mM A0 XEESE Hm S arYad
= Active Directory Users and Comgi| Name Type Desaription P A
d Seved Queries R Administrator User Built-in account for administering the computer/domain
v R badiocs 8 Wiowed RODC Password Replication Group  Security Group - Members in this group can have their passwords replica..
Lol R, Cert Publishers Security Group - Members of this group are permitted to publish certifica_
2 :"'"""‘c"m e 2 Clonesble Domain Controllers Security Group . Members of this group that are domain controlers may .
3 f”" ';nmm yPrincpels B Denied RODC y Group - Members in this group passwords rep..
3 M Savica Adcound B Onsadmins. Security Group .. DNS Admsnistrators Group
5 Umg || 82 DosUpdateProny Security Group . DNS dients who are permitted to perform dynamic upd..
B, Domain Admins y Group - Designated f the domain
B, Domain Computers ty Group - nd ed to the domain
B2 Domain Controliers Security Group . All domin controllers in the domain
R Domain Guests Security Group . All domsin guests.
2, Domain Users. Security Group .. All domin users
B, Enterprise Admins. y Group . Designated of th
B, Enterprise Key Admins Security Group . Members of this group can perform sdministrative actio..
2 enterprise Read-only Domain Controllers  Security Group . Members of this group are Read-Only Domain Controll..
2 Group Policy Creator Owners y Group - Members in this group ty the .
R Guest User Budl for guest e
B xey Admins Security Group . Members of this group can perform administrative actio..
B, Labworks Users ‘Security Group -
R Protected Users Security Group . Members of this group are afforded additional protecti..
2 RAS and 1AS Servers y Group . Servers in this propestie.
2 Read-only Domain Controllers Security Group . Members of this group are Read-Only Domain Controll.
R Schemas Admins Security Group . Designated administrators of the schema
2 AD y P~ Members in the group h: nd pri
R tech user User
2 100 okt Conin za CanuiaiCaniin ¢

The following users belong to the LABWORKS group:

Labworks Properties ? X
Of Managed By
tor wad.localUsers
& tech user wad localUsers
Add. Remove

From the Authentication tab of the Gateway Administrator click on the Domain
Authentication radio button to cause LABWORKS to authenticate using the LABWORKS
group ID and password on the computer domain.
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QLABWORKS

Expected
Results

Domain
Authenticatio
n radio
button
selected.
Check the Single Sign-on check box to have the LABWORKS Login screen show the user id
and password automatically filled in with the current Windows User ID and Password at
login. The screen below shows the LABWORKS User Login screen if Single Sign-On is
enabled: Single Sign-
Even when Single Sign-On is enabled, the user must re-enter his/her password when the | ©N check box
FORCECHECKIN or SYSTEMTIMEOUT System Manager keys prompt for user password Zhatt))lle((j:i or
isabled,

verification. Moreover, if only one database is configured and single sign on is enabled,
the user logon dialog is not displayed.

-OR-

Uncheck the Single Sign-on check box to have the user enter his/her user name and
password at logon.

depending on
environment.

Click Update User List to synchronize the group defined in the Group Name field with the
LABWORKS user list.

The new users’ Domain IDs are added to the User Setting node of the Gateway
Administrator for the database you just configured. In addition, these users inherit the
global default databases available for viewing.

The global default databases available for viewing can be set by clicking on the Users
node of the Gateway Administrator and then by checking the databases you wish to have
visible to all users and then clicking on the Set as global default button.

If there are previously defined LABWORKS users that are not assigned to the group

The new
users’
Domain IDs
are added to
the User
Setting node
of the

defined in Gateway Administrator, then the following screen appears and gives you the Gateway
option to add the user to the group defined in the Gateway Administrator or to delete Administrato
the user from the list. r for the
o Even if domain authentication is used, the LABWORKS user list is still required f:latabase you
for privilege management. JUStf_ 4
e User’s passwords are now encrypted, so you cannot change passwords from the configured.
System Manager.
. If users wish to change their passwords, they must do so through their
Operating System’s password utility.
Step 7: Configure Global Database Availability
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INote: Client Install Prerequisite: Microsoft Visual C++ redistributable (vcredist_x86.exe) for following
versions:

Microsoft Visual C++ redistributable 2005 : https.//www.microsoft.com/en-
in/download/details.aspx?id=3387

When the Users node is selected, the right-hand pane of the Gateway Administrator displays the global default
databases that can be seen by all users as well as a check box that enables or disables language selection at runtime
for all users of LABWORKS.

- LABWORKS Gateway Administrator
Eile Edit Tools Help

@ A

Users

Folder Ttems X

=] O Global Setting Set default database(s) - selectable by user at Logon
4 DEMO
(¥ PRODUCTION [] DEMO
=] = [] PRODUCTION

i, FieldsPA

]

[ Hide language selection at runtime Set as Default

Clicking on the Users node will allow you to select the databases that can be seen for all users. By selecting one or
more of these databases, you are configuring the Gateway Administrator to add everyone to the selected
databases’ User Setting node for all selected databases. In addition, all users would see only those checked
databases on the LABWORKS login window. The Hide language selection at runtime check box can also be selected
to hide available languages option.

The Users node also lists all the Users that have logged into a LABWORKS database. All the User Domain IDs that
have logged into LABWORKS are listed here so that the system manager can set properties for users that are
different than the global settings. Therefore, when a specific User Domain ID is selected on the tree, the
administrator can change the databases that can be seen by the selected user. By selecting one or many of the
databases, the system manager is telling Gateway Administrator to list this individual on the User Setting node for
just the checked databases. In addition, the user would only see those checked databases on the LABWORKS Login
window.

To configure global default database availability:

To allow all users on the system databases, check the databases you wish to set as the default databases available
to all users at login and click the Set as Default button. When databases are checked the Gateway, Administrator
lists all the users under the User Setting node for each checked database in Gateway Administrator.

The screen shows that the database named DEMO is available for viewing by all users, while no users can see the
database named PRODUCTION, because the only database selected on the Users node is DEMO, and there are no
exceptions set up for individual users who are listed under the Users node.
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You are now ready to run the ClientSetup.msi program on each workstation that will use LABWORKS. After you run
the Client Installation on each workstation you can access the Gateway Administrator tool again to customize
individual user and workstation settings.

Step 8: Running the LWMigrationUtility

" Note: If upgrading from 6.4 or 6.5 the LWMigrationUtility is only requried for ViolationReorder or FIPS
Encryption Migration. Re-migrating data that has been migrated can overwrite data that has been updated

after a migration.

The LWMigrationUtility requires a valid LABWORKS login to the database, thus requiring Gateway Administrator be
configured and the LWLicenseServices be running.

Expected
Ste User Input/Action
p put/ Results
When LWMigrationUtility.exe starts it prompts for information about the database and
users.
&l LWMigrationUtility — X
Database Type™
s0L w
Database schema owner user name ™
|dbo |
Database schema owner password™*
|¢¢¢ | LWMigration
Utility
Y
1 LABWORKS User Name prompt is
|“5r | displayed.
LABWORKS Data Path®
|c:‘,|abwurks‘l,lwda13| |
Connect MNext
Database schema owner user name: When new tables are created using the update tool,
tables will be added to this schema
Database schema owner password: The database user password.
Connection
2 Then, connect using the same information/parameters as when running the UpdateTool to the
in earlier steps. After connection, the ‘Next’ button will be available. database is
established.
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. Expected
Ste User Input/Action
P 205 Results
&) LWMigrationUtility — P4
Database Type®
sqL "

Database schema owner user name™
dbo

Database schema owner password™®

EEE

LABWORKS User Name™

o |

LABWORKS Data Path™
|c:‘,|abworks‘|,|wdaia || |

' Disconnect i | MNext |

Then the program gives the option of running the Update Tool.

&) LABWORKS Migration Utility - ml X

[ Run update tool

The option to

run the
Update Tool
is presented.
3 Mext Close
The Update Tool should have previously been run, but if not, it can be run at this time.
&) LABWORKS Migration Utility - 0 ® If appllcable,
Select  Description Status Last updated on From To ~ th € U pd ate
[ | Sample specs data transfer Complete  |6/25/2012 3:03:33 PM Tool is run.
[] | SIFORM definition data transfer Complete | 6/25/2012 3:03:33 PM
[0 | Location special info data transfer Complete | 6/25/2012 3.03:33 PM
[0 | Analysis special info data transfer Complete |6/25/2012 3.03:33 PM
[0 | Sample special info data transfer Complete  |6/25/2012 3:03:33 PM
[] |MAILLIST data transfer Complete | 6/19/2016 8:48:50 PM
[0 COMMENTS data transfer Complete | 6/19/2016 8:48:50 PM
[ LABOBJECTS data transfer Complete | 6/19/2016 8:48:50 FM
[ | UserHead data transfer Complete | 6/19/2016 8:48:50 PM
[ |RESULT data transfer Complete | 6/19/2016 8:48:50 PM
[0 | AUDITTRAIL checksum data update Complete | 6/19/2016 8:48:50 PM v

The LABWORKS Migration Utility provides a method for migrating each type of data independently. And for data
conversions that are sample related and may take long periods of time to process, the sample range can be defined.
(Sample Specs, Sample Special Info)

For each process in the migration the program stores the date the conversion was last executed. When doing an
upgrade to LABWORKS 6.10, the programs will store their data in the new formats described earlier. Working with
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LABWORKS product specialist and support specialist, best practices for the migration process can be worked out for
your configuration and change management processes.

When the Migration Utility is finished it provides a log file with a count of the number of records that were
migrated.

LABWORKS Magration Utsty =

0 Duata rigeated succedifully,

Log file created 2t
[ ki wecel 8. Serve L Whisg ration_20100712210648.10g]

Do you weant to view log file?

= ][ &

The log file can be helpful if there are errors in migrating data to the new format.
Step 9: Running NGMigrationTool

NGMigrationTool is a common tool for various migrations. It needs to be executed when updating a version. Follow
the instruction below for more details about each migration task.

Migration: Persisted group to Log Batch
This kind of migration is required to update from 6.9 or earlier to 6.10 or later.

Starting with 6.10, Desktop services do not work with persisted groups. Instead of using persisted groups,
applications use log batch details associated with sample log batches. To avoid losing persisted group data, it can be
associated with existing or new log batches using NGMigrationTool.

<" Note: NGMigrationTool can be run repeatedly to change the migration. It is available because the old
relationships between persisted groups and samples are not removed from the database after the migration.

Expected
ET

Step User Input/Action

Authenticatio

1 Run NGMigrationTool from LABWORKS\LWEXE\Server\NGMigrationTool.exe n window is
open.

NGMigration

Select a database. Provide your login and password to access the database. Tool window
is open.
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JLABWORKS

Expected
Step User Input/Action
P ERL Results
LABWORKS - User Login
Login Available Databases Select Language
User LABWORKS A
MOEBILE French
[ | PENSKOY Chinese
Spanish
Password Japanese
| | Geman
ttalian
Chinese-raditional
. oK Cancel | Fussian v
Select “Persisted group to log batch” tile.
&l Migration Tool - *
File Help
Persisted group to log batch
The
2 . migration
Introduced in 6.10 _g
wizard runs.
Auto-merge
3 Read Welcome screen information. Click Next. screen 1s
open.
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Step User Input/Action Expected

Results

P@ Persisted Group to Log Batch migration steps

Welcome to migration tool for persisted group to log batch

» Welcome Starting with version 6,10, desktop services do not work with persisted groups, Instead of using a persisted group,
» applications will use log batch details associated with sample log batches. To avoid losing persisted group data,
Auto-merge you can associate groups with existing or custom log batches. Most data can be migrated automatically if a
b Conflict type#1: Group and log batch mismatch persisted group and a log batch have the same set of samples. The remaining data can be migrated manually.
¥ Conflict typex2: Empty log batch Follow these steps to migrate the data, check the report, and confirm the migration. After confirmation, the
" migration pracess will begin.
}» Review changes
¥ Wigrating

Check Auto-merge information and click Next to continue.

4« [Eg Persisted Group to Log Batch migration steps

Check auto merge samples

v Welcome The persisted groups and log batches below have the same set of samples and can be migrated automatically.
b Auto-merge Please find more details about database updates expanding a record in the list.
¥ Conflict type#1: Group and log batch mismatch
¥ Conflict type#2: Empty log batch &) Y] [
¥ Review changes | LB_2019-08-23-011 [ aEato07 [ 2019-12-27-006 |
P Migrating Manual
4 merge screen
is open.
Report
5 Resolve conflicts following the instructions in the tool. Click Next to continue. screen 1s
open.
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Step User Input/Action Expected

Results

« P@ Persisted Group to Log Batch migration steps

Set only one log batch for persisted group

¥ Welcome Below is a list of persisted groups that de not match the log batch by a set of samples inside. In other words, a

v Auto- persisted group can contain samples from different log batches and a log batch can contain samples from
uto-merge different persisted groups. Such cases must be resolved manually. Please select a log batch for each persisted

P Conflict type#1: Group and log batch mismatch group from the list below. All suggested log batches are log batches of the samples inside persited groups. But

P Conflict type#2: Empty log batch ou also can specify a custom log batch,

» Review changes

P Migrating

2019-12-27-002 AE00773, AE01032 2017-08-09-001 2017-08-09-001 (AEOOTT3)
LB_2019-08-23-005 AE01001 2019-12-27-004 2019-12-27-004 (AE01001,
LB_2019-08-23-007 AE01002 2019-12-27-004 2019-12-27-004 (AE01001,

- [m] X
« P@ Persisted Group to Log Batch migration steps
Set log batch Id for persisted group samples with empty log batch
Welcome Below is a list of samples that are included in persisted groups but do not have a log batch. Not to lose persisted
Auto-merge group data, you can associate these samples to a suggested log batch, The suggested log batch is the log batch

assaciated with the persisted group on the previous step. You alsa can associate a sample with a custam log

Conflict type#1: Group and log batch mismatch batch (even empty) or remove a persisted group at all if it has only one sample inside. If a sample does not have

Conflict type#2: Empty log batch a suggested log batch, it means that all samples inside the persisted group does not have log batches and the
N persisted group was not aute migrated and was net included in the conflict reselution steps before.

Review changes

Migrting ﬁﬁﬁﬁ

v w w L L <

After configuring the migration, NGMigrationTool provides a report to check changes

Progress
6 before the migration. Print report if it is needed.

screen is

open.
Check changes and click Next to start the migration.

© Copyright 1998-2020 Labworks LLC. All rights reserved. 76 of 112



LABWORKS LIMS v6.10 Installation Guide QILABWORKS

Expected
Results

Step User Input/Action

& Eg Persisted Group to Log Batch migration steps

Please check and confirm following changes

Welcome Please check the changes that will be applied to the database and run the process clicking the Start migration

Auto-merge

v
v
v Conflict type#1: Group and log batch mismatch Changes in persisted group IDs
v
»
»

Conflict type#2: Empty log batch

Review changes 18 2019-08-23-004 Auto 2019-12-27-003
Migrating 2019-12-27-002 Manual 2017-08-09-001
LB_2019-08-23-005 Manual 2019-12-27-004
LB 2019-08-22-007 Manual 2020-04-29-001

Changes in samples

After the migration completes, the information dialog will be shown. Print report if it is
needed.

Click Finish to finish the migration.

E:!@ Persisted Group to Log Batch migration steps

Data migration process

¥ Welcome Updating...
v Conflict type#1: Group and log batch mismatch .
v Conflict type2: Empty log batch PersistedGroup: 2019-12-27-002 ... 100% - The Wiza rd
Daram: sdsad ... 100%
7 ¥ Review changes Attachment: C:\USERS\LUIS SILVA\DESKTOP\DEVELOPMENT\AXURE LIERARIES W|” be
» Migrating \DASHEOARDWIDGETS .RPLIB ._.100%
DersistedCroup: LB 2018-08-23-005 ... 100%
Commant: saasa . 1008 closed.
. 100%
Labworks migration * 100%
100%
BE ...100%
The migration process completed successfully. 100%
0 For more information about the changes, print the report. 100%
100%
E 100%
100%
1005
—_— 100%
SpecInfo: QCINFO : REAGENT_PREP_DATE_00L ... 100%
SpecInfo: QCINFO : STANDARDS_PREF DATE 001 ... 100%
SpecInfo: QCINFO : RERGENT_SOURCE_001 ... 100%
SpecInfo: QCINFO : STANDARDS_SOURCE_001 ... 100%
SpecInfo: QCINFO : SPIKE SOLUTION A 001 ... 100%
SpecInfo: QCINFO : SPIKE_SOLUTION B_ CA_MG_ 001 ...100%
Commit changes ... 100%
w
Print report

Step 10: Client Installation
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<" Note: You must log in as the Administrator, or have administrative rights, to run the Client Install.

After you have run the Server Installation and setup and configured workstation settings using the Gateway
Administrator tool you must now run the Client Installation, located at <LWEXE>ClientSetup.msi on each
workstation that is to use LABWORKS. Since LABWORKS is installed on a server, it is critical that every user access

the ClientSetup.msi program that is located on the server in the same manner.

Step User Input/Action

On each workstation that you wish to run LABWORKS access the server where you
installed LABWORKS and open the LABWORKS application folder and select
ClientSetup.msi.

15 LABWORKS Client - InstallShield Wizard ®

QJ LABWORKS Welcome to the InstaliShield Wizard for

LABWORKS Client

The Installshield{R) Wizard will install LABWORKS Client on your
computer. To continue, dick Mext.

<o ==

Click ‘Next’.

Expected
Results

The
Welcome to
the
InstallShield
for
LABWORKS
Client is
displayed.

Customer
Information
dialog is
displayed.

User Name
and
Company
name is
entered.
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Expected

Step User Input/Action Results

ﬂ LABWORKS Client - InstallShield Wizard

Customer Information

Please enter your information.

User Mame:
|MyName

Organization:
|MyCompany|

Installshield

. <Back [ mext> || cancs

Enter your Name and Company Name.
Click ‘Next’to continue.

ﬁ LABWORKS Client - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different

Install LABWORKS Client to:
C:\LABWORKS\Client), Destination
Folder
dialog is
displayed.

Destination
folder is
changed if
required.

Installshield

. <Back | HNext> 1  Cancel |

Click ‘Change’ if the location of the client software is to other than the default location.
Once specified, click ‘Next’ to proceed.
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Step User Input/Action

ﬁ LABWORKS Client - InstallShield Wizard x

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard. The Ready
to Install the
Program
dialog is
4 displayed.
The
installation
proceeds.
InstallShield
. <Back [ &instal | | Cancel

Click ‘Install’ to begin the Installation.

Depending on the Operating system and the configuration of UAC (User Account Control)
you may get the error messages as below.

o Applicationspec.xml not copied: Access is denied. ClientApp.config not copied: Access is denied.

Please copy the file manually. Please copy the file manually.

If you receive these messages, you need to manually copy files, ApplicationSpec.xml and
ClientApp.config to the LABWORKS path [System Drive]\Labworks\Client
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Expected
Results

Step User Input/Action

ﬂ LABWORKS Client - InstallShield Wizard >

@ LABWORKS InstallShield Wizard Completed

The Installshield Wizard has successfully installed LABWORKS The

Client. Click Finish to exit the wizard. .
InstallShield

Wizard

Completed

dialog is

displayed.

The
installation
is complete.

When the installation is complete, click ‘Finish’ to exit.

At this point your installation is complete. There is a new Program Group for LABWORKS and a LW Desktop
application shortcut on your Desktop. By double clicking the new LW Desktop Icon, users are prompted to login:

LABWORKS - User Login

QJ LABWORKS

Login

The default credentials for a new database installation are as follows:
User: USR

Password: 1
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© LABWORKS - Desktop

i noEn

Menu Ttems -1

¥ A

¥ Logn

¥ Resuts
¥ GAGC
¥ Search
¥ Martenznce -
¥ Unities
¥ Optora
F Repods
¥ Heb
ww

Ready Licensedto: Hindustan Petroleum Corp Lid.  Database: LABWORKSES

*
&

Note: When upgrading an existing database (version 5.8) it may be necessary to run Lwwsystemé6.exe from

the C:\Labworks\Client folder because there are new applications-based privileges associated with the new
Desktop.
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LABWORKS Webtop Installation

Before You Start

LABWORKS Webtop is the latest in a succession of versions of LABWORKS LIMS. It provides new WEB functionally
and is built using the latest in software development tools. As a WEB application its installation is different from
any previous version of LABWORKS.

Even if you are a long time LABWORKS user, it is recommended you read the complete installation guide before
starting your LABWORKS Webtop installation.

Installing LABWORKS Webtop is a multi-step process that involves performing a server installation, running the
update database tool, modifying configuration files, running the gateway administrator tool configures LABWORKS
databases.

LABWORKS installation involves the following steps:
e Step 1: Run LWWebtop.exe.
e Step 2: Modify ApplicationSpec. XML
e Step 3: Configure folder security
e Step 4: Run the Microsoft/Oracle scripts, Update Tool, and Migration Utility.
e Step 5: Configure Web Applications
e Step 6: Run the Gateway Administrator Tool.
o Configure the Database.
e Step 7: Update web.config (lwwebtop and lwsampleloginservice)
e Step 8: Start LWLicenseServices/LWDataServices if not running
e Step 9: Login
Before you start your LABWORKS Webtop installation you will need the following:
e LABWORKS Webtop Installation Disk
e LABWORKS License/Control File (*.CTL)
e Internet Server, 1I1S 7.0 or above

As this is an update to your existing LABWORKS LIMS program, back up your LABWORKS data files and database
before beginning installation. LABWORKS is not responsible for any data loss or downtime caused by not creating
backup files. Installation from the new LABWORKS CD should only begin after creation of a full backup of all existing
files in your LABWORKS program path and data path and the actual database itself to tape, CD ROM, or other
method.

It is recommended that you install any LABWORKS update on a test computer using a backup data path and
database to test the program prior to installation on networks, servers, or multiple workstations. Even though
LABWORKS thoroughly tests the LABWORKS LIMS program in-house, there may be variables associated with your
network, servers, workstations, environment, etc., that may present unforeseeable problems.

Web Server Installation Footprint

LABWORKS Webtop installs on the WEB Application Server
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\Inetpub\wwwroot\LWWebtop:This folder contains the LABWORKS Webtop software
\inetpub\wwwroot\LWSampleLoginService:This folder contains the web service for reading and writing LABWORKS Sample related data.

\Program Files (x86)\Labworks\LWLicenseServices: This folder contains the LABWORKS License Service application. This service is used to
authenticate users and provide database configuration information. With latest
LABWORKS version both Webtop and Desktop will use this service. This service can be
loaded both on the Desktop server, for use by Desktop, and on the Webtop server.

\Program Files (x86)\Labworks\LWDataServices: This folder contains the LABWORKS DataService application. This service provides data
to the application. With latest LABWORKS version both Webtop and Desktop will use
this service. This service can be loaded both on the Desktop server, for use by Desktop,
and on the Webtop server.

C:\Labworks\\LWEXE: This folder contains utilities for updating the LABWORKS Database Schema to Webtop
Format, Conversion utilities for Specifications and Calculations.

C:\Labworks\\LWEXE\SYSCFG: This folder contains the client configuration utility LWSyscfg6.exe and the file syscfg.dat
where LABWORKS client configuration preferences are stored.

C:\Labworks\\LWDATA: The LWDATA is a blank for LWSYSCFG6.EXE to point to on the WEB Server.

License File: The license file is supplied by LABWORKS on a separate CD. It enables the LABWORKS
features your organization has purchased.

Database Server: The database server, SQL or Oracle requires a database instance be created. The
instructions for creating the LABWORKS database are available in a separate document.
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WEB Server:
Step 1: LWWebtop Installation
\inetpub\wwwroot\LWWebtop
\inetpub\wwwroot\LWSamplelLogin
Service
\LWDATA
\LWEXE
ApplicationSpec. XML
LExxxxxx.CTL
\Server
\SysCfg
Syscfg.dat
LWSysCfgb.exe
\LWTEMP
\LWUSER

Client:
C:\LABWORKS\Client

Database Server:
I AR\VAW/NRKS Natahaca

The Server Installation procedure is used to copy the LABWORKS files to the web server. The Webtop server must
have the IIS 7.0 or greater loaded and running. The LABWORKS setup program is launched when the installation CD
is inserted in your CD ROM drive.

<" Note: If the program does not launch automatically when you insert the installation CD into your CD ROM
drive, use windows explorer to view the contents of the CD and double click on LWWebtop.exe, which is
located on the root node of the CD.

Expected

Step User Input/Action Results

Windows
installer initiates
the installation
from the Setup
program.

Insert the LABWORKS installation CD in your CD ROM drive. The setup program
automatically launches, and the welcome screen appears with brief instructions.

© Copyright 1998-2020 Labworks LLC. All rights reserved. 85 of 112




LABWORKS LIMS v6.10 Installation Guide QLABWORKS

LABWORKS WebTop - InstallShield Wizard >

Q LABWORKS
Welcome to the InstallShield Wizard for
LABWOREKS WebTop

The InstallShield “wizard will ingtall LABWORES WebTop
on pour computer. Ta continue, click Mext.

< Back Cancel

Click ‘Next’

LABWORKS WebTop - InstallShield Wizard

Customer Information

Please enter your information,

User Mame:
| MyName | Customer
Information
Company Mame: . .
| | | dialog is
MyCompany di
isplayed.
2
Install this application for:
(®) Anyone who uses this computer (all users) User Name and

Company name

Only for me MName .
O Only for me 4y ) is entered.

< Back Mext = Cancel

Enter User Name and Company Name.

Click ‘Next’.
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LABWORKS WebTop - InstallShield Wizard =

Setup Type
Select the setup type to install.

Please select a setup type.

® Complete:
-' E All program features will be installed. (Requires the most disk space. )
Setup Type
() Custom dialog is
3 -' “  Select which program features you want installed. Recommended for displayed.
) advanced users.
) Setup Type is
specified.
< Back Cancel
Select the Setup Type:
e Complete: Web Install, System Admin Tools
e Custom: Each piece can be selected separately.
Click ‘Next’.
License file
LABWORKS recommends copying the license file from the CD to a folder on your copied from CD
network for easy access. to folder on
4 . .
Click ‘Next’ to proceed. network
Installation of
LABWORKS
Services dialog is
displayed.
5
LABWORKS
services to

install specified.
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LABWORKS WebTop - InstallShield Wizard *

Setup Type
Select the setup type that best suits your needs,

-

Select the features you want to install, and deselect the features you do not want to
install. Click Mext to continue.

[“]LABWORKS License Service!

LABWORKS Data Service

For installation of LWLicense Service on same machine check the option ‘LWLicense
Service'. If you want to install the LWLicenseServices on different machine uncheck the
option. In most configurations, the LWLicenseServices install done during the Desktop
Server install will satisfy the requirement for one instance of the LWLicenseServices
running on the network.

For installation of LW Data Service on same machine check the option ‘LW Data
Service’. If you want to install the LWDataServices on different machine uncheck the
option. In most configurations, the LWDataServices install done during the Desktop
Server install will satisfy the requirement for one instance of the LWDataServices
running on the network.

Click ‘Next’to continue.

Installation of LW License Service

The Welcome to
the InstallShield
6 The Server setup launches separate LWLicenseServices setup program, and the Wizard for
welcome screen appears with brief instructions. LABWORKS
License Service
dialog opens.
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LABWORES License Services - InstallShield Wizard ot

Welcome to the InstallShield Wizard for
LABWORKS License Services

The InstallShield Wizard will install LABWORKS License
Services on your computer. To continue, dick Mext.

Click ‘Next’ to continue

LABWORES Licensze Services - InstallShield Wizard

Customer Information

Flease enter your information.

User Name:

| iame | The Customer
Company Mame: IrTform.ation
Ce= | s

Install this application for:

User Name and

Company Name
O only for me (MyName) is specified.

(®) Anyone who uses this computer (zll users)

=

%]
ul)

L

m

Enter your User Name and Company Name.

Click ‘Next’ to continue.
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LABWORES License Services - InstallShield Wizard ot

Ready to Inzstall the Program ﬂ

The wizard iz ready to begin inztallation. I\h

IF waw want to review ar change any of your installation sethings, click Back. Click Cancel to exit
the wizard.

Click Install to begin the installation.

The Ready to
Install the
Program dialog
3 is displayed.

The installation
proceeds.

< Back Ingtall Cancel

Click ‘Install’ to begin the installation.

LABWORES License Services - InstallShield Wizard
Qj LABWORKS instalishield Wizard Complete When
the
The InztallShield Wizard has successfully inztalled
LABWORES License Services. Click Finizh to exit the wizard.
The InstallShield
Wizard
Complete dialog
9 is displayed.
The installation
is complete.
< Back Cancel
installation is complete, click ‘Finish’ to exit.
10 For installation of the LWLicenseServices on different machine run If ap'plicable, the
LWLicenseServices.exe from the CD on desired machine. LWLicenseServic

es.exe is run on
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a different
machine.

Installation of LW Data Service

screen appears with brief instructions.

The Server setup launches separate LWDataServices setup program, and the welcome

LABWORKSData%ervices - Installzhield Wizard

Welcome to the InstallShield Wizard for
LABWORKSDataServices

The Installshield Wizard wil install

click Mext.

LABWORKSDataServices on your computer. To continue,

The Welcome to
the InstallShield
Wizard for

Install this application for:

(®) Anyone who uses this computer (all users)

() Only for me (MyMame)

11
LABWORKS Data
Service dialog
opens.
< Back Cancel
Click ‘Next’ to continue.
LABWORKSDataServices - Installhield Wizard
Customer Information
Please enter your information. \
User Mame:
| MyName The CustF)mer
Information
Company Mame: dialog is
b | MyCompany| displayed.

Cancel

User Name and
Company Name
is specified.
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Enter your User Name and Company Name.

Click ‘Next’to continue

LABWORKSDataServices - InstallShield Wizard >

Ready to Inztall the Program ﬂ

The wizard iz ready to begin installation. I\h

If you want ta review ar change any af yaur installation settings, click Back. Click Cancel to exit

the wizard. The Ready to

Install the

Program dialog
is displayed.

13 play

Click Ingtall to begin the installation.

The installation
proceeds.

¢ Back Inztall Cancel

Click ‘Install’ to begin the installation.

LABWORKSData%ervices - Installzhield Wizard

{]j LABWORKS installShield Wizard Complete

The InztallShield Wizard has succezsfully installed
LaBwWORKSDataServices. Click Finish to exit the wizard,

The InstallShield
Wizard
Complete dialog

14 is displayed.

The installation
is complete.

< Back Cancel
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When the installation is complete, click ‘Finish’ to exit.

If applicable, the

. . . . . . LWDataServices.
For installation of the LWDataServices on different machine run LWDataServices.exe

15 . . exeisrunona
from the CD on desired machine. .
different
machine.
LABWORKS Webtop program resumes and is ready to install.
LABWORKS WebTop - InstallShield Wizard >
Ready to Install the Program
The wizard is ready to beqin installation.
Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to The Ready to
exit the wizard. Install the
Program dialog
is displayed.
16 play

The installation
proceeds.

ack Inztall Cancel

Click ‘Install’ to begin the installation.
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17

LABWORKS WebTop - InstallShield Wizard

(]] LABWORKS installshield Wizard Complete

The InztallShield Wizard has successfully installed
LaBWwWORES WWebTop. Click Finish to exit the wizard.

¢ Back Cancel

When the installation is completed, click ‘Finish’ to exit.

The InstallShield
Wizard
Complete dialog
is displayed.

The installation
is complete.
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The Webtop installation created the file ‘ApplicationSpec.xml’. This file is used to configure the path to the license

file.

Step User Input/Action

Expected
Results

Open the file ‘ApplicationSpec.xml’ using notepad.

1 = | LWWebTop - B X
Home  Share  View (]
<« © A [ ThisPC 5 Windows (C) > inetpub 5 wwwroot > LWWebTop ~|®) | SearchLWWebTop »
5 Quick access O MName Date m Type Size
App_Data il folder
@ OneDiive
bin il folder
30 This PC crystalreportiewers13 File folder
B Deskiop Css File folder
Documents EmailConnector File folder
& Downloads g res File folder
Images il folder
b Music LWPages File folder
& Pictures MasterPage File folder
1 B Videos Reports File folder
i, Windows (¢2) ResultsEntry File folder
8 Newwork SampleLogin File folder
= Scripts File folder
Treelinelmages il folder
UserControls il folder
Webkxplorer File folder
WebHelp File folder
M0 XML Document 1KB
[¢] ErrerPagetm HTM File 1kB
© Login.aspx ASP.NET Server Pa.. KB
@ f XML Configurat KB
$ web.config XML Configuratio.. 9KB
PUBLISHPROI File 6KB
J3items 1 item selected 238 bytes [H=

The
ApplicationSpec.
xml is opened.

Then enter the path the Webtop will use to access the license file and enter machine
name of the server e.g. LABWORKS-TESTO1 as shown in screen shot below.

In this example, the Webtop Server folder is c:\LABWORKS\LWEXE\

") ApplicationSpec.xml - Notepad - [m] x
2 File Edit Format View Help
[ APPSETTINGS>

<LICENSE_SERVER LICENSE FILE PATH="C:\LABWORKS\LWEXE\"/>

<APPCONFIG REFRESH="TRUE"/>

<LSESSIONE LAUNCH_DELAYTIME="1"/>

<PLATFORM_SERVER_PATH PATH="LABWORKS-TEST@1"/>

<Login_Page Flavor="Process"/>
</APPSETTINGS>

Path is entered.

Also, open ‘ApplicationSpec.xml’ located at \Program Files
3 (x86)\Labworks\LWLicenseServices (where the LWLicense Service is installed) and do
the same changes as above.

Changes are
completed.

Also, open ‘ApplicationSpec.xml’ located at \Program Files
4 (x86)\Labworks\LWDataServices (where the LWData Service is installed) and do the

Changes are

same changes as above. completed.
Copy ‘ClientApp.config’from<LWEXE> to \Program Files File Copied
5 (x86)\Labworks\LWDataServices (where the LWDataServices is installed) and perform
the same changes as above.
Step 3: Database Scripts and Updatetool.exe
Preparing the Existing Database
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The LABWORKS Webtop and Desktop use the same database schema. The upgrades done in Step 4 of the Desktop
are the same ones required to run the Webtop. No additional database changes are required.
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Step 4: Configuring Folder Security

After LABWORKS Webtop is installed on the server, there is configuration information that needs to be updated.
There is a utility to do this. This utility requires folder permissions be configured so the necessary files can be
updated.

Expected
Results

Step User Input/Action

For the folders, \inetpub\wwwroot\LWWebtop and
\inetpub\wwwroot\LWSamplelLoginService add the group “Authenticated Users”

| LWWebTop Properties ==

| General I Sharing | Security | Previous Versions Customize|

Object name:  C:hinetpubwwwroot\LWWebTop

Group or user names:
52, CREATOR OWNER -

T4 puthenticated Users [
2, 5YSTEM

g e Attt - The group

- — = ‘Authenticated
1 To change pemissions, click Edit .
Users’ is

Pemissions for Authenticated
Users Allow Dery added .
Full control
Modify
Read & execute
List folder contents
Read
Write

For special pemissions or advanced settings,
click Advanced. Advenced

Leam about access control and pemissions

ENENENENENEN
|

Under Permissions for Authenticated Users, allow “Modify”

| Permissions for LWSampleloginService ==

Security

Object name:  Chinetpub®wwwroot ' LW SampleLoginService

Group or user names:

£ Autherticated Users - .
2 CREATOR OWNER H ‘Modify’ is
2, 5YSTEM

%Mministmtors (petw-pafvis01 Administrators) gra nted as
%Users (pehw-pafvis01'\Users) . Permissions

2 4 m

: : for
Authenticated
Deny Users.

[ Add... H Bemove ]

Pemissions for Autherticated
Users

Full control

Modify

Read & execute
List folder contents
Read

ooooo
[T

Leam about access control and permissions

ok [ Cancel J[ sooy |
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1. Enable 32-bit Application in lIS.

“E Internet Information Services (II5) Manager _ O
% [ v ww-alls v spplcation Pocks |& - e

File  View Help

@- L |2 |8 GQ! Application Pools Pyr—r—— e
--'Qﬂ Start Page b ; 4 bes st of sl
=) qa LW-ALLL (LW-ALLL|Administrato) This page lets you view and manage the list of appl B (General) S,
F - associated with worker processes, contain one or n WET Framewark Version Va0
i Application Paols different applications. - =
[=-[@| Sikes True =
Default Web Site Filker: * GO - al Managed Pipeline Mode Integrates
I Jra) h d Pipeline Modh d
Marne I Status | JMET Frame, Mams DefaltippPoc]
J ASP.HET v4.0 Started b Quewe Length 10001 B
LIASPMETw4.0Cl... Starked  wh0 Start Automatically True
DASPMET v4.0De... Started w0 18] D
chasslc (MET App...  Started ¥2.0 L\m!t X 0
@Defaultnpplﬂml Started w0 Limit Action Moction
Limit Inkerval {minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4294967295
El Process Model
Identity ApplicationPoolldentity
Idle Time-out {minutes) 20
Load User Profile False
Maimum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time {seconc 90
Ping Period {seconds) 30
Shukdawn Time Limit (seconds) a0
tarkun Time Limit fearonds) an =
Enable 32-Bit Applications
[enable32BitAppOnWing] IF set ta true For an application poal on a 64-bit operating
system, the worker pracess(es) serving the application poal will be in WoOWas
(Windows on Windowst4) mode, Processes in WOWed mode are 32-bit processes. .
OK Cancel |
| 4
]
Ready =N

Step 5: Configure Web Applications

QLABWORKS

The folders installed into the \inetpub\wwwroot\LWWebtop and \inetpub\wwwroot\LWSampleLoginServiceneeds

to be converted to web applications.

User Input/Action

Expected
Results

Use administrative tool, “Internet Information Services Manager” to configure the web
applications.

&5 Internet Information Services (IIS) Manager
‘ | » PELW-PAFVISOL » Sites » Default WebSite » LWWebTop »

Eile View Help
Connections - Actions
| LwwebTop Home

e B Explore
&5 PELW-PAFVISDL (PERKINELMERNET\H | oo Grouping Edit Permissions...
5 Application Pools - T ——————
4.5 Sites Feature Name Description 2 Manage Folder @
4 €D Default Web Site & NET Compilation Configure properties for compili Browse Folder
1 [] aspnet_client © NET Globalization Configure globalization properti (8] Browse *80 (hitp)
1+ aystalreportviewersl15 [1.NET Profile Configure options that track use @ Hep
3 3 LWsampleLoginService T2 NET Roles. Configure user groups for use wi Online Help
1 1+ LWWebTop (% NET Trust Levels Configure trust-level policy files
o (& VirtualServer @, NET Users Manage users who belong to rol| _
(7] Application Settings  Configure name snd value pairs|
A%, Authentication Configure authentication setting
Eca Configure properties for CGl pro
“Zl Compression Configure settings to compress 1
[ Connection Strings Configure strings that Web sites

Default Document Configure default files to return |

rectory Browsing  Configure information to display
Error Pages Configure pages te retum when

Handler Mappings Specify resources that handle res
4 HTTP Response Head... Configure HTTP headers that are
HLogging Configure how IS logs requests +
S Machine Key Configure hashing and eneryptic
3 MIME Types Configure extensions and associi =
El E——— v
q o v | [E] Features View |2 Content View
Ready -1l

Internet
Information
Services
Manager is
opened.
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Expected
Results

Step User Input/Action

Select LWWebtop and then right click to Convert the folder to an application.

&5 Internet Information Services (IIS) Manager r==EcR =
[0 » PELW-PAFVISOL » Sites » Default\Web Site » LWWebTop » @ = M @~

File View Help

&
4 95 PELW-PAFVISOL (PERKINELMERNET\
) Application Pools

Group by: No Grouping

45 Sites Feature Name
2D Default Web Site £ NET Compilation
© ] aspnet_client @ .NET Globalization
5P cystalreportviewers115 [53).NET Profile
0] LWSampleLoginService T NET Roles
v 4] LV tust Levels
2 o v B Blore -
Edit Permissions..
ation Settings
[& Convertto Application intication
& Add Application...
& Add Virtual Directory... ==
ction Strings
Manage Folder v |t Document
G Refresh ry Browsing
ages
V2 Switch ta Content View er Mappings
L/ HTTP Response Head...
£l Logging
5 Machine Key

7 MIME Types
i it

Description =]
Configure properties for compili
Configure globalization propertii
Configure options that track use
Configure user groups for use wi
Configure trust-level policy files
Manage users who belong to rol| _
Configure name and value pairs |
Configure authentication setting|
Configure properties for CGl pro
Configure settings to compress 1
Configure strings that Web sites.
Configure default files to return |
Configure information to display
Configure pages to retum when
Specify resources that handle res
Configure HTTP headers that are
Configure how IS logs requests 1
Configure hashing and encryptic
Configure extensions and associi =
v

Actions
B Bplore
Edit Permissions..

Manage Folder 5]

Browse Folder

Browse 80 (http)

@ Help

Online Help

LWWebtop is
selected.

Convert to
Application is
selected.

Site name:  Default Web Site

Physical path:
Cinetpub\wwwroot\LWWebTop

Pass-through authentication

LConnect as... ] [ Test Settings...

Path: /
Alias: Application pool:
LWWebTop DefaultAppPool
3 Example: sales

. I v | [E] Features View |2, Content View
Ready ﬂi:i
Add Application -7 ==]

[ ok

J [ cance |

The Add
Application
dialog is
displayed.

The LWWebtop
folder is
converted to an
application.

Repeat the same procedure for LWSamplelLoginService

Add Application

Site name:  Default Web Site

Example: sales
Physical path:
Chinetpub\wwwroot\LW5ampleloginService

Pass-through authentication

LConnect as... ] I Test Settings...

Path: /
Alias: Application pool:
LWSampleLoginService DefaultAppPool

2 =d

[ ok

|| cancel

The Add
Application
dialog is
displayed.

The
LWSampleLoginService

folder is
converted to an
application.

Step 6: Gateway Administrator Setup
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For steps 6 — 8 of the Webtop Instillation please refer to steps 5 — 14 of the Desktop Instillation.

Step 7: Configure the Database

Step 8: Start the LWLicenseServices/LWDataServices

Step 9: Logon

Http://localhost/lwwebtop/login.aspx

Customer Logo:
The logo in the top-left of the application can be replaced.

Replace the file: \inetpub\wwwroot\LWWebtop\images\customerlogo.jpg with an image of your choice. The image
size is 200X54, but the program will also stretch/shrink to fit in the allowed space.

E start | & TFsPRILWKS00T Team Final | & New tab 3 web explorer % + - %
& = O ‘ P ORER/L\ ASPX 7&" = / 0

LABWORKS

v
FromDale 32972017 [ ToDale 47282017 [ ][ Report KS Refresh

Drag a column header here to group by that column
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Third Party Software

If your LABWORKS Application includes Third Party Applications such as BarTender or Northwest Analytical Quality
Analyst (NWA), then instructions for instillations for those products are provided with their respective products.

Appendices

Appendix A — Planning and Definition Worksheet

Desktop Server

Computer Name Domain Ping By Ping

Name Name BylPAddress
IP Address . . . Ping from Client | Yes/ No Yes / No
Server Reverse Lookup Use Ping —a <ipaddr>
IP Client
Client Reverse Lookup Use Ping —a <ipaddr>

LABWORKS Server Location (Loc1)
Server Files UNC
Server Files Local Path

Base Files User Folder
User Files Selection
SQC Files O Domain ID

- O LABWORKS ID
Temporary Files O  Workstation ID
LABWORKS LWPlatformService Folder (Loc2) O None

Desktop Client

Computer Name Domain Ping By Ping

Name Name BylPAddress
IP Address . . . Ping from Server | Yes/ No Yes / No
Client Reverse Lookup Use Ping —a <ipaddr>
IP Server
Server Reverse Lookup Use Ping —a <ipaddr>

LABWORKS Client Location (Loc3) ‘
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Webtop Server

Computer Name Domain Ping By Ping

Name Name BylPAddress
IP Address . . . Ping from Client Yes / No Yes / No
Reverse Lookup Use Ping —a <ipaddr>

Share and Permission

Permission function Permission Name
Manager

Advanced User

User

Special Requirements:
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Appendix B — Server and Client Installation Check List

QILABWORKS

[0 Running LWServer.exe as the administrator to install required folder, server software, and client
installation.

O Installation of LWLicenseServices

@)

Install as part of the LWServer installation the LWLicenseServices.

O Installation of LWDataServices

o Install as part of the LWServer installation the LWDataServices.
[0 CopyApplicationSpec.xmlfrom the server folder into the LWLicenseServices/LWDataServices folder License
Path should be local drive to LWEXE folder.
[0 CopyClientApp.config the server folder into the LWDataServices folder.
[0 Edit the LABWORKS Server ApplicationSpec.xml to use UNC name for LICENSE_SERVER LICENSE_FILE_PATH.
[0 Create Share and set share permission on the server folder.
[0 Set folder permission as required.
[0 Perform migration of the database to the current version as outlined in appendix D.
" 6.1/6.2/6.3/6.4/6.5/6.6/6.7/6.8/6.8.5/6.9/6.10
e Run the Microsoft/Oracle Script
e Run the Update Tool
e Run the Microsoft/Oracle Inventory Script — If Required.
e Run LWMigrationTool for Inventory — If Required.
e Run NGMigrationTool — If Required.
— [ = %] %) [%] [%) [e) [@) [@) + ,}ﬂ ﬂ o = = a
AR IR EHEIE R IR R
If Your %gg_ﬂmmm$ﬁt—uﬁ'555‘§§%85
Current 2/8|o|=5|2 a 518|152 E|8|3 2l= |z
. . e > © -
Version is: ~ ©| ©| E & & & o | S5 15| =
en Run = 3 S g o8 = S S
These 8| & | £ T| 5|2
- - o < (%] > (@]
Migrations = <
6.0 X | x X X X X X X X X X X X X X X X
6.1 X |[x |x |x |x |[x |x |x |x |[x |x |[x |[x [x
6.2 X X X X X X
6.3 X X X X X X
6.4, X X
6.5,6.6,6.7,
6.8, 6.8.5,
6.9, 6.10
o Run the Gateway Administrator Tool.
o Configure folders required for LABWORKS.
o Configure the Database.
o Configure Database Authentication.
o Configure Global Database Availability.
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[0 Start LWLicenseServices
[0 Start LWDataServices
[0 Run the ClientSetup.msi on each workstation that is to use LABWORKS

Appendix C — Webtop Check List

Run LWWebtop.exe.

If database updates performed by Desktop Installation the database is current, else run the Update Tool.
Configure folder security

Configure Web Applications

Configure Webtop Applicationspec.xml using the local drive notation.

O 0o0oa0anoao

Run the Gateway Administrator Tool.
o Set the folders for the Webtop

o Set the database connection

O

Start LWLicenseServices

O Start LWDataServices
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QLABWORKS

Appendix D - LABWORKS database migration 6.0/6.1/6.2/6.3/6.4/6.5/6.6/6.7/6.8/6.8.5/6.9/6.10

1.

Use the Database tools to run SQL script either, LWScripts-SQLServer.sql or LWScripts-Oracle.sql,

depending on your database system.

Run all versions of the LWXXRelease.xsp that have not previously been run.

If upgrading from 6.0 to 6.6 then run the Updatetool.exe for Service Pack - LW67Release.xsp. ( Refer

Appendix E)

If upgrading from 6.0 to 6.7 then run the Updatetool.exe for Service Pack - LW68Release.xsp. ( Refer

Appendix E)

If upgrading from 6.0 to 6.8 then run the Updatetool.exe for Service Pack - LW69Release.xsp. ( Refer

Appendix E)

If upgrading from 6.0 to 6.9 then run the Updatetool.exe for Service Pack - LW610Release.xsp. ( Refer

Appendix E)
LWMigrationTool.exe may need to be run.
NGMigrationTool.exe may need to be run.

Appendix E — LABWORKS Update Tool

Running the Update Tool

Expected
Step User Input/Action
P put/ Results
Select your database type, SQL or Oracle.
| &) LABWORKS Update Tool *
| Database
E =]
Database Owner Username
Jdbo
DatabasePassword Database is
1 |==
selected.
LABWORKS User ID
ILISF
Service Pack
W& 10Release, xs j
Connect Close
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Step User Input/Action

%)) LABWORKS Update Tool - O 4

Database

IDrade LI

Database Owner Username

|Lnswom<s

DatabazePassword

Ix:n:

LABWORKS User ID
IL.-'-\BWORKS

Service Pack

W6 10Release. xs LI

Connect Analyze Close

QLABWORKS

Expected
Results

Enter the database owner, likely dbo for SQL, and the schema owner for Oracle. New
tables will be created under this owner.

Database
owner
entered.

Enter the database connection Password.

Database
connection
password
entered.

Enter the database connection User ID.

Database
connection
User ID
entered.

Select the Service pack. All LWXXRelease.xsp files not previously applied are required.
They should be run in release order, 6.7, 6.8, 6.9, 6.10.

LW62DMRRelease.xsp, I18NTables.xsp, LWOPC.xsp are service packs for optional
software.

Update the database to latest LABWORKS Desktop format. The service pack 118 NTables
.xsp is used to add addition languages strings to the LABWORKS database and is used only
if needed for multi-language sites.

Service pack
selected and
run.

Press the Connect button to create a connection to the database.

Connection
e For Oracle databases, select the Microsoft OLEDB Provider for Oracle provider and to the
click ‘Next’. Enter your Oracle service name as the server name, database connection database is
username and password. Press ‘Test Connection’ to confirm the connection. established.
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Expected
Results

Step User Input/Action

&I Data Link Properties E
Provider |Cannectinn | Advanced | a1 |

Select the data you want to connect to:

OLE DB Providen(s)

Microsoft Jet 3.51 OLE DB Provider

Microsoft Jet 4.0 OLE DB Provider

Microsoft Office 12.0 Access Database Engine OLE DB Pro
Microsoft OLE DB Provider for Analysis Services 5.0
Microsoft OLE DE Provider For Data Mining Services
Microgoft OLE DE Provider for DTS Packages

Microsoft OLE DB Provider for Indexing Service

Microsoft OLE DB Provider for ODBC Drivers

Microgoft OLE DE Provider for OLAP Services 8.0
L
Microsoft OLE DB Provider for Search

Mirrmon~# Ml E NMAB Pressidar far SO Carear

.3

m

Enter your Oracle service name as the server name, database connection username and
password. Click Test Connection to confirm the connections.

75 | Data Link Properties (=3
" Provider Connection |Mvanced| A

Specify the following to connect to Oracle data:
1. Enter a server name:

IMYSenriceName
2. Enter information to log on to the database:

User name: Ilabworks
Password: |'“

)

rdi [~ Allow saving password

e For SQL Server databases, select the Microsoft OLEDB Provider for SQL Server provider
and click ‘Next’.

7 Data Link Properties =5l
Provider IConnection | Advanced | a1 |

Select the data you wart to connect to:

OLE DB Provideris)

Microsoft Jet 3.51 OLE DB Provider
Microsoft Jet 4.0 OLE DB Provider
Microsoft Office 12.0 Access Database Engine OLE DB Proy
Microsoft OLE DE Provider for Analysis Services 9.0
Microsoft OLE DE Provider For Data Mining Services
Microsoft OLE DB Provider for DTS Packages

Microsoft OLE DE Provider for Indexing Service

Microsoft OLE DB Provider for ODBC Drivers

Microsoft OLE DB Provider for OLAP Services 8.0

Microsoft OLE DB Provider for Oracle
Microsoft OLE DB Provider for Search

»

m
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Expected
S

User Input/Action

Enter your SQL Server name, database connection username and password, and the
database name. Press ‘Test Connection’ to confirm the connection.

&7 | Data Link Properties (=3
"Provider Connection |P«d\ranced I Al I

Specify the following to connect to SQL Server data:
1. Select or enter a server name:

Im'_.'sqlserver j Refresh |

2. Enter information to log on to the server:
" Use Windows NT Integrated security

& |se a specffic user name and password:

User name: |Iabwork5

Password: I"“"

[~ Blank password [ Allow saving password
1. % Select the database on the server:

Ii nowwinowedl 1

After the database connection is tested, press ‘Analyze’ to have the program identify the
database modifications required.

&l LABWORKS Update Toal - O X

Database

[sqL |

Database Owner Username

dbo

| Database
Datab P d ore .
|’: il modifications

are
LABWORKS User ID X .
7 = identified.

Service Pack

ILWGlOReIease.xsp LI

Analyze I Close I

Changes are
applied.

The program gives a preview of the changes to be made. To apply the changes press
‘Apply’.
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. Expected
Step User Input/Action Results

&) Update Tool : 100% - m] by

I~ MigrateData
Table : StateTransitions
Status : Success

I~ MigrateData
Table : SYSMGR
Status : Success

Update Tool x
I MigrateData
Table : URESOURCE

Status : Success
@ Update completed successfully

I~ MigrateData
Table : USERHEAD

Status : Success

I~ MigrateData
Table : WORKINGDAYTIME
Status : Success

T LT LT[ L[] e g

If an error is encountered, the step that was unsuccessful appears in red. Clicking on the
error message displays details about the error.

The errors must be corrected prior to continuing.
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