PRIVS

H i EXPANDED DESCRIPTON
2 K £ E
g 32§32
URVALUE GENERAL LEVEL = s gk
/ACCRPSET APP ADMIN / USER X Allows the user to run the Access Report program
ADD REPLICATE ADMIN / USER X X X Allow the user to add new Reblicate
Ren N SomN X lows th vt 0 e el s
AMAINT APP ADMIN / USER X X X X Allows the user to run the Analvsis List Maintenance Pragram from the LABWORKS Deskton
/ANALVALIDATE ADMIN / USER X x Allows the user to validate analvses
Aalvts STATE Aomn X Alowe et modt o anahs it n Anlss st Miiennce
/ANLOBJECTCHANGE ADMIN / USER X X X ‘to modifv or delete an an analvsis
/ANLOBJECTLOAD ADMIN / USER X X X Allows the user to load an obiect onto an analvsis.
/ANLOBJECTVIEW ADMIN / USER X X X X has analvsis
/APPROVE PRIV ADMIN / USER X x X Run Obiect Publisher
ARCHEY PP Somn X rn the oo from he LABMWORKS Desk
ASSIGN ANALYST ADMIN / USER X X X Allows the user to assien an analust to an analvsis.
ASSIGN DUEDATE ADMIN / USER X X X Allows the user to assien a due-date on an analvsis
ASSIGN INST ADMIN / USER X X X Allows the user to assien an instrument to an analvsis
- e X X Alowsthe sttt he Chck sum fid wih o Au rlewer
AUDIT G i X X lowsthe e ot h e el on on sl e
AUDIT PRIV ADMIN / USER X X Allows the user to access the Audit-trail Viewer
IDITRUI ADMIN / USER X X X X Allows the user to run the Audit-trail viewer
LOGO ADMIN / USER X X X Allows the user to run the Backloe Proeram from the LABWORKS Desktoo
SACKIOGRUN AOMIN /R xoxx Alowethe st ek rec
BARCODERUN ADMIN / USER X X X to eenerate a Proeram)
SATGHDELETE Aomn o bere ONIOC B
BATCHSETUP ADMIN / USER X X X Create QA/QC Batches
" X Alowe et o o ceteclalatons i the ms
CAR MODIFY ADMIN / USER X Allows the user to modifv CAPA Reports
CCHANGEPASSWORD ADMIN / USER X X X x X Allows the user to chanee their nassword
cnv ADMIN / USER X Allows the user to run the Chemical Inventorv proeram
CINV APPR ITEMS ADMIN / USER X Allows user to Anbrove Item Stack in Chemical Inventary
CINV CR ITEMNAME ADMIN / USER X Allows user to create new Item in Chemical Inventorv.
CINV CR VENDOR ADMIN / USER X Allows user to Create Vendar
CINV MODIFY ITEM ADMIN / USER X Allows user to edit Chemical Inventorv Item Stock.
CINV OVRDEXPDATE ADMIN / USER X Allows user to override exnirv date of item in Chemical Inventary.
CINY ADMIN / USER X Allows user to Aoorove Purchase Reauisition
CINV RECONCILE ADMIN / USER X Allows user to Phusical Reconciliation
CINV Si ADMIN / USER X Chemical Inventorv Suoer Owner
COA BYPASS VIOLS ADMIN / USER X Allows the user ta generate a COA that has snecification violations
i X Hlows th s fo e  COR Customer s hecord
COAPRNO APP ADMIN / USER X Allows the user ta run the COA Program from the LABWORKS Deskton
COARUN ADMIN / USER X Allows the user to run / enerate a COA
cons P X Aot e strconore e COA osram
conFGDESKMENU prov X X lowsthe st cofeure the LABWORK Deskio e
CoNFIOWEMEND vy X X o e et oot LARWORC o M
e prov X Hlows th ke fora e ComertCae posam e clations o 6.3 1061
convspecaonoes vy X Aot tersr 1 o Convensobes Pomr i om0 1
e are pr X terunthe cucta o th LABWORKSDesion
K APP ADMIN / USER X X X X Allows the user to run the Custadv Tracking program from the | ABWORKS Deskton
CUSTODYRUN ADMIN / USER X X X X Allows the user to enter Custodv Trackin information into Custodv Trackine
DELETE REPLICATE ADMIN / USER X X X X Allow the user ta delete existine Reolicate
arester s oy o s
oesirorserup o x
ADMIN / USER X to run the DMR ‘within the kt
DMRREAD ADMIN / USER X Allows the user to view DMR information in the DMR Anolication
DMRRUN ADMIN / USER X Allows the user to create DMR reoorts information in the DMR Aoolication
owmserur Aown X Aot e e U it 1 OV Al
AWRITE ADMIN / USER X Allows the user to enter DMR information in the DMR Aoolication
DOCRERCREATE Aown X Aot e sr o reme n
DOCREFDELETE ADMIN / USER X Allows user to delete Document Reference
DOCREFO APP ADMIN / USER X X X X Allows the user to run the orogram from the
DOCREFREVIEW ADMIN / USER X Allows the user to review Documents
ICREFVIEW ADMIN / USER X X X X Allows the user program
DV SHOW HISTORY ADMIN / USER X X X X Allows the user to Show Historv from the Dataviewer
FRRORLOGDELETE Jomn X Alows th st el oo enris
ERSETUP APP ADMIN / USER X X X X to run the Excention from the kt
KSHTCOMPLETE. ADMIN / USER X Allows the user to comolete eWorksheet
EWRKSHTDELETE ADMIN / USER X Allows user to delete eWorksheet
EWRKSHTEDIT ADMIN / USER X Allows the user to Change eWorksheet to In Progress.
EWRKSHTSETUP ADMIN / USER X Allows user to setun eWorkshee
EWRKSHTTEMPEXCEL ADMIN / USER X Allows user to Edit eWorksheet excel temolate
EWRKSHTTEMPSETUP ADMIN / USER X Allows user to setun eWorksheet temolate
EWRKSHTVALIDATE ADMIN / USER X Allows the user to Validate eWorksheet
EXCEPTIONRUN ADMIN / USER X X X X Allows the user to run Excention Reoorts from the Excention Reort orogram
Hlows th s i rogra wi detect exceptionsand eport therm it
oxcrmeronrseUr aomn x ot oonors o ke et o 2 e o
EXCPTRLO APP ADMIN / USER X Allows the user to run the Automatic Excention Reoort orogram from the LABWORKS Desktoo
EXPORT APP ADMIN / USER X X X X Allows the user to run the Export Data program from the LABWORKS Desktor
EXPORTRUN ADMIN / USER X X X X Allows the user to exoort data from the LIMS using previouslv confizured exvorting formats.
Alows the st i conigure (ot o poringdots o v LA ko ome e ot Severaloptons for exporing e
exvorrserup somn x Aol oo the e
FDETSET APP ADMIN / USER X Allows the user to run the Field Entrv Data Terminal oroeram from the LABWORKS Deskton
FIELDLABELRUN ADMIN / USER X Allows the user to orint labels to be used for field samoline.
FoRwsETUP o X Py Forms
GRoUPTYPECONTIG Aomn X X lows the s
LY P ADMIN / USER X X X to run the Instrument ailbration oroeram from the LABWORKS Desktoo
MCMODIY Aomin XX ox Hlows th s Intumentang
o o X X Alowsthe it han the o e
WSTCoN A Aomn X Alows th st he ntrument convrsionraramfom he LASWORKS Deson
ST Arp pr X Alows the et th nment Lo et Fom (e LABVIORK Okt
voceRuN AOMIN/UstR X oxoxox Al th ke to i et s wia th sancad abuors i roa,
Alows ther 1 the sl ettt Fogra. (PP Tis .U E4 ety g thtacks the pris o
RUI ADMIN / USER X industey to discharee inta a Publicly Owned Water Treatment facility.
rserue prie X Alowe i st ofove e b arosa
Uppo Ave Hlows th st ru he Labworks Il Prereatement Ooton
LMAINT APP ADMIN / USER X X X Allows the user to run the Location List Maintenance orogram from the LABWORKS Desktan.
ocATONMOOIFY JomN XX x Alows th st et th cation cods e Location Ut Mantenance rram,
LOCATIONREAD ADMIN / USER X X X Allows the user to view / orint location code information from Location List Maintenance
1oGwoLoccopE Alows th st foainsamols ta do ot hove  ardeined oatonCode
LoGPRNTSETUR aomin x ot maeioen
LoGTEMPLATEDEL Hlows th st el  somle Losin Temate
LOGTEMPLATESETUP aomin x ! ’ —
WX INTERNAL Aowm/usER XK X K X abwerks Exorer Usrswithout hs i ot e samols I Wsolrer il thes re Vot
LWEXPCONFIGURE ADMIN / USER X X X X Allows the user to confieure LABWORKS Exnlorer
werRUN AOMIN /SR XX X K X Alowstheusr oren LABWONS biorer
LWEXPSHOWRAW ADMIN / USER X X X Allows the user to view un-validataed data usine the read onlv Labworks Exolarer proeram
wsaco AP AOMIN /SR xoxox o x Alows th st heLWS0CS rofa o the LASWORKSDeskio,
LWTRENDO APP ADMIN / USER X X X X Allows the user to run the LWTREND oroeram from the LABWORKS Deskton
uwUpoATES Somn x X Alowstheusr
LWWEDCEF APP ADMIN / USER X Allows the user to run the Edit CEF oroeram from the LABWORKS
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LWWFRMED APP

PREPORT APP
PRICELISTDELETE

PRICELISTSETUP

QATEMPSETUP
QF DELETEQUERY
QE_EDITDATAMODEL

QE EDITOUERY

QE_NEWDATAMODEL
NEWQUERY

RESULTCHANGE

RESULTENTER
RESULTMERGE

RUTTEMPLATESETUP
RPT TMPLT STATE
RSETUP APP
SAMPARCHIVE
SAMPCOLLECTGRP
SAMPDELETE

SAMPINACTIVATE
'SAMPLOCKOVERRIDE

P
SMLENTRYMODIFY
SPECIALINFOSETUP

SPECSETUP
5Q CONFIGURE
sa RUN

TESTREAD
TRAINING APP

ADMIN / USER

ADMIN
ADMIN
ADMIN / USER
ADMIN
ADMIN / USER
ADMIN
ADMIN

ADMIN / USER

ADMIN
ADMIN / USER
ADMIN / USER
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ADMIN

ADMIN
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ADMIN
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ADMIN / USER
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ADMIN
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PRIVS

Allows the user to run the Form Editor orogram from the LABWORKS Deskton
Allows the user to run the INI Editor oroeram from the LABWORKS Desktoo

torun the rom the
Allows the user to run the orogram from the
Allows the user to run the Sinel from the

to run the Svstem the LABWORKS Desk

Allows the user to setun mail-list recards in SamoMaillist
Allows user to create new temolates under Demoeraohic Data Entrv

Allows the user to run the multi-comoonent transfer orogram from the LABWORKS Deskion
Allows user to add custome Method Reference.

Allows the user to Run migration tool anolication

Allow the user to chanee Reolicate nolicv
Allows the user to run the MOR Reoort oroeram from the LABWORKS Deskton
Allows the user to run / zenerate MOR Renorts from the MOR Renort program

(Exel
Allows the user to run the MOR Setun oroeram from the LABWORKS Deskton

torunthe orogram from the RKS Deski
Allows the user to modifu/create NGIl Instrument Interfaces

Allows user to post Null Reolicate result value
Allows the user nalvte. limits on samoles

Allows the user to confieure the PAM orogram
Allows the user to run the Proiect Analvte Management Program
Allows the user to use the Portable Data Entry orogram (PDET)

Allows the user to access the Persisted Grous in LWSamoleLogin

certain d forms.
Allows the user to run the Picklist Maintenance orogram from the LABWORKS Deskton
Allows user to post Replicate results with violation
Allows the user to modify ore-login eroun information

torun the Proeress
Allows the user to delete a orice list in the Location List Maintenance brosram

prices lists for use in pr Linked

and ar snerial hilling can he manaver

Allows the user to run a Prosress Renort from the Progress Renart oroeram

Allows the user to madify Proiects
Allows the user to delete Proiects
Allows the user r schedul tacreate an olan.

samoles in Py hedul
 that do not have 2 LABWO)

Allows the user inP

in fore a is assiened
Allows the user to acknowledge Praduction OK of samoles in Pracess Schedler

Allows the user to re-order samoles within Process Scheduler

Allows the user to reset the column confisuration within Pracess Schedler

Allows the user to login samoles within Process Scheduler

Allows the user to delete Shelf-life orouns within Process Scheduler

Allows the user to edit Shelf-ife erouns within Process Scheduler

Allows the user to make Shelf-lfe erouns within Pracess Scheduler

the Personnel
Allows the user to run the OA Batch Builder within the LABWORKS Deskton

Allows the user to run the QAQC Report oroeram from the LABWORKS Deskton

Allows the user to run the QA Template Setup program from the LABWORKS Deskiop

Allows the user to setup QA Templates from the QA Template Setup program

Allows the user to delete oreviousiy saved Ouery confisured using the Oery Freine.

y Data big the data being searched and the relationships
required to allow that data to be retrieved accurately). This requires a person to understand the data structure and to have some.
Vlartas of ralatinnal datahaces
Allows the user to madifu an existing Ouerv to chanee the owtout of the auery

tocreate a new data the tabl d to populate the queries that will be designed to extract

data from the LIMS. This the data structure and
Allows the user to create a new auery hased unon an exisiting Data Model.

Allows the user to run an existing auerv from the Ouerv Engine
Allows the user to run the Ouery Fngine program fram the | ABWORKS Deskion

torun the Result from the K

llows the user to generate final reports using Labworks standard reoorting tools

LEGACY PRIVILEGE THAT DOES NOT USE CURRENT REPORTING TOOLS

Allows the user to Reset configuration of all users

Allows the user to modify a result value that has been saved into the database.

Allows the user to load data, import data a

<amole

llows user to merze breviously osted result
to create

Labwork who can add results to a

existing result iplates to meet a users need for a custom data entry
Allows the user to undate the Reoort Temolate State
Allows the user to run the Result Entrv Temolate orogram from the LABWORKS Desktoo

the Labworks d;
Allows user to create or receive samole collection groups
Allows the user to delete samples from the database. Once deleted, there is no trail for that sample. The auit trail ends with the.
<amole being "deleted”
Allows the user to set a samole to an inactive status
Allows the user samole and result turned on.

ples in the LIMS. This s not the dding a sample at "not ready to collect” or at "ready to

callect” status in Process Scheduler

been logzed into the svstem

Allows the user
Allows the user to aborove the data orior orfora C;
LEGACY PRIVILEGE THAT IS NOT CURRENTLY USED
cus eram for a customer. no eeneral anolicability
CUSTOM Program for a customer. no general aoolicability
Allows the user to run the ScanDaemon broeram from the LABWORKS Deskton.

llows the user to create and modifv ScanDaemon Grouns

Allows the user to send an email through the LABWORKS Desktoo

llows the user to send a message through the LABWORKS Desktoo

Allows the user to canfieure email settings in the LABWORKS Deskton

Allows the user to run the Soecial Information Form Desianer from the LABWORKS Deskton
Allows the user to modify records in the Samole Mail List Entry

Allows the user to configure a Special Information Form (SIFO) which can

andat ode level

Allows the user to set the specifications for location code analysis codes. Location code only to be sample specific or at the Primary
Analusic code level to he 2 plahal <necification for all camnles cing that analuis
llows the user to confieure Steoed Queries
Allows user to run stenbed aueries
llows the user to save ‘Steoped Queries' to their Private orofile
Allows the user to save ‘Steaned Oueries'for use bv anv LABWORKS User
llows the user to generate SOC Charts or use the SQC brogram s confiaured.
Allows the user to canfiaure the SOC Charting orogram for all normal Labwaorks SOC confieuration attributes.
Allows the user to generate the svstem status report. A verv general summarv of the LIMS samole volume
to list

Allows the user to modify the Svstem Menu's in the LABWORKS Desktoo
Allows the user to modf the definition of analvsis cades that are orevioulsv confieured in the database
llows the user to view or orint the details of an analvsis code

Allows the user to run the Personell Training oroeram from the LABWORKS Deskton
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