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EXPANDED  DESCRIPTION

ACCRPSET_APP ADMIN / USER X Allows the user to run the Access Report program
ADD_REPLICATE ADMIN / USER X X X X Allow the user to add new Replicate
AER_RUN ADMIN X Allows the system to run automated email reports
AMAINT_APP ADMIN / USER X X X X Allows the user to run the Analysis List Maintenance Program from the LABWORKS Desktop
ANALVALIDATE ADMIN / USER X X X Allows the user to validate analyses
ANALYSIS_STATE ADMIN X Allows the user to modify the analysis state in Analysis List Maintenence
ANLOBJECTCHANGE ADMIN / USER X X X Allows the user to modify or delete an object stored with an analysis
ANLOBJECTLOAD ADMIN / USER X X X Allows the user to load an object onto an analysis
ANLOBJECTVIEW ADMIN / USER X X X X Allows the user to view an object that has been stored on an analysis
APPROVE_PRIV ADMIN / USER X X X Run Object Publisher
ARCHIVEV_APP ADMIN X Allows the user to run the Sample Archive Program from the LABWORKS Desktop
ASSIGN_ANALYST ADMIN / USER X X X Allows the user to assign an analyst to an analysis
ASSIGN_DUEDATE ADMIN / USER X X X Allows the user to assign a due-date on an analysis
ASSIGN_INST ADMIN / USER X X X Allows the user to assign an instrument to an analysis
AUDIT_CHKSUMVIEW ADMIN X X Allows the user to view the Check-sum field within the Audit-trail viewer
AUDIT_FIXCHKSUM ADMIN X X Allows the user to update the check-sum field on an audit record
AUDIT_PRIV ADMIN / USER X X Allows the user to access the Audit-trail Viewer
AUDITRUN ADMIN / USER X X X X Allows the user to run the Audit-trail viewer
BACKLOGO_APP ADMIN / USER X X X Allows the user to run the Backlog Program from the LABWORKS Desktop
BACKLOGRUN ADMIN / USER X X X Allows the user to run a backlog report
BARCODERUN ADMIN / USER X X X Allows the user to generate a barcode (within the Sample/Modify Program)
BATCHDELETE ADMIN X X Delete QA/QC Batches
BATCHSETUP ADMIN / USER X X X Create QA/QC Batches
CALCSETUP ADMIN X Allows the user to setup / create calculations in the lims
CAR_MODIFY ADMIN / USER X Allows the user to modify CAPA Reports
CHANGEPASSWORD ADMIN / USER X X X X X Allows the user to change their password
CINV ADMIN / USER X Allows the user to run the Chemical Inventory program
CINV_APPR_ITEMS ADMIN / USER X Allows user to Approve Item Stock in Chemical Inventory
CINV_CR_ITEMNAME ADMIN / USER X Allows user to create new Item in Chemical Inventory
CINV_CR_VENDOR ADMIN / USER X Allows user to Create Vendor
CINV_MODIFY_ITEM ADMIN / USER X Allows user to edit Chemical Inventory Item Stock
CINV_OVRDEXPDATE ADMIN / USER X Allows user to override expiry date of item in Chemical Inventory.
CINV_PR_APPR ADMIN / USER X Allows user to Approve Purchase Requisition
CINV_RECONCILE ADMIN / USER X Allows user to Physical Reconciliation
CINV_SPUSER ADMIN / USER X Chemical Inventory Super Owner
COA_BYPASS_VIOLS ADMIN / USER X Allows the user to generate a COA that has specification violations
COADELETE ADMIN X Allows the user to delete a COA Customer Base Record
COAPRNO_APP ADMIN / USER X Allows the user to run the COA Program from the LABWORKS Desktop
COARUN ADMIN / USER X Allows the user to run / generate a COA
COASETUP ADMIN X Allows the user to configure the COA program
CONFIGDESKMENU ADMIN X X Allows the user to configure the LABWORKS Desktop Menu
CONFIGWEBMENU ADMIN X X Allows the user to configure the LABWORKS Webtop Menu
CONVERTCALDEFS ADMIN X Allows the user to run the ConvertCalc Program (Update calculations from 6.3 to 6.4)
CONVSPEC60TO61 ADMIN X Allows the user to run the ConvertSpecs Program (Update specifications from 6.3 to 6.4)
CRPSET_APP ADMIN X Allows the user to run the Crystal Report Setup program from the LABWORKS Desktop
CTRACK_APP ADMIN / USER X X X X Allows the user to run the Custody Tracking program from the LABWORKS Desktop
CUSTODYRUN ADMIN / USER X X X X Allows the user to enter Custody Tracking information into Custody Tracking
DELETE_REPLICATE ADMIN / USER X X X X Allow the user to delete existing Replicate

DESKTOPSETUP ADMIN X
Allows the user to register and modify the registration of programs associated with the Labworks Desktop (pre 6 privilege)

DMR_APP ADMIN / USER X Allows the user to run the DMR application from within the LABWORKS Desktop
DMRREAD ADMIN / USER X Allows the user to view DMR information in the DMR Application
DMRRUN ADMIN / USER X Allows the user to create DMR reports information in the DMR Application
DMRSETUP ADMIN X Allows the user to setup DMR information in the DMR Application
DMRWRITE ADMIN / USER X Allows the user to enter DMR information in the DMR Application
DOCREFCREATE ADMIN X Allows the user to create new documents in the Documentation tracking program
DOCREFDELETE ADMIN / USER X Allows user to delete Document Reference
DOCREFO_APP ADMIN / USER X X X X Allows the user to run the Documentation tracking program from the LABWORKS Desktop
DOCREFREVIEW ADMIN / USER X Allows the user to review Documents
DOCREFVIEW ADMIN / USER X X X X Allows the user to view documents referenced in the Documentation tracking program
DV_SHOW_HISTORY ADMIN / USER X X X X Allows the user to Show History from the Dataviewer
ERRORLOGDELETE ADMIN X Allows the user to delete errorlog entries
ERSETUP_APP ADMIN / USER X X X X Allows the user to run the Exception Report setup program from the LABWORKS Desktop
EWRKSHTCOMPLETE ADMIN / USER X Allows the user to complete  eWorksheet
EWRKSHTDELETE ADMIN / USER X Allows user to delete eWorksheet
EWRKSHTEDIT ADMIN / USER X Allows the user to Change eWorksheet to In Progress
EWRKSHTSETUP ADMIN / USER X Allows user to setup eWorksheet
EWRKSHTTEMPEXCEL ADMIN / USER X Allows user to Edit eWorksheet excel template
EWRKSHTTEMPSETUP ADMIN / USER X Allows user to setup eWorksheet template
EWRKSHTVALIDATE ADMIN / USER X Allows the user to Validate eWorksheet
EXCEPTIONRUN ADMIN / USER X X X X Allows the user to run Exception Reports from the Exception Report program

EXCPTREPORTSETUP ADMIN X
Allows the user to configure the Automatic Exception Reporting program. This program will detect exceptions and report them with 

a stored Word document, email or sms the exceptions to a user or a group of users
EXCPTRLO_APP ADMIN / USER X Allows the user to run the Automatic Exception Report program from the LABWORKS Desktop
EXPORT_APP ADMIN / USER X X X X Allows the user to run the Export Data program from the LABWORKS Desktop
EXPORTRUN ADMIN / USER X X X X Allows the user to export data from the LIMS using previously configured exporting formats

EXPORTSETUP ADMIN X
Allows the user the configure formats for exporting data from the LIMS into some required format. Several options for exporting are 

available. See the User Manual.
FDETSET_APP ADMIN / USER X Allows the user to run the Field Entry Data Terminal program from the LABWORKS Desktop
FIELDLABELRUN ADMIN / USER X Allows the user to print labels to be used for field sampling. 
FORMSETUP ADMIN X Allows the user to create special lab forms using the Forms Generator Program
GROUPTYPECONFIG ADMIN X X Allows the user to configure Persisted Group information in LWSampleLogin
IMANDC_APP ADMIN / USER X X X Allows the user to run the Instrument Maintanence and Cailbration program from the LABWORKS Desktop
IMCMODIFY ADMIN X X X Allows the user to modify the data within the Instrument and calibraton database
INIEDIT ADMIN X X Allows the user to change the INI (initialization) file
INSTCONV_APP ADMIN X Allows the user to run the Instrument conversion program from the LABWORKS Desktop
INSTLIB_APP ADMIN X Allows the user to run the Instrument Library program from the LABWORKS Desktop
INVOICERUN ADMIN / USER X X X X Allows the user to run / generate invoices using the standard Labworks Invoicing program. 

IPPRUN ADMIN / USER X
Allows the user to run the Industrial Pretreatment Program. (IPP) This is a US EPA regulatory program that tracks the permits of 

industry to discharge into a Publicly Owned Water Treatment facility.
IPPSETUP ADMIN X Allows the user to configure the IPP program
LIPPO_APP Allows the user to run the Labworks Industrial Pretreatement Option
LMAINT_APP ADMIN / USER X X X Allows the user to run the Location List Maintenance program from the LABWORKS Desktop
LOCATIONMODIFY ADMIN X X X Allows the user to setup the location codes in the Location List Maintenance program.
LOCATIONREAD ADMIN / USER X X X Allows the user to view / print location code information from Location List Maintenance
LOGINWOLOCCODE Allows the user to login samples that do not have a predefined Location Code
LOGPRINTSETUP ADMIN X Allows the user to configure the information that may be printed a sample login
LOGTEMPLATEDEL Allows the user to delete a Sample Login Template
LOGTEMPLATESETUP ADMIN X Allows the user to configure the single sample, multi-sample and ProcessScheduler sample login screens or templates
LWEXP_INTERNAL ADMIN/USER X X X X X Labworks Explorer – Users without this priv don’t see samples in LWExplorer until they are Validated.
LWEXPCONFIGURE ADMIN / USER X X X X Allows the user to configure LABWORKS Explorer
LWEXPRUN ADMIN / USER X X X X X Allows the user to run LABWORKS Explorer
LWEXPSHOWRAW ADMIN / USER X X X Allows the user to view un-validataed data using the read only Labworks Explorer program
LWSQCO_APP ADMIN / USER X X X X Allows the user to run the LWSQC6 program from the LABWORKS Desktop
LWTRENDO_APP ADMIN / USER X X X X Allows the user to run the LWTREND program from the LABWORKS Desktop
LWUPDATES ADMIN X X Allows the user to apply database updates in the LWMigrationUtility program
LWWEDCEF_APP ADMIN / USER X Allows the user to run the Edit CEF program from the LABWORKS
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LWWFRMED_APP ADMIN / USER X Allows the user to run the Form Editor program from the LABWORKS Desktop
LWWINIED_APP ADMIN X X Allows the user to run the INI Editor program from the LABWORKS Desktop
LWWINV_APP ADMIN / USER X X X X Allows the user to run the Invoice program from the LABWORKS Desktop
LWWMULTI_APP ADMIN / USER X X X X Allows the user to run the Multi-sample Login program from the LABWORKS Desktop
LWWSINGL_APP ADMIN / USER X X X X Allows the user to run the Single-sample login program from the LABWORKS Desktop
LWWSYSTM_APP ADMIN X X Allows the user to run the System Manager program from the LABWORKS Desktop
MAILLISTSETUP ADMIN X X X X Allows the user to setup mail-list records in SampMaillist
MAKETEMPLATE ADMIN X X X Allows user to create new templates under Demographic Data Entry
MCXFERO_APP ADMIN / USER X X X Allows the user to run the multi-component transfer program from the LABWORKS Desktop
METHODREFEDIT ADMIN / USER X Allows user to add custome Method Reference.
MIGRATE_DATA ADMIN / USER X Allows the user to Run migration tool application
MIXSETUP ADMIN X Allows the user to setup special files for calibration/spike mixture files
MODIFY_REPLICATE ADMIN / USER X X X X Allow the user to change Replicate policy
MOR_RPT_APP ADMIN / USER X X X X Allows the user to run the MOR Report program from the LABWORKS Desktop
MORRUN ADMIN / USER X X X X Allows the user to run / generate MOR Reports from the MOR Report program
MORSETUP ADMIN X X X Allows the user to configure the MOR (Exel based reporting tool)
MORSTYLE_APP ADMIN X X X Allows the user to run the MOR Setup program from the LABWORKS Desktop
MSAMPLES_APP ADMIN / USER X X X Allows the user to run the Modify/Delete Samples program from the LABWORKS Desktop
NGIICREATEMODIFY ADMIN X Allows the user to modify/create NGII Instrument Interfaces
NULL_REPL_VALUE ADMIN / USER X Allows user to post Null Replicate result value
PAMRUN ADMIN X Allows the user to use the Project Analyte Management (PAM) program to specifiy reporting limits on samples
PAMSETUP ADMIN X Allows the user to configure the PAM  program
PANLMGTO_APP Allows the user to run the Project Analyte Management Program
PDETSETUP ADMIN / USER X Allows the user to use the Portable Data Entry program (PDET)
PG_PRIV Allows the user to access the Persisted Groups in LWSampleLogin
PICKLISTSETUP ADMIN X Allows the user to create picklists for use in certain Labworks programs and forms
PICKLSTO_APP ADMIN / USER X X X X Allows the user to run the Picklist Maintenance program from the LABWORKS Desktop
POST_REPL_VIOL ADMIN / USER X Allows user to post Replicate results with violation
PRELOG_MODIFY Allows the user to modify pre-login group information
PREPORT_APP ADMIN / USER X X X X Allows the user to run the Progress Report program from the LABWORKS Desktop
PRICELISTDELETE ADMIN X Allows the user to delete a price list in the Location List Maintenance program

PRICELISTSETUP ADMIN X
Allows the user to create special prices lists for use in the invoice program. Linked to special clients and customers so that discounts 

and or special billing can be managed.
PRINT_FROM_MOD ADMIN / USER X X X Allows the user to print routing and work sheets from the modify and delete program
PROGRESSRUN ADMIN / USER X X X X Allows the user to run a Progress Report from the Progress Report program
PROGRESSSETUP ADMIN X X X Allows the user to configure the Progress Report templates for customized viewing of the Labworks data
PROJECT_MODIFY Allows the user to modify Projects
PROJECT_DELETE Allows the user to delete Projects
PSEDITSCHEDULE ADMIN X X Allows the user to configure the Process Scheduler scheduling tool to create an automated sampleing plan.
PSLABRECEIPT ADMIN / USER X X X X Allows the user to acknowledge Laboratory Receipt of samples in Process Scheduler
PSPRELABDELETE ADMIN / USER X X X Allows the user to delete samples in Process Scheduler that do not have a LABWORKS Sample number assigned
PSPRELABMODIFY ADMIN / USER X X X X Allows the user to modify samples in Process Scheduler before a LABWORKS Sample number is assigned
PSPRODUCTOK ADMIN / USER X X X X Allows the user to acknowledge Production OK of samples in Process Scheduler
PSREORDER ADMIN / USER X Allows the user to re-order samples within Process Scheduler
PSRESET_COLUMN ADMIN / USER X Allows the user to reset the column configuration within Process Scheduler
PSSAMPLELOGIN ADMIN / USER X X X X Allows the user to login samples within Process Scheduler
PSSHELFLIFEDEL ADMIN X Allows the user to delete Shelf-life groups within Process Scheduler
PSSHELFLIFEEDT ADMIN X Allows the user to edit Shelf-life groups within Process Scheduler
PSSHELFLIFEMAK ADMIN / USER X Allows the user to make Shelf-life groups within Process Scheduler
PTMODIFY ADMIN X Allows the user to modify the data withing the Personnel Training database
QABATCHE_APP ADMIN / USER X X X Allows the user to run the QA Batch Builder within the LABWORKS Desktop
QAQCREPO_APP ADMIN / USER X X X Allows the user to run the QAQC Report program from the LABWORKS Desktop

QATEMP_APP ADMIN X X X Allows the user to run the QA Template Setup program from the LABWORKS Desktop

QATEMPSETUP ADMIN X X X Allows the user to setup QA Templates from the QA Template Setup program

QE_DELETEQUERY ADMIN X Allows the user to delete previously saved Query configured using the Query Engine

QE_EDITDATAMODEL ADMIN X

Allows the user to modify an existing Data Model (collection of tables containing the data being searched and the relationships 

required to allow that data to be retrieved accurately). This requires a person to understand the data structure and to have some 

knowledge of relational databases.
QE_EDITQUERY ADMIN X Allows the user to modify an existing Query to change the output of the query

QE_NEWDATAMODEL ADMIN X

Allows the user to create a new data model by selecting the tables required to populate the queries that will be designed to extract 

data from the  LIMS.  This requires knowledge of the data structure and a basic understanding of relational databases.

QE_NEWQUERY ADMIN X Allows the user to create a new query based upon an exisiting Data Model.
QE_RUNQUERY ADMIN / USER X Allows the user to run an existing query from the Query Engine
QENGINE_APP ADMIN / USER X Allows the user to run the Query Engine program from the LABWORKS Desktop
RENTRY_APP ADMIN / USER X X X X Allows the user to run the Result Entry program from the LABWORKS Desktop
REPORTRUN ADMIN / USER X X X X Allows the user to generate final reports using Labworks standard reporting tools
REPORTSETUP ADMIN X LEGACY PRIVILEGE THAT DOES NOT USE CURRENT REPORTING TOOLS
RESET_CONFIG ADMIN X Allows the user to Reset configuration of all users
RESULTCHANGE ADMIN / USER X X X Allows the user to modify a result value that has been saved into the database.

RESULTENTER ADMIN / USER X X X
Allows the user to load data, import data and calculate results. Required for almost all Labworks users who can add results to a 

sample
RESULTMERGE ADMIN / USER X Allows user to merge previously posted result

RLTTEMPLATESETUP ADMIN X
Allows the user to create, modify and confiure new or existing result entry templates to meet a users need for a custom data entry 

screen
RPT_TMPLT_STATE Allows the user to update the Report Template State
RSETUP_APP ADMIN / USER X X X Allows the user to run the Result Entry Template program from the LABWORKS Desktop
SAMPARCHIVE ADMIN X Allows the user to archive data using the Labworks data archival program
SAMPCOLLECTGRP ADMIN / USER X Allows user to create or receive sample collection groups

SAMPDELETE ADMIN X
Allows the user to delete samples from the database.  Once deleted, there is no trail for that sample. The audit trail ends with the 

sample being "deleted"
SAMPINACTIVATE ADMIN X X X X Allows the user to set a sample to an inactive status
SAMPLOCKOVERRIDE ADMIN X X Allows the user to modify stored sample and result information if the LOCKVALIDSAMPS System Manager key is turned on.

SAMPLOGIN ADMIN / USER X X X X
Allows the user to create samples in the LIMS. This is not the same as adding a sample at "not ready to collect" or at "ready to 

collect" status in Process Scheduler
SAMPMODIFY ADMIN / USER X X X Allows the user to modify a sample after it has been logged into the system
SAMPRESTORE ADMIN X Allows the user to restore a sample to the active database using the Labworks Restore program
SAMPVALIDATE ADMIN / USER X X Allows the user to approve the data prior to making it available for reporting or for a Certificate of Analysis
SAVEDESKTOP LEGACY PRIVILEGE THAT IS NOT CURRENTLY USED
SAWSCREATE CUSTOM Program for a customer, no general applicability
SAWSSCHVIEW CUSTOM Program for a customer, no general applicability
SCANDAEMON_APP ADMIN X X Allows the user to run the ScanDaemon program from the LABWORKS Desktop
SDGROUPSETUP ADMIN X X Allows the user to create and modify ScanDaemon Groups
SEND_EMAIL ADMIN X X Allows the user to send an email through the LABWORKS Desktop
SEND_MESSAGE ADMIN / USER X X X X X Allows the user to send a message through the LABWORKS Desktop
SET_EMAIL_SERVER ADMIN X X Allows the user to configure email settings in the LABWORKS Desktop
SI_SETUP_APP ADMIN X Allows the user to run the Special Information Form Designer from the LABWORKS Desktop
SMLENTRYMODIFY Allows the user to modify records in the Sample Mail List Entry

SPECIALINFOSETUP ADMIN X
Allows the user to configure a Special Information Form (SIFO) which can be used at the sample level and at the analysis code level

SPECSETUP ADMIN X
Allows the user to set the specifications for location code analysis codes.  Location code only to be sample specific or at the Primary 

Analysis code level to be a global specification for all samples using that analysis code
SQ_CONFIGURE ADMIN / USER X X X Allows the user to configure Stepped Queries
SQ_RUN ADMIN / USER X Allows user to run stepped queries
SQ_SAVE_PRIVATE ADMIN / USER X X X Allows the user to save 'Stepped Queries' to their Private profile
SQ_SAVE_PUBLIC ADMIN / USER X X X Allows the user to save 'Stepped Queries' for use by any LABWORKS User
SQCRUN ADMIN / USER X X X X Allows the user to generate SQC Charts or use the SQC program as configured.
SQCSETUP ADMIN X X Allows the user to configure the SQC Charting program for all normal Labworks SQC configuration attributes.
STATUSRUN ADMIN X Allows the user to generate the system status report.  A very general summary of the LIMS sample volume
STDRESULTSETUP ADMIN X Allows the user to modify the system result abbreviaions list
SYS_CONFIGMENU ADMIN X X Allows the user to modify the System Menu's in the LABWORKS Desktop
TESTMODIFY ADMIN X X X Allows the user to modfy the definition of analysis codes that are previoulsy configured in the database
TESTREAD ADMIN / USER X X X X Allows the user to view or print the details of an analysis code
TRAINING_APP ADMIN / USER X Allows the user to run the Personell Training program from the LABWORKS Desktop
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