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1 OVERVIEW

Labworks eLIMS (Labworks eLIMS) is an extension of Labworks eLIMS software, intended to improve existing
and provide additional functionality. It is a browser-based client application, that uses server-side services for
user authentication and communication with LABWORKS database.

1.1 DOCUMENT PURPOSE

The purpose of this document is to provide instructions for Labworks eLIMS software installation.
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2 GETTING STARTED

Labworks eLIMS installation requirements:

1. Minimum hardware requirements
e Memory (RAM) - 8 GB;
e Processor — 4 x 3.0 GHz or higher quad core processor

2. Recommended hardware requirements
e Memory (RAM) - 16 GB;
e Processor — 4 x 3.0 GHz or higher quad core processor
e SSD storage for the database

3. Software requirements
e Operation system
o Windows Server 2016 STD/ENT

o Windows Server 2019 STD/ENT

Installed Labworks desktop services, version 7.1.0.48 or above
o The minimal required build version of Labworks desktop services is 6.11.0.2068.
o Please follow the desktop LABWORKS 7.0 Installation Guide documentation instructions to
correctly install the desktop services.

Installed Labworks eLIMS services, version 7.1.0.176
o Please make sure that Labworks eLIMS services are installed before starting Labworks
eLIMS installation.
o Please follow the Labworks eLIMS v7.1.0.176 Installation Guide instructions below to
correctly install the services.

Installed Internet Information Services (lIS), version 10.0 or above

o Please follow the Labworks eLIMS v7.1.0.176 Installation Guide instructions below to
correctly install the services.

o Labworks eLIMS files will be installed into the following directory:
C:\inetpub\wwwroot\LabworksWeb\.

o Please note the path to IIS’s wwwroot (by default, “C:\inetpub\wwwroot”) is automatically
determined from the registry and “\LabworksWeb\” is appended to the end of that path. If
IIS was installed then the installer gets the correct path from the registry and adds
“\LabworksWeb\” to the end of the path. The installation location cannot be changed.

e Installed .Net Framework, version 4.7.2 or above.
o Application Pool Enable 32 bit applications.
o Please follow the Labworks eLIMS v7.1.0.176 Installation Guide instructions below to
correctly install the framework.

e Network
o Net service connectivity to the Oracle/SQL database from the Webserver.
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o Clients must be able to connect to the Webserver. All clients must be able to resolve the
same name to browse to the Webserver.

e Oracle Client
o Oracle 12c. Only the full Oracle client is qualified.

4. Recommended database version
o Thereis a performance benefit into using the Enterprise Edition version of MSSQL and Oracle
databases.

Moreover, there are performance limitations with using Labworks eLIMS with SQL Express Edition
and SQL Standard Edition.
o ltis not recommended to use SQL Express Edition if more than 1000 samples are stored in
the database.
o Itis not recommended to use SQL Standard Edition if more than 100 000 samples are
stored in the database.

5. Recommended web and mobile browsers
e Safari 14x (I0S 14x) - release date September 2020 or later
e Chrome 93 (Android Chrome 93 + Android 9 OS) - release date September 2021 or later

The Labworks eLIMS installation package includes:

1. Labworks eLIMS web-site files
The LABWORKS-Enterprise_LIMS-7.1.0.176.msi file that extracts the all web-site and server files.

2. Labworks eLIMS SQL scripts for LABWORKS database
You have to choose one of the two files during the installation process, depending on your database
and run the scripts using your database client:
e LWEnterpriseSQLScripts-SQLServer-7.1.0.176.sq|
e |LWEnterpriseSQLScripts-Oracle-7.1.0.176.sql

3. Extension for IIS
The rewrite_amd64_en-US.msi file is used to set additional properties to IIS.

4. Labworks eLIMS Service Pack
A file required for the LABWORKS Update Tool: LWEnterpriseRelease-7.1.0.176.xsp

Note: We recommend you print the last page of this guide containing an installation checklist as that will help
you verify all installation steps as you follow them.
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3 PREREQUISITES CHECK

3.1 LABWORKS SERVICES AVAILABILITY

In order to verify whether the LABWORKS services are available in the network, a connection test must be
performed. The connection should be tested between the client computer and the desktop server from both
ends. The ‘ping -a <IP address>’ command should output the full computer name at the first line. If the
computer name does not contain the domain name or the client and the server have different domain names,
they may experience permission-related communication issues.

An example of the ping command output:
C:\>Ping -a 192.168.0.1

Pinging Computer0l.Company.com [192.168.0.35] with 32 bytes of data:
Reply from 192.168.0.1: bytes=32 time=2ms TTL=63
Reply from 192.168. : bytes=32 time<lms TTL=63
Reply from 192.168. bytes=32 time=lms TTL=63
Reply from 192.168. bytes=32 time<lms TTL=63

o o o
N S

Ping statistics for 192.168.0.1:
Packets: Sent 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 2ms, Average = 0ms

C:\>

3.2 IS AND .NET AVAILABILITY

Please follow these steps to verify whether Internet Information Services and .NET framework are installed:

Step User Input / Action Expected Results
1 Navigate to the Windows Control Panel “Programs and Features” window “Programs and
using the Start menu. Features” window

a Programs % dlsplayed .

&« = ~ 41 [ » Contr.. » Programs v 0 Search Control Panel 2

Contrel Panel Home
Programs and Features

System and Security ] Uninstall a program 5 Turn Windows features on or off
View installed Pregrams and Features
Metwork and Internet Run program Uninstall or change programs on your
Hardware and Sound Houw to instal SompUter
* Programs E Default Programs
User Accounts Q Change default settings for media or devices

Appearance and Make a file type always open in a specific program
Personalization Set your default pregrams

Clock, Language, and Region & Java

Ease of Access |;.
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Step

User Input / Action

Expected Results

2 Click the “Turn Windows features on or off” link on the left-hand side of the

window.

i Programs and Features -
+ [iE » Control Pancl » All Control Penel tems » Programs end Features, v & [ Scerch Programs and Festures 2 |
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tum Windows features on or

off Organize +

Install 2 program from the =

networ Name Publisher Installed On _ Size Version ~
[J Micrasoft SQL Server 2012 Setup (English) Microsoft Carporation 911972017 TAME 11131280
[ Prerequisites for SSDT Microsoft Corporation 9r1972017 635MB 110210060
5 Microsoft Report Viewer 2012 Runtime Microsoft Corporation 91972017 262MB 110210060
5 Microsoft SO Server 2012 Data-Tier App Framework  Microsoft Corporation 91972017 TH4MB 10210060
5 Microsoft SOL Server 2008 Setup Support Files: Microsoft Corporation 91192017 BIMB 10127310
[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.30... Microsoft Corporation 971972017 101 ME 00307204974
d Microsoft SQI Server 2012 Transact-SQL Compiler Ser... Microsoft Corporation 911972017 S48ME 110210060
[ Micrasoft SOL Server System CLR Types Microsoft Carporation 91972017 253MB 105125000
5 Microsoft SOL Server 2012 T-5QL Language Service  Microsoft Corporation 91972017 613MB 110210060
2 Microsoft . NET Framework 4 Multi-Targeting Pack  Microsoft Corporation 91972017 834MB 4030319
#Microsoft Visual Studio 2010 Shell (solated) - ENU Microsoft Corporation 971972017 STOME  10.0.40219
5 Microsoft SQL Server 2012 Management Objects Microsoft Corporation or19/2017 159ME 110210060
5 Microsoft SQL Server 2012 Palicies Microsoft Corporation 91972017 SO6KE 110210060 N
[ Micrasoft System CLR Types for SQL Server 2012 Microsoft Carporation 017 115MEB 110210060 =
[ Microsoft Visual C+ + 2010 186 Redistributable - 10.0,.. Microsoft Corporation 1972017 1IME 10040219
@ Microsaft Visual Studio Tools for Applications x64 Ru... Microsoft Corporation 91972017 115MB 10040220
5 Microsoft System CLR Types for SQL Server 2012 (x64) ~ Microsoft Corporation 971972017 176MB 10210060
§8!Microsoft SOL Server Data Tools - Database Projects .. Microsoft Corporation 91192017 VKB 103201160 .

A Currently installed programs Totel size: 292 GB
44 programs installed

27

The “Server Manager
and “Add Roles and
Features Wizard”
windows displayed.

3 Click the “Next” button in the Add Roles and Features Wizard.

To continue, dick Next.

Nest >

f’ Menzge Tooks View belp

Cancel

Events

rmance Performance

Events

“Installation Type”
page displayed.

© Copyright 1998-2022 Labworks LLC. All rights reserved

Page 11 of 101




Labworks eLIMS v7.1.0.176 Installation Guide

ZJLABWORKS

Step

User Input / Action

Expected Results

4

[

Click the “Next” button.

Add Roles and Features Wizard \;Ii-

DESTINATIOM SERVER

Select installation type LABWORKSServerLABWORKS local
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

“Select destination
server” page
displayed.

ck the “Next” button.

Cli

=

Add Roles and Features Wizard EEIEN

DESTINATION SERVER

Select destination server A e ey

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Select a server from the server pool
) Select a virtual hard disk

Installation Type

Server Pool

Filter: |

Name IP Address Operating System

LABWORKSServer. LABW... 192.168.54.214  Microsoft Windows Server 2012 R2 Essentials

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous Next > nsta Cancel

“Select server roles”
page displayed.

© Copyright 1998-2022 Labworks LLC. All rights reserved
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Step

User Input / Action

Expected Results

6

Expand the “Web Server (lIS) > Web Server > Application Development”
node and make sure that following options are checked:

e .NET Extensibility (4.5 or above)
e ASP

e ASP .NET (4.5 or above)

e [SAPI Extensions

e [SAPI Filters

e Server Side Includes

&= Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected servar,

Before You Begin

Roles

4 [H] Web Server (IIS) (21 of 43 installed)

VIR Web Server (19 of 34 installed]

] Common HTTE Features (5 of 6 installed)
[B] Health and Diagnostics (4 of 6 installed)
[E] Performance (1 of 2 installed)

[B] Security (3 of 9 installed)

4[] Application Development (6 of 11 installed)
[ NET Extensibility 3.5
V] NET Extensibility 4.5 (Installed
[ Application Initialization
| ASP (Installed’
[] ASPNET35

V] ASP.NET 4.5 (Installed

[] WebSocket Protocal

[] FTP Server

M

B |

DESTINATION SERVER
LABWORKSServer LABWORKS Jocal

Description

Web Server provides support for HTML
Web sites and optional support for
ASPINET, ASP, and Web server extensions.
You can use the Web Server to host an
internal or external Web site o to provide
an environment for developers to create
Web-based applications.

Cancel

All listed options
checked.
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Step

User Input / Action

Expected Results

7 Scroll down and expand the “Management Tools > IIS 6 Management

e IS 6 Metabase Compatibility

IIS 6 Management Console
IIS 6 Scripting Tools

IIS 6 WMI Compatibility
And click the “Next” button.

Compatibility” node and make sure that following options are checked:

Select server roles

Before You Begin

Installa

Confirmation

Add Roles and Features Wizard

BE |

DESTINATION SERVER
LABWORKSServer LABWORKS Jocal

Select one or more roles to install on the selected server.

Roles

[ WebSocket Protocal
[] FTP Server

Description

~] 1156 Scripting Tools provide the ability to
continue using IS 6 scripting tools that you
built to manage 1S 6 in IIS 7, especially if
your applications and scripts that use
ActiveX Data Objects (ADO) or Active
Directory Service Interface (ADSI) APIs. IIS 6
Scripting Tools require Windows Process
Activation Service Configuration AP,

4 [H] Management Tools (2 of 7 installed)

] IIS Management Console (Installec

V| 1IS € Meta
IS 6 Scripting Tool:
1IS 6 WMI Compatibility
[] IS Management Scripts and Tools

[] Management Service

4 [H] IIS 6 Management Compatibility (1 of 4 installed)

1IS 6 Management Censole

[T Windows Deployment Services

< Previous Next > nstal Cancel

“Select features”
page displayed.

8 Check the option “IIS Hostable Web Core” and click the “Next” button.

=]

Select features

Before You Begin

Installation Ty

ery

S
S

Confirmation

Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features

[B] NET Framework 3.5 Features (1 of 3 installd)
[B] NET Framework 4.5 Features (4 of 7 installed)
[] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption
[ BitLocker Network Unlock
V] BranchCache (Installed

[ Client for NFS

[] Data Center Bridging

[] Direct Play

[ Enhanced Sterage

V| Group Policy Manag
v

vl Inka

[] Internet Printing Client
[ IP Address Management (IPAM) Server
[[] iSNS Server service

[] LPR Port Monitar

[J Management OData IIS Extension

V| ed dation d

[= L=

DESTINATION SERVER
LABWORKSServer,LASWORKS Jocal

Description

~]  1IS Hostable Web Core enables you to write
custom code that will host core IS
functionality in your own application. HWC
enables your application to serve HTTP
requests and use its own
applicationHost.config and root web.config
configuration files. The HWC application
extension is contained in the hwebcore.dll
file.

< Previous Next > nstal Cancel

“Confirm installation
selections” page
displayed.
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Step User Input / Action

Expected Results

9 If any of the options were unchecked, click ‘Install’.
=) Add Roles and Features Wizard = I:'-

DESTINATION SERVER

Confirm installation selections LABWORKSSarver LABWORKS oca

To install the following roles, role services, or features on selected server, dlick Install.

[[] Restart the destination server automatically if required

Optional features (such as adminisiration tools) might be displayed on this page because they have been selected
automatically. If you do not want to install these optional features, <lick Previous to clear their check boxes

Web Server (I15)

Confirmation Msnagement Tools

1IS & Management Compatibility
115 6 Management Console
1IS 6 Scripting Toals
115 6 WM Compatibility
Web Server
Application Development
NET Extensibllity 3.5

Export configuration settings
Specify an altemate source path

< Previous Next > Install Cancel

“Installation
progress” page
displayed.

10 Click “Close” to exit, once the installation process has finished.
& Add Roles and Features Wizard =-|8] x

DESTINATICN SERVER

Installation progress LABWORKSServer LABWORKS Jocal

View installation progress

@ Festure instaliation

Installation succeeded on LABWORKSServer. LABWORKS Jocal.

Web Server (1IS)
Management Toals

115 6 Management Compatibility

IS 6 Management Console
1I5 6 Scripting Tools
1IS 6 W1 Compatibility
Web Server
Application Development
NET Extensibility 3.5

You can close this wizard without interrupting running tasks. View task progress or open this page again by
dlicking Notifications in the command bar, and then Task Details.

Expart configuration settings

Window closed.

11 Verify whether IIS has been installed:

e Type “inetmgr” in the field and press “Enter”.

e Use “Windows + R” button combination to open the “Run” window.

If IS is installed then
IIS Manager will be
launched. Otherwise,
an error message will
be displayed.

12 Please reboot the computer after the installation of missing components.

© Copyright 1998-2022 Labworks LLC. All rights reserved
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3.3 DATABASE PERMISSIONS

Please, make sure that the database user that is used in the LABWORKS application is owner for DB schemas
or, otherwise, meets following requirements:

e Oracle
o The database user has “ALTER ANY SEQUENCE” system privilege.
e MSSQL

o The database user is a member one of the following roles:
= “sysadmin fixed server” role
= “db_owner fixed database” role
= “db_ddladmin fixed database” role.

3.4 UPGRADE ORDER

Please make sure to upgrade LABWORKS desktop before upgrading the Labworks eLIMS to make sure that the
database schema is up-to-date.

You can find the current version of Labworks eLIMS by navigating to the following URL:

“<Web application domain>/version”
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4 LABWORKS ELIMS INSTALLATION

4.1

LABWORKS UpDATE TOOL

ZJLABWORKS

The LABWORKS Update Tool will apply modifications to your database required for Labworks eLIMS work. It
will not affect any of your existing data.

After that you should apply SQL scripts.

WARNING: this order is different from the order you use to upgrade LABWORKS desktop, in which you are
supposed to run the script first and then apply the service pack.

Step User Input / Action Expected Results
1 Stop the LWeLIMSLicense and LWeLIMSData services if the Labworks eLIMS Services are stopped.
application is already installed.
e Use “Windows + R” button combination to open the “Run” window.
e Type “services.msc” in the field and press “Enter”.
e Find LWeLIMSLicense and LWelLIMSData services and stop them.
2 Copy the Labworks eLIMS Service Pack (LWEnterpriseRelease-7.1.0.176.xsp) LWEnterpriseRelease-

from the Labworks eLIMS installation package to the location of LABWORKS
Update Tool EXE file (usually C:\LABWORKS\LWEXE\Server)

7.1.0.176.xsp copied
to the folder.

© Copyright 1998-2022 Labworks LLC. All rights reserved
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3 Launch the UpdateTool.exe in the same folder with administrator permissions, | “Data Link Properties”
and fill out the form: window displayed.

e Database —the type of your database.

e Database Owner Username — the owner of the tables to be created.
e Database connection password.

e LABWORKS User ID.

e Service Pack — select the LWEnterpriseRelease-7.1.0.176.xsp option

Once the form is filled, click the “Connect” button.

&) LABWORKS Update Tool - O X

Database
e =]

Database Owner Username
|dbo

DatabasePassword

LABWORKS User ID
|Ial:nw0rks

Service Pack
|L'|":'Enter|:|rise 10Release, xsp j

Connect Close
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4.1

If your database type is Oracle, select “Microsoft OLEDB Provider for Oracle”

option and click the “Next” button.

£F| Data Link Properties

Provider Connection Advanced Al

Select the data you want to connect to:

x

OLE DB Providen(s)

Microsoft Jet 4.0 OLE DB Provider

Microsoft OLE DB Provider for ODEC Drivers
Microsoft OLE DB Provider for Oracle

Microzsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SQL Server
Microsoft OLE DB Simple Provider

M5 DataShape

OLE DB Provider for Microsoft Directory Services
Oracle Provider for OLE DB

S0L Server Mative Client 11.0

OK Cancel

Help

“Connection” tab
displayed.

4.2

If your database type is SQL, select “Microsoft OLEDB Provider for SQL Server”

option and click the “Next” button.

£ | Data Link Properties

Provider Connection Advanced Al

Select the data you want to connect to:

QLE DE Providen(s)

Microsoft Jet 4.0 OLE DB Provider

Microsaft OLE DB Provider for Analysis Services 13.0
Microsoft OLE DE Provider for Analysis Services 14.0
Microsoft OLE DB Provider for ODBC Drivers
Microsoft OLE DB Provider for Oracle

Microsoft OLE DB Provider for Search

Microsoft OLE DB Provider for SQL Server

Microsoft OLE DB Simple Provider

MS5DataShape

QLE DB Provider for Microsoft Directory Services
QLE DB Provider for SGL Server Integration Services
QLE DB Provider for SGL Server Integration Services
S0L Server Native Client 11.0

x

oK Cancel

Help

“Connection” tab
displayed.
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5.1 | If your database type is Oracle, enter your Oracle service name in the server Test Connection
name field, along with database user name and password. performed.
Click the “Test Connection” button.
£ | Data Link Properties *

Provider Connection  Advanced Al

Specify the following to connect to Oracle data:
1. Enter a server name:

[orcL |
2. Enter information to log on to the database:

Iser name: |Iabw0rks |

Password: |......... |

[]Blank password ] Allow saving password

Test Connection

QK Cancel Help

5.2 If your database type is SQL, enter your SQL server name, database user name, | Test Connection
password and select the database. performed.
Click the “Test Connection” button.

£ | Data Link Properties *
Provider Conmection  Advanced Al

Specify the following to connect to SQL Server data:
1. Select or enter a server name:
WIN-F56ED1D60P3 || Refresh
2. Enter information to log on to the server:
() Use Windows NT Integrated security

(®) Use a specific user name and password:

User name: |Iabworks |

Password: |on |

[]Blank password  [] Allow saving password
3. (®) Select the database on the server:
|LABWORKS ~|
() Attach a database file as a database name:
LABWORKS

Test Connection

QK Cancel Help
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6 Click the “Analyze” button to initialize required database modifications.

&l LABWORKS Update Tool

Database
s =l

Database Owner Username
|dbo

DatabasePassword

LABWORKS User ID
|Iabw0rks

Service Pack
|L'I.“J'EI‘ItEF|:IFiSE 10Release. xsp ﬂ

Discnnnectl Analyze

O x

Close

Database
modifications list
displayed.

7 Click the “Apply” button to apply the modifications.

ﬂl Update Tool

¥ MigrateData
Table : ACTIONCODES

¥ MigrateData
Table : ANALYSIS

¥ MigrateData
Table : ANALYST_TEAM

¥ MigrateData
Table : ANALYSTS

v MigrateData
Table : ANALYTES

¥ MigrateData

L

[] Create scriptonly  Apply Cancel

Database modification
process started.
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8 Once the process is complete, click the “OK” button in the appeared window, Database
then click the “Cancel” button, and close the window. modifications applied.
&l Update Tool - O H

[T MigrateData
Table : VIOLATIONREDORDERMASTER
Status : Success

[T MigrateData
Table : VIOLREQORDER
Status : Success

[T MigrateData
Table : WORKINGDAYTIN
Status : Success

| Update completed successfully

[~ MigrateData
Table : XLCALCHEAD

Status : Success
OK

[~ MigrateData
Table : XLPARAMS
Status : Success
W

T LT LTI LT T[] ] e g

4.2 SQL SCrIPTS

Now that all required database tables are created, they must be populated with data.

Please choose one of the two SQL files from the Labworks eLIMS Installation Package, depending on your
database type and run the scripts using your database client:

e For SQL — LWEnterpriseSQLScripts-SQLServer-7.1.0.176.sql
e For Oracle — LWEnterpriseSQLScripts-Oracle-7.1.0.176.sql

Please do not forget about the “Commit” operation if your database type is Oracle.

Note: The 7.0 and later eLIMS script versions remove the following entities created before 7.0:
e Dashboards containing at least one of the following tiles:
o Samples By Sample Status
o Samples By Process Scheduler Status
o Samples By Workflow Status
e Explorer custom views

Note: Some Bartender label templates created before 7.0 need to be recreated. It is caused by database
changes made in 7.0. See the Troubleshooting “Bartender labels issue” section for more details.
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4.3

The installation procedure will extract the Labworks eLIMS files to the web server.

LABWORKS ELIMS FILES

ZJLABWORKS

The web server must be run by Internet Information Services (l1S) of version 10.0 or above.

Labworks eLIMS files will be installed into the following directory: C:\inetpub\wwwroot\LabworksWeb\. The
installation location cannot be changed.

Labworks eLIMS services will be installed into the following directories:

C:\Program Files (x86)\LABWORKS eLIMS\LWeLIMSData\
C:\Program Files (x86)\LABWORKS eLIMS\LWeLIMSLicense\

Step User Input / Action Expected Results
1 Before installation, make sure that: LWDataServices and
1. LWDataServices and LWLicenseServices services are running. LWLicenseServices services
2. thereiis a license for the product. are running. There is a
If not, first run LWDataServices, wait 5 seconds, and then start license for the product.
LWLicenseServices.
2 Launch the LABWORKS-Enterprise_LIMS-7.1.0.176.msi file from the Installation started.

Labworks eLIMS Installation Package.
Click the “Next” button in the appeared window.
Click the “Install” button to begin installation.

jﬁl LABWORKS Enterprise LIMS Setup — K

Welcome to the LABWORKS Enterprise
LIMS Setup Wizard

The Setup Wizard will install LABWORKS Enterprise LIMS on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

© Copyright 1998-2022 Labworks LLC. All rights reserved

Page 23 of 101




Labworks eLIMS v7.1.0.176 Installation Guide

ZJLABWORKS

Step

User Input / Action

Expected Results

3

Wait until the installation is complete and click the “Finish” button.

Status:

Configuring IIS

ﬁ LABWORKS Enterprise LIMS Setup —

Installing LABWORKS Enterprise LIMS

Please wait while the Setup Wizard installs LABWORKS Enterprise LIMS,

Back Next

>

Cancel

Installation completed.
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4.4

ZJLABWORKS

“URL REWRITE” IS EXTENSION

Please install the “URL Rewrite” 1IS extension. The executable file urlrewrite2.exe is included in the installation
package.

Also, you can download the URL Rewrite extension from the official Microsoft website:
https://www.iis.net/downloads/microsoft/url-rewrite

4.5 GATEWAY ADMINISTRATOR (ORACLE ONLY)

If you use Oracle database, please check the server name in the Gateway Administrator application:

1.

2.
3.
4

Navigate to the C:\LABWORKS\LWEXE\syscfg folder
Launch the LWSysCfg6.exe file
Open the Database tab
Ensure that the server name matches following pattern:
o <Host Name or IP Address>:<Port>/<Your Oracle SID or Service Name>
o Example: 192.168.1.1:1521/myOracleSID
If you have changed the Database configuration please restart LABWORKS services.

File Edit Tools

FEXY¥DH @

ORACLE

Folder Items
E|° Global Setting
tj ORACLE Database type

E_?‘}/ Users ) )
e dey " S0L Server - Databaze connect sting @+ Oracle - Database connect sting

% M
n/ DEVZ ¥ Microsoft MSDADRA
: n/ dev3 ™ Oracle DleDBORA. Oracle

Server Mame [Service Mame]
locathost: 1521 forcl

Databaze user name

labwarks

D atabaze password
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4.6 LABWORKS ELIMS CONFIGURATION

ZJLABWORKS

The Labworks eLIMS uses Labworks eLIMS license data, so it requires the Labworks eLIMS configuration file.

Step User Input / Action Expected Results
1 Copy the ApplicationSpec.xml file from the LABWORKS Server folder ApplicationSpec.xml is
(usually C:\LABWORKS\LWEXE\Server) into the location: copied to the
e C:\Program Files (x86)\LABWORKS eLIMS\LWeLIMSLicense\ LWelLlIMSLicense
installation folder.
2 Restart IIS: IS restarted.

Use “Windows + R” button combination to open the “Run”
window.
Type “inetmgr” in the field and press “Enter”.

Find the root IIS folder on the left-hand side of the 1IS Manager
Application window and open the context menu by the right
click.

Click the “Stop” context menu item.

Click the “Start” context menu item.

Connections

ﬁl.v

5.

&5 Start Page
) "H.a wlr-l FCECOAMEonnT AANKI CCOCAA MonmTy Admlnistratl:lr:]

k53 Refreszh
#  Remove Connection
& Add Website...

b Start
Stop

Rename

Switch to Content View
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4.7 SeTupSSL

In order to enable SSL/HTTPS requests you should do the following steps:

ZJLABWORKS

Step User Input / Action

Expected
Results

1 Contact your verified CA provider and get valid SSL certificate for your domain name
(assuming ww.test.com domain as example here) and necessary instructions to install CA on

your machine

2 Go to the IIS Manager window:

e Type “inetmgr” in the field and press “Enter”.

e Use “Windows + R” button combination to open the “Run” window.

3 Go to "Server Certificates page"

&~ Internet Information Services (IS) |

D~
@U [95» LowvaGIN-PC »

Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings

Pagesand  Providers Session State SMTP E-mail

Controls

s

%@%n@%

ASP Authentic.. Compression Default

Directory  ErorPages  Failed
Document  Browsing Request Tra...
. I i
= . @ 8 = M
HTTP  ISAPIand ISAPIFilters Logging MIMETypes  Modules  Output
Respon...  CGIRestri. Caching
’ P
e
’ £ = @y
o Senver  URLRewrite  Worker
Certificates Processes
Mansgement
I
=
Configurat..  Featue  Shared

Editor  Delegation Configurat...

&
Handler
Mappings

o=

=
Request
Filtering

[=7 Features View |i-Z) Content View

Change .NET Framework

Version

@ Help

Online Help

| & @~
File View Help
Connections Actions
QQI LOVYAGIN-PC Home
|7 Manage Server
4 95| LOVYAGIN-PC (LOVYAGIN-P = 2 Restart
2 Application Pools Filter: » (G - (& Show All | Group by: Area - B~ N
a Lgsimawonxs ASP.NET . - ‘ — : . o
B - > - 1
3 N “ é’;& ab) iﬁ? View Application Pools
.NET NET NET Error NET NET Trust  Application Connection Machine Key View Sites

!
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4 Iick "Create Domain Certificate...'

- Internet Information

% [€3 » Lovvaam-pe »

File View Help

Connections

-85 LOVYAGIN-PC (LOVYAGIN-P
“..[Z} Application Pools
48] Sites Name

1€ LABWORKS

*test.com

IS Express Development Certificate

Grgg Server Certificates

Use this feature to request and manage certificates that the Web server can use with Web sites configured for 55L.

Issued To

Tssued By
Lovyagin-PC Lavyagin-PC
localhost localhost

<

T

Expiratio
3/13/201

[=] Features View |2 Content View

Ready

Actions
Import.

Create Certificate Request...
Complete Certificate Request...

Create Domain Cer

Create Self-Signed Cer

@ Help

Online Help

4
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5 Fill in necessary information
Create Certificate . l V|-

!!? Distinguished Name Properties

—gi¥

Specify the required information for the certificate, State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: test
Organization: test
Organizaticnal unit: test
City/locality test
State/province: test]
Country/region: us M

e
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6 Select your CA (if you have installed CA on your machine, "Select" button must be enabled,
otherwise contact your CA provider and ask for additional instructions), enter friendly name

and click "Finish" ) )
Create Certificate . [ll-g_hj

[ I Online Certification Authority

Yl

Specify the certification authority within your demain that will sign the certificate. A friendly name is required
and should be easy to remember.

Specify Online Certification Authority:

Example: CertificatefAuthorityMame\ServerMame /
must be enabled

Friendly name:

\ type friendly name

*test.com
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7 Then you can see new certificate in cert-list
&= Iternet Information'
@@ [€ + Lovvacin-pc »
File View Help
“gl Server Certificates
7 Import...
e E E = -
4+ SRALOVKACTIERGIOMNACRERY | 1., pyis feature to request and manage certificates that the Web server can use with Web sites configured for SSL. Create Certificate Request...
L2} Application Pools . i
= - _— Complete Certificate Request...
48] Sites Name Issued To Issued By Expiratio i b=
€ LABWORKS *test.com Lovyagin-PC Lovyagin-PC 313/201 R ED S
added certificate =7| ' IS Express Development Certificate localhost localhost 2/14/202 Create Self-Signed Certificate...
® Help
Online Help
4 i 3
‘ n | [ Features View |2 Content View
Ready %

8 Right-click on site and select “Edit bindings”
'@3 Internet Information Services (I5) Manager

@@ |@ » LOVYAGIN-PC » Sites » LABWORK:

File  View Help

Connections
- & LeBwo
o]

4 ..'ﬂ_:‘_' LOVYAGIN-PC (LOVVAGIM-P

b Filter:

: [} Application Pools

4.5 Sites ASP.NET
[ LABWOR™

o Explore

Edit Permissions...

O

Add Application...
Add Virtual Directory...

TP

Edit Bindings... | :

Manage Web Site

Refresh

Remove

Rename

] XE \ )

Switch to Content View

E
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9 In appeared dialog click “Add...”
F B
Site Bindings | - LB [
Type Host Mame Port IP Address Binding Informa... Add...
http 80 * /)' _—
4 L F
'
M
10 Follow instruction on screenshot to add new https binding and click “OK”

Add Site Binding

L9 o)

Type: IP address:
https wUnassigned

1. select "https*
Host name:

www, test.com

551 certificate;

Port:
443

’*.test.com

|| view..

\ 2. selecty Q‘“{

Cancel ]
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" H ”n
11 Now go to “SSL settings
@@ [@ » LOWAGIN-PC » Sites » LABWORKS »
File View Help
Connections Actions
~ @ LABWORKS Home
L] Bl eplore
Pl j LOVYAGIN-PC (LOVYAGIN-P Bifter: - oo - %Showml Group by: Area Edit Permissions...
L2 Application Pools
[ Edit Site
(8] Sites ASP.NET =
= indings...
b LABWORKS = & r’l
i & 0 55 ? ab| [E) Basic Settings...
NET NET NET Error NET (NET Profile .NET Trust Application Connection Vie plications
Authorizat., Compilation Pages Globalization Levels Settings Strings ; - M.
~ View Virtual Directories
i!? @" Manage Web Site (2]
MachineKey Pagesand Session State SMTP E-mail & Restart
Controls »
iy B Sicp
@ ﬂE) @ % I Browse Web Site
Ol e 1
ASP Authentic.. Compression Default  Directory  ErrorPages  Failed Handler test.com on 443
Document  Browsing Request Tra..  Mappings
- " e o= Advanced Settings...
O B = A& ¥ & § e
HTTP ISAPI Filters Legging  MIME Types  Modules Qutput Request S5L Settings i
Respon... Caching Filtering Failed Request Tracing..
Limits...
= @ Help
URL Rewrite Online Help
Management
Configurat..
Editor
. I » | [ Features View | 72 Content View
Ready
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12

Note: In cas

Here you can make SSL requests as required (https only).
e you choose this option end users can’t access the web site using http.

[} Application Pools
4 (&) Sites
- 48 LABWORKS

Reguire 551

Client certificates:
® Ignore
@ Accept

@ Require

% [@ » LOVYAGIN-PC » Sites » LABWORKS »
File View Help
> e SSL Settings
] B app
= X X N
453 LOVYAGIN-PC (LOWABIN-PY | 1. o etc v ou modify the SSL settings for the content of a Web site or application. b T
@ Help
Online Help

ol n ]

r

= Features View || Content View

9

Configuration: 'localhost' applicationHost.config . <location path="LABWORKS">
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13

Now you should see two options for browsing your site from IIS, click on “https” binding to

make sure that SSL is set up

% Internet Information Services (IS) |

@@ [@ » LOVYAGIN-PC » Sites » LABWORKS »

File View Help

| 5

5@ -

Connections
@ LABWORKS Home

495 LOVYAGIN-PC (LOVYAGIN-P

Filter: - B8 Go - GhShow All | Groupby: Area

..... £ Application Pools

43] Sites ASP.NET

o 5 & &

MachineKey Pagesand Session State SMTP E-mail

» €9 LABWORKS = 4 ] rl ;
@ 4 © ¢ [ 9
NET NET .NET Error NET NET Profile .MET Trust
Authorizatio  Compilation Pages Globalization Levels
nRules

Controls

s

2 & @ o
ASP Authentic... Compression  Default Directory  Error Pages

Document  Browsing

2= b g: L [r o
= ! e I

= [V y /1 | o
HTTP  [SAPIFilters Logging MIMETypes Modules  Output
Respon... Caching
URL Rewrite

Management
Configurat...

Editor

=

ab|

Application  Connection

Settings

Failed

Request Tra..,

=

o=
Request
Filtering

Actions
& Explore

Edit Permissions...

Edit Site

Bindings...

Strings -
Virtual Directories
Manage Web Site
& Restart
2
@ Sitop
= Browse Web Site
Handler
Mappings
% / Advanced Settings..
Confiy
S5L Settings T
Failed Request Tracing...
Limits...
@ Help
Online Help

[=1 Features View | 1% Content View

4 n »

Ready

<

4.8 OPEN LABWORKS ELIMS IN A BROWSER

Now that Labworks eLIMS installed and configured, please verify that the installation has been successful.

Step User Input / Action Expected Results
1 Follow the instructions provided in section 3.1 of this document to ensure that LABWORKS
LABWORKS services can be accessed once you start working with Labworks eLIMS. | services available
2 e Use “Windows + R” button combination, to open the “Run” window. “Internet
e Type “inetmgr” in the field and press “Enter”. Information
Services (l1S)
Manager”
window
displayed.
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Find and select the LabworksWeb application under LABWORKSSERVER > Sites
folder in the “Connections” panel on the left-hand side of the “Internet
Information Services (11S) Manager” window

Connections

Q- & |8
&5 Start Page
4 83 LABWORKSSERVER (LABWOR
.2} Application Pools
4.6 Sites
b0 Default Web Site
[}@ Labworks\Web
b@' Mac Web Service
b &l WSS Certificate Web 5

“Actions” panel
appeared on the
right-hand side of
the window.
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4 Click the “Browse:3214 (http)” button in the Actions panel.

o Explore
Edit Permissions...
Edit Site
Bindings...

Basic Settings...

View Applications
View Virtual Directories

Manage Website {
Restart
Start

®

[ B2t

Stop

Browse Website
Browse :3214 (http)

Advanced Settings...

Configure
Failed Request Tracing...

fel

Limits...

«» Install Application From
& Gallery

0 Help

C | @ tocaimostsz i e

#] i

QLABWORKS

Welcome to LABWORKS

Expect Excellence
AtLABWORKS, our goal s *Excellence* in all that we do, Our focus

s on customer satisfaction and providing the most functional,

flexible and easy-to-use LIMS solutions. As you put the pow

LABWORKS to work for you, please let us know what we can do

better or how we can help you!

Labworks eLIMS
application
landing page is
open in the web
browser.
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5 | Use “labworks-admin” login and “MASTER” password to log in.

C | @ tocsiosts214/1cair

QLABWORKS

Welcome to LABWORKS

Expect Excellence
AtLABWORKS, our goal is *Excellence* in all that we do, Our focus
is on customer satisfaction and providing the most functional,

flexible and easy-0-use LIMS solutions. As you put the power of
LABWORKS to work for you, please let us know what we can do

better or how we can help you!

#| i

Change
Password
dialog is open
in the screen.

X
Please Change Your Password
New Password
Confirm Password
Cancel Change password
6 | Change your password and click the Change password button. Configuration
QLABWORKS — page is open.
Admin ® sctive
Dashboard Disabled
Configuration
Group roles Disabled
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7 | The last configuration step is to setup user permissions so eLIMS knows the level of
access required by each user.

In order to do so, individual users or groups must be assigned a particular role which will
define the list of pages the user has access to.

Role permissions can be configured by administrators from the “Configuration \ Role
Management” page.

QLABWORKS DASHBOARD ‘SAMPLE MANAGEMENT CONFIGURATION Q BER ¢ |

Role Management Admin B sctive

Dashboard

Dashbosrd Disabled

Sample mansgement operations

Greate collection group Disabled

Fot anslyees Disablea

Edit collection groups Disabled

Editreplicates Disabled

Enter analyses Disabled

Manage log batch detalls Disabled

0000000

Manage login groups. Disabled

i
£

Manage samples Disabled

Print labele Disablea

Out of the box, eLIMS ships with 3 roles: Admin, Power User and User but administrators
can either tweak these or create new ones to tweak the individual user’s experience.

After being setup, roles can be assigned to individual users from the “Configuration \ User
Roles” or “Configuration \ Group Roles” pages.

<) LABWORKS DASHBOARD SAMPLE MANAGEMENT CONFIGURATION Q R ¢ ]
User Roles
w .

) Adam stubbs - AsTUBBS L]

) Alex Garrod - AGARROD " "

@ #ooncor Manson - ammanson L]

@ #eoner Thusban - ATHURBON = [

€ aton Long- a4

@ ren ik - cLaRKe

Fo Y N
@ #os prst - ApLaTT [

@ #rorowBoone - ABOONE

) Andrew Ostrom - AOSBORN

) Andrew Vard - AYARD

. ‘Ann Sharp - ASHARP

@ Anice vai - L

@ sy trs - aTusor

€ Arabella Grifin - AGRIFFIN

More detailed information on role management can be found below on section Web
application configuration.
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5 LABWORKS ELIMS REMOTE INSTALLATION
You can deploy and run eLIMS on a separate server from the LWDataService and LWLicenseService services.

Prerequisites:
e Installed Labworks desktop services (LWDataService, LWLicenseService) on machine#1.
o ltis supposed that the database is also installed on machine#1.
o Please follow the Labworks eLIMS v7.1.0.176 Installation Guide instructions to correctly install
the desktop services.

e |Installed Labworks eLIMS, version 7.1.0.176 on machine#2.

o Please follow the Labworks eLIMS v7.1.0.176 Installation Guide instructions above to correctly
install eLIMS.

=  Check prerequisites (Prerequisites Check section) and perform the installation steps
(Labworks eLIMS Installation section).
o Instructions from the Labworks Update Tool and SQL Scripts sections should be applied to the
database installed on machine#1.

e Installed Crystal Report application.

o The CR135P28MSI32_0-10010309.msi file from the desktop delivery package must be installed
at WEB API server (machine#2) for report service proper work.

The extra steps to set up machine#1 are the following:
e QOpen ports in the firewall application
e  Configure MS SQL server for remote connections
e Share LWDATA, LWEXE directories
e Configure group policy

e Configure Data File and License paths in Labworks Gateway Administrator

The extra steps to set up machine#2 are the following:
e Configure eLIMS Data Service
e Configure the ApplicationSpec.xml file

e Configure the Web.config file

5.1 OPEN PORTS IN THE FIREWALL APPLICATION

These actions should be applied to the machine where the database and the desktop services LWDataService,
LWLicenseService are installed.

Step User Input / Action Expected Results
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1 Navigate to Windows Defender Firewall with Advanced Security screen. Below are

instructions for

the Windows 10 OS.

Chose the Network & Internet settings.

1. Right-click on the Window icon and select the Settings menu item.

2
3. Click on Windows Firewall link to open the Windows Security screen.
4

Click on Advanced Settings to open the Windows Defender Firewall with
Advanced Security screen.

File Action View Help

&= | T HmE

@ Windows Defender Firewall wit]
3 Inbound Rules
& Outbound Rules
¥ Connection Security Rules
B Monitoring

B Windows Defender Firewall with Advanced Security

Windows Defender Firewall with Advanced Security on Local Computer

”

ﬂ Windows Defender Firswall with Advanced Security provides network securty for Windor

Overview
Domain Profile

@ Windows Defender Firswall is on

@ Inbound comnections that do not maich a e are blocked
@ Outbound connections that do not match a rule are allowed
Private Profile

@ Windows Defender Firswall is on

© Inbound cannections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed
Public Profile is Active

¥ Windows Defender Firswallis off

B3 Windows Defender Firewall Propsties

Getting Started
Authenti ications bet puters

Create connection securty rules to specfy how and when connections between computers are
protected by using Intemet Frotocel securty (IPsec).

) Connection Security Rulss

View and create firewall rules

Create firewall ules to allow or black connections to specied programs or pots. You can alsa &
itis authenticated, or f it comes from an autharized user, group, or computer. By defautt, inboun
blocked unless they match a rule that allows them, and outbound cannections are alowed urle
blacks them

B3 Inbound Rules
B3 Outbound Rules v

Actions
Windows Defender Firewall with Advanced Security on Loc...
& Import Policy...

A Export Policy..

Restore Default Policy

Diagnose / Repair

View »
Refresh

Properties

B @B

Help

Windows
Defender Firewall
with Advanced
Security screen is
shown.
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2 Navigate to the New Inbound Rule Wizard screen.

1.

Navigate to the Inbound Rules section.

2. Click on the New Rule action.

L J

L J

L J

ﬁ' Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type

@ Program

Action
Profile

Name

What type of nule would you like to create?

® Program

Rule that controls connections for a program.

O Port

Rule that controls connections for a TCP or UDP port.

O Predefined:

@FirewallAPI.dll -80200

Rule that contrals connections for a Windows experience.

() Custom
Custom rule.

< Back

Cancel

New Inbound Rule
Wizard is shown.
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3 Create a new rule for the desktop services. The new rule is

1. Select the Port type. Click on Next. created.

2. Select the TCP rule and specify local ports as 10001-10005.

@ New Inbound Rule Wizard x

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ Ruls Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® ICP

@ Action ) uppP

@ Profile

@ Name

Doesg this rule apply to all local ports or specfic local porte 7

) All local ports

(® Specific local ports: 10001-10005]
Example: 20, 443, 5000-5010

= Back Mext = Cancel

3. Select the Allow the connection option. Click on Next.
4. Make sure that all networks are checked. Click on Next.

5. Specify the rule name. For example, Desktop services. Click on Finish.

4 Repeat the previous step to create a new rule for MS SQL server. The new rule is
Differences: created.

e Local ports should be specified as 1433, 1434, 80, 433.

e The rule name should be different, for example, mssql server.

5.2 CoNFIGURE MS SQL SERVER FOR REMOTE CONNECTIONS

These actions should be applied to the machine where the database and the desktop services LWDataService,
LWLicenseService are installed.
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Step User Input / Action Expected Results
1 Left-click on the Window icon and find the Microsoft SQL Server menu item. Click on | Sql Server
Microsoft SQL Server -> SQL Server Configuration item to open the Sq/ Server Configuration
Configuration Manager screen. Manager screen
is shown.

[ Sql Server Configuration Manager
File Action View Help

= H

] SOL Server Services

@ SQL Server Configuration Manager (Local)

ﬂ SQL Server Metwork Configuration (32bit]
@ SQL Native Client 11.0 Configuration (321

Items

[ saL server Services

_i SQL Server Network Configuration (.
2 5L Mative Client 11.0 Configuratio...

2 Navigate to Sql server Network configuration -> Protocols for <MS SQL server You will be asked
name>. Enable the TCP/IP protocol. for MSSQL Server
reloading.
3 Reload the MSSQL Server.

MS SQL Server is
configured for
remote
connections.

5.3 SHARE LWDATA, LWEXE DIRECTORIES

These actions should be applied to the machine where the database and the desktop services LWDataService,

LWLicenseService are installed.

Step

User Input / Action

Expected Results

1

Right-click on C:\LABWORKS\LWDATA. Navigate to Properties (Sharing tab) ->
Advanced sharing. Check the Share this folder option and click on OK.

Extra settings are
available to edit.
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button.

OK ->OK.

2 Add Everyone, Guest, ANONYMOUS LOGON users to the permissions of the share.

1. Click on Permissions button -> Add button -> Advanced button -> Find now

2. Select Everyone, Guest, ANONYMOUS LOGON users from the list and click

Select Users or Groups

Select this object type:

|Users. Groups, or Builtin security principals

From this location:
| LW-NGDEVD1 |

Common Queries

Starts with
Starts with

Disabled accounts

Non expiring passwand

Search results:

| Object Types...

Locations...

Columns...
Find Now

Stop

Fa

=

Cancel

Name

%A.ccess Control Assistance Oper...
%Adminishamrs

% ALL APPLICATION PACKAGES
© AANONYMOLUS LOGO
%Mhemicated Users
%Mherﬂicaﬂon authority asserte. ..
% Backup Operators

B2 BATCH

%Cenﬁicate Service DCOM Access  LW-NGDEVI
£2,CONSOLE LOGON

In Folder

LW-NGDEVI
LW-NGDEVI

LW-NGDEVD1

W

Permissions for LWDATA X

Share Pemissions

Group or user names:

S8 ANONYMOUS LOGON
SR Everyone
b Guest (LW-NGDEVOT\Guest)
Add Remove
Permissions for Guest Allow Deny
Full Cortrol O
Change O
Read O
Cancel Boply

3. Make sure that Full Control is allowed for all three users. Click on Apply.

Permissions are
configured for the
LWDATA folder.

3 Repeat step#2 for the LWEXE folder.

Permissions are
configured for the
LWEXE folder.
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5.4 CONFIGURE GROUP POLICY

These actions should be applied to the machine where the database and the desktop services LWDataService,
LWLicenseService are installed.

Step User Input / Action Expected Results
1 Navigate to the Local Group Policy Editor screen. Local Group Policy
Editor screen is

1. Use “Windows + R” button combination to open the “Run” window. shown

2. Type “gredit.msc” in the field and press “Enter”.

Type the name of a program, folder, decument, or Internet
resource, and Windows will open it for you.

L oredit msc v

@

Cancel Browse...

£ Local Group Policy Editer
File Action View Help
=@ EH

_=[ Local Computer Policy | Local Computer Policy

+ (& Computer Configura
“| Software Settings
“ Windows Setting
| Administrative Te

~ 4% User Configuration
“| Software Settings
| Windows Setting
_ Administrative Tg

Select an item to view its description.  Name
& Computer Configuration
ﬂ;User Configuration

< > | Extended / Standard
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© Coy

Configure group policy.

1. Navigate to Computer Configuration -> Windows Settings -> Security

Settings -> Local Policies -> Security Options.

=] Local Group Paolicy Editor
File Action View Help
e nE X HE

=] Local Computer Policy
~ {& Computer Configuration

Policy

Security Setting

=

: Accounts: Administrator account status Enabled
o \5;_&':3’* Ssjt‘f“gs Accounts: Block Microsoft accounts Not Defined
M .'"NDWS n ":9:_ Pul Accounts: Guest account status Disabled
ame Resolution Polic
= Scripts (Startu r’Shutdnywn) Accounts: Limit local account use of blank passwords to co...  Enabled
= DE;ﬂysd Pn":'m Accounts: Rename administrator account dev
« B Security Settings Accounts: Rename guest account Guest
4 Account Palicies Audit: Audit the access of global system objects Disabled
« (4 Lacal Policies Audit: Audit the use of Backup and Restore privilege Disabled
4 Audit Policy Audit: Force audit policy subcategory settings (Windows Vis.. Not Defined
% User Rights Assignment Audit: Shut down system immediately if unable to log secur... Disabled
4 Security Options DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
“| Windows Firewall with Advance| : Machine Launch Restrictions in Security Descriptor...  Not Define:
Wind Fi Il with Ad: DCOM: Machine L: h Restrictions in 5 ity D p Not Defined
| Network List Manager Policies Devices: Allow undock without having te log on Enabled
_| Public Key Palicies Devices: Allowed to format and gject removable media Not Defined
| Software Restriction Policies Devices: Prevent users from installing printer drivers Enabled
| Application Control Policies Devices: Restrict CD-ROM access te locally logged-on user ... Not Defined
&, IP Security Policies on Local Col | 17 Devices: Restrict floppy access to locally logged-on user only  Not Defined
| Advanced Audit Palicy Configu)| |1 o main controller: Allow server operators to schedule tasks ot Defined
} 'J-. Policy-based QoS Domain controller: Allow vulnerable Netlogon secure chann.. Not Defined
- Ag”“f”'“'att“’ﬂe”"p‘atas Domain controller: LDAP server channel binding token requi... Not Defined
v Salvisiuigion Domain controller LDAP server signing requirements Not Defined
oftware Settings
E— . 9 Domain controller: Refuse machine account password chan.. Mot Defined
“| Windows Settings ' " -
| Administrative Termplates Domain member: Digitally encrypt or sign secure channel d... Enabled
Domain member: Digitally encrypt secure channel data (wh.. Enabled
Domain member: Digitally sign secure channel data (when .. Enabled
Deomain member: Disable machine acceunt password chan...  Disabled
Domain member: Maximum machine account password age 30 days
Domain member: Require strong (Windows 2000 or later) se...  Enabled
g e f [T Mimetos e ek e o Mt i
2. Set Policies as follows:
a. Accounts: Guest account status: Enabled
b. Network access: Let Everyone permissions apply to anonymous
users: Enabled
c. Network access: Restrict anonymous access to Named Pipes and
Shares: Disabled
d. Network access: Shares that can be accessed anonymously:
LWEXE,LWDATA
MNetwork access: Shares that can be accessed anonymousl... 7 X

Local Policy Setting  Explain

j. Metwork access: Shares that can be accessed anomymousty

LWEXE.LWDATA|

Cancs oply

Sts reserved

Group policy is
configured.
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These actions should be applied to the machine where the database and the desktop services LWDataService,
LWLicenseService are installed.

Step User Input / Action Expected Results
1 Navigate to C:\LABWORKS\LWEXE\syscfg. Run the LWSysCfg6.exe application. The Labworks
Gateway
Administrator
screen is shown.
2 Specify Data Files Path and License Path as network addresses. Data File and
. License paths are
e Data Files Path: “\\MACHINENAME\Iwdata” . P
configured.
e License Path: “\\MACHINENAME\lwexe”
MACHINENAME is the name of the machine where desktop services are installed.
e Save configuration.
+' LABWORKS Gateway Administrator - m] X
File Edit Tools
FaAX¥BEA
LABWORKS 2]
Flikris s #| | DataPaths IDatabassl Authentication
B o Global Setting
R § AvoRks| Data Files Pathc
# Users [awin Bilk ek btdiwdlata J
License Path:
|\\Win—5r\kpdkh5t4\lwaxe J
SOC Path
[CALABWORKS wSOC [l |
Default Language:
[Engiish =l
[ UseWindows User Setting Folder [Default]
User Path:
C:ALABWORKSALWUSER J ;
™ Unigue user path for each user gl
[ Use'windows Temp Folder [Default]
Server Temp Path
[ELaBWORKS\LWUSERVTEMP B ¢
™ Unique server temp path for each user ?
3 Restart LWDataServices and LWLicenseServices services. Run LWDataServices first, LABWORKS
wait 5 seconds, and then run LWLicenseServices. Desktop server is
configured.
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These actions should be applied to the machine where eLIMS is installed.
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Step

User Input / Action

Expected Results

1

Open the LWelLIMSData.exe.config file located under C:\Program Files
(x86)\LABWORKS eLIMS\LWeLIMSData directory with a text editor.

The
LWeLIMSData.exe.config
file will be open.

Find the LWServiceServer setting and replace a provided IP address with the IP
address of the server containing DB and desktop services. Save the file.

eLIMSData.exe.config - Notepa -
LWeLIMSD: fig - Notepad m] X
File Edit Format View Help

<value>SQL query error. Please check that the latest version of the application is used and all the database updates were applied.</value> A
</setting>
<setting name="CommonErrorMessage” serializeAs="String">
<value>Internal server error.</value>
</setting>
<setting name="LablorksWebApiUrl" serializeAs="String">
<value> http://localhost:3214/</value>
</setting>
<setting name="AllowedDatabases” serializeAs="String">
<value />
</setting>
<setting name="lLogPath” serializeAs="String">
<valuerLabworks LLC\LWeLIMSData\Logs\</value>
</setting>
</Labuorks.Online.Data.Service.Properties. Settings>
</applicationSettings>
<appSettings>
<add key="[ITSEETEaTaaTS" value="127.0.08.1" />
<add key-"ClientSettingsProvider.Servicelri” value="" />
</appSettings>
<system.data>
<DbProviderfactories>
<remove invariant="Oracle.ManagedDataAccess.Client” />
<add name="ODP.NET, Managed Driver” invariant="Oracle.ManagedDataAccess.Client” description="Oracle Data Provider for .NET, Managed Driver” type="Orac
<remove invariant="System.Data.SqlServerCe.4.0" />
<add name="Microsoft SQL Server Compact Data Provider 4.8" invariant="System.Data.SqlServerCe.4.8" description=".HET Framework Data Provider for Micro
</DbProviderFactoriess
</system.datay>
<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.vi">
<dependentAssembly>
<assemblyIdentity name="Ninject" publicKeyToken="c7192dc5380945e7" culture="neutral” />
<bindingRedirect oldVersion="8.8.0.8-3.3.4.0" newVersion="3.3.4.6" />
</dependentAssenbly>
<dependentAssembly>
<publisherPolicy apply="no" /> 9

eLIMS data service is
configured.

5.7 CONFIGURE THE APPLICATIONSPEC.XML FILE

These actions should be applied to the machine where eLIMS is installed.

Step

User Input / Action

Expected Results

1

Put the certificate file "*.CTL" into the C:\Program Files (x86)\LABWORKS
eLIMS\LWeLIMSLicense\ directory.
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2 Open the ApplicationSpec.xml file located under C:\Program Files (x86)\LABWORKS | The
eLIMS\LWelLIMSLicense\ directory with a text editor. ApplicationSpec.xml
file will be open.

| ApplicationSpecaml - Notepad o x
eIy

<«LICENSE_SERVER LICENSE_FILE_PATH="C:\LABWORKS\LWEXE\"/>

<APPCONFIG REFRESH="TRUE"/>

<LSESSION6 LAUNCH_DELAYTIME="48"/>

<PLATFORM_SERVER_PATH PATH="LW-NGDEV@1"/>

<Login_Page Flavor="Process”/>

<CHECKSUMVERSION VALUE="1"/>
< /APPSETTINGS>

3 Set parameters as follows: The
o LICENSE_SERVER LICENSE_FILE_PATH=" C:\Program Files (x86)\LABWORKS 2{; pilgccf:l;:]i?surizzxml
eLIMS\LWeLIMSLicense\" gured.
o Ingeneral, you should specify here a path to the directory where
the "*.CTL" file is located.
e PLATFORM_SERVER_PATH PATH="MACHINENAME"
o MACHINENAME is the name of the machine where desktop services
are installed.
Save the file.
5.8 CONFIGURE THE WEB.CONFIG FILE

These actions should be applied to the machine where eLIMS is installed.

Step

User Input / Action

Expected Results
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Open the Web.config file located under C:\inetpub\wwwroot\LabworksWeb
directory with a text editor.

File Edit Format View Help

| Web.config - Notepad - u} X
9 P

<?xml version="1.8" encoding="utf-8"2>
<configurationy
<configSections>
<section name="entityFramework"
type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSection, EntityFramework, Version=6.8.8.8, Culture=neutral, PublicKeyToken=
requirePermission="false"/>
</configSections>
<appSettings>
<add key="aspnet:UseTaskFriendlySynchronizationContext” value="true"/>
<add i
<add
<add
<add
<add

LWServiceServer™ "127.9.8.1"/>
<add ServerLogPath” value="C:\inetpub\wwwroot\Labworksheb\App_Data\logs\"/>

<add ReportPath” value="~/App_Data/reports/"/>

<add key="SuperAdminId” value="0"/>

SuperAdminLogin” value="labworks-admin”/>

SuperAdminDefaultPassword” value="MASTER"/>

SuperAdminPermissions”
value="roles,roles_addRoleButton,roles_editRoleButton,roles_deleteRaleButton,roles_permissionsPanel,roles_roleStatusSwitcher,userRoles,
UploadFilePath” value="~/App_Data/upload/"/>

AttachmentsPath” value="~/App_Data/attachments/"/>

<add UploadFileNumberPerFolder” value="168"/>

<add UploadFilePreviewSize" value="98"/>

<add UploadFileScalableHeight"” walue="1888"/>
1920"/>

<add UploadFileBytelimit" "5242880" />

<add AttachmentBytelimit™ 242888" />

NewUserPermissions”

UpdateDepartmentsIntervallnSeconds” value="388"/>
MaximumSearchPeriod” value=

MilitaryTimeFormat” value="false
ReportEmailSubjectTemplate™ value="{filelame}"/>

The Web.config file
will be open.

e Find the row containing “key="LWServiceServer"”

e Specify the new value as the IP address of the server containing DB and
desktop services.

e Save the file.

The Web.config file
is configured.

Restart LWelLIMSData, LWeLIMSLicense, LWeLIMSReporting services.

WEB API server is
configured.
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6 LABWORKS ELIMS CONFIGURATION

6.1 GENERAL CONFIGURATION

6.1.1

Displayed samples period

ZJLABWORKS

By default, only the samples logged within the last 366 days are affected by the search algorithm. You may
extend this period by following these steps:

1 e Open the Web.config file located under C:\inetpub\wwwroot\LabworksWeb The Web.config
directory with a text editor file will be open.
2 e Find the row containing “<add key="MaximumSearchPeriod" value="366" />” | The new value

e Specify the new value as a whole number of days.

e Save the file.

will be saved.

3 Restart the web portal in the IIS:

e Select the Labworks eLIMS web site.

e Click the Restart button to restart the web site.
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The web site will
be restarted.
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6.1.2 Time zone settings

The desktop application saves dates in the time zone of the client, but the web application saves them in the
local time zone of the server by default. To make sure that the dates are consistent across all applications, set
server time zone to the time zone of the client desktop applications. You can do this by specifying the time
zone in the APPLICATION_TIME_ZONE variable via sysmgr. Please find more details about this variable
specification in the APPLICTAION_TIME_ZONE item of the System Manager settings section below.

You have to restart both ISS and LW services to apply the updated time zone. Please note that already
stored dates remain in the previous time zone, and therefore may contain an error depending on the time
zone difference (up to 23 hours).

6.1.3 Military time format

By default, the 12-hours time format is used on the web application. For example, 12 PM. You may switch it to
the military format.

1 e Open the Web.config file located under C:\inetpub\wwwroot\LabworksWeb The Web.config
directory with a text editor file will be open.
2 e Find the row containing “<add key="MilitaryTimeFormat" value="false" />” The new value
will be saved.
e Set the value to true. . .
Times will be
e Save the file. displayed in the
military time
format. For

example, 12:00.
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3 Restart the web portal in the IIS:

The web site will

e Select the Labworks eLIMS web site. be restarted.

e Click the Restart button to restart the web site.
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6.1.4 Maximum of reported samples

By default, report can be generated for up to 25 samples. You may change this number by following these
steps:

1 e Open the Web.config file located under C:\inetpub\wwwroot\LabworksWeb The Web.config
directory with a text editor file will be open.

2 e Find the row containing “<add key="MaximumSIMCSamples" value="25" />” | The new value

will be saved.
e Specify the new value as a whole number of samples.

e Save the file.
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3 Restart the web portal in the IIS:
e Select the Labworks eLIMS web site.

e Click the Restart button to restart the web site.

= Intemet Information o0
@@ [@ » LOVWAGIN-PC » Sites » LABWORKS » | & < @
Fie View Help
Connections Actions
@ LABWORKS Home
t | B Bxplore
& - - — ssions
493 LOVVAGIN-PC (LOVYAGINF| | po + B960 - ShowAll | Group by Aves ‘B~ Edit Permissions..
L2 Application Pools Edit Sif
4[] Sites ASP.NET -
" —_— \ —_— Bindings..
LABWORKS = ¥ rT E ]
& s ¢ ¢ & 9 s (e
NET NET  NETEwor  .NET  NETProfile .NET Trust Application Connection -
Authorizatio Compilation  Pages  Globalization Levels  Seftings  Strings
 Rles " v ual Directories
ﬂ‘? 5= & M .
% e lanage Web Site -
Machine Key Pagesand Session State SMTP E-mail P2 Restart
Controls Y S
s " siop
™3 1&) \%l y = i:[ iy Browse Web Site
= i ‘ (/] =S8, X} <?_W = . (http)
ASP Authentic.. Compression Default  Directory  ErrorPages  Failed Handler  Browse win et e
Document  Browsing Request Tra.. Mappings (hitp

jﬁ]“- <§§ﬂ ?ﬁ = % Advanced Settings...

Confi
HTTP  ISAPIFilters Logging MIMETypes Modules  Output  Request  SSL Settings mhgure
Respon.. Caching Filtering Failed Request Tracing...
. Limits...
S .
= | @ Hep
URL Rewrite Online Help
Management
Configurat..
Editor
P T — v | [E]Features View [{ % Content View

Ready

%

The web site will
be restarted.

6.1.5 Checksum violations

By default, checksum violation detection module is turned. The user is able to see a warning message when
any modifications to corresponding data have occurred from outside the system. You may turn off the module

by following these steps

1 e Open the Web.config file located under C:\inetpub\wwwroot\LabworksWeb
directory with a text editor

The Web.config
file will be open.

2 e Find the row containing “<add key="ChecksumValidationEnabled"
value="true" />”

e Set the value to “false”.

e Save the file.

The new value
will be saved.
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3 Restart the web portal in the IIS:

The web site will

e Select the Labworks eLIMS web site. be restarted.

e Click the Restart button to restart the web site.
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6.1.6 Dashboard refresh interval

By default, the Dashboard screen automatically refreshes every 5 minutes. You may change this period by
following these steps:

1 e Open the Web.config file located under C:\inetpub\wwwroot\LabworksWeb The Web.config
directory with a text editor. file will be open.
2 e Find the row containing “<add key="DashboardRefreshintervalinSeconds" The new value
value="300" />” will be saved.
e Specify the new period value in seconds.
e Save thefile.
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3 Restart the web portal in the IIS:
e Select the Labworks eLIMS web site.

e Click the Restart button to restart the web site.
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The web site will
be restarted.

6.1.7 Restart lIS after adding new database

When a new database is deployed and connected to the LW services, it is required to restart IIS.

1 Open IIS Manager:
e Use “Windows + R” button combination to open the “Run” window.
e Type “inetmgr” in the field and press “Enter”.

“Internet
Information
Services (l1S)
Manager”
window
displayed.
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2 Restart the web portal in the IIS:

e Select the Labworks eLIMS web site.

e Click the Restart button to restart the web site.
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The web site will
be restarted.

6.1.8 Database collations

Different databases can be configured with different collations. It causes a different sort order in the web

application. It is recommended that all databases are configured to use the same collations.

6.1.9 Database migrations

The recent versions of the system have an additional column “Email_Address” in the “LABOBJMAILLIST” table.
In case if you have the e-mail addresses stored in a different column, please perform the migration by

executing the following command:

UPDATE LABOBJMAILLIST SET Email_Address = <The name of the previous column for email addresses>

Make sure that the previous column is no longer in use and remove it from the table with the following

command:

ALTER TABLE LABOBJMAILLIST DROP COLUMN <Previous column name>;
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6.1.10 System Manager settings

A number of global settings that affect eLIMS application is available in the System Manager. To change them,
you have to launch the “System Manager Mode” service of the Labworks Desktop Application and open the
“System Control” tab. You will find following settings in the “Database Key” column of the table:

ANALYSIS_AUTOVALIDATION Automatically validate analyses when sample validating.

APPLICATION_TIME_ZONE Server time zone. By default, set to:
e Mountain Standard Time on MS SQL
e US/Mountain on Oracle

Use following queries to get the names of other time zones:
e ORACLE: SELECT distinct TZ OFFSET (tzname),
tzname FROM VSTIMEZONE NAMES order by
TZ OFFSET (tzname)
e MSSQL: SELECT t.* FROM sys.time zone info t

Please note that MS SQL databases prior to version 16 do not have
system tables. Please refer to the LABWORKS Admin Guide for the list
of exact time zone names.

ATTACHMENT_MAX_SIZE Maximum allowed attachment size.

AUTO_VALIDATE_RULE The samples are not validated automatically in the new versions of
LABWORKS Enterprise LIMS. If you wish to enable the automatic
sample validation, change the value from “NONE” to either:
e ALL_ANALYSES_VAL - to enable the automatic sample
validation when all analyses of the sample are validated.
e NO_VIOLATIONS - to enable the automatic sample validation
when no analyses of the sample have violations.

COORDINATE_DISTANCE_LIMIT_ | Maximum allowed distance between the expected and actual sample

YARDS collection coordinates in yards.

CP_SAMPLE_ REPORT Points to a column in the SAMPLE table used to store consumer sample
_ADDRESS_CITY report addresses (city).

CP_SAMPLE_ REPORT Points to a column in the SAMPLE table used to store consumer sample
_ADDRESS_COUNTRY report addresses (country).

CP_SAMPLE_ REPORT Points to a column in the SAMPLE table used to store consumer sample
_ADDRESS_STATE report addresses (state).

CP_SAMPLE_ REPORT Points to a column in the SAMPLE table used to store consumer sample
_ADDRESS_STREET report addresses (street).
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CP_SAMPLE_ REPORT
_ADDRESS_zZIP

Points to a column in the SAMPLE table used to store consumer sample
report addresses (zip address).

CP_SAMPLE_INVOICE_ADDRESS
_CITY

Points to a column in the SAMPLE table used to store consumer sample
invoice addresses (city).

CP_SAMPLE_INVOICE_ADDRESS
_COUNTRY

Points to a column in the SAMPLE table used to store consumer sample
invoice addresses (country).

CP_SAMPLE_INVOICE_ADDRESS
_STATE

Points to a column in the SAMPLE table used to store consumer sample
invoice addresses (state).

CP_SAMPLE_INVOICE_ADDRESS
_STREET

Points to a column in the SAMPLE table used to store consumer sample
invoice addresses (street).

CP_SAMPLE_INVOICE_ADDRESS
_ZIP

Points to a column in the SAMPLE table used to store consumer sample
invoice addresses (zip address).

DEFAULT_IMPORT_PASSWORD

Default password for importing new users.

ELIMS_LOGIN_DEPT_FIELD

Default department when logging samples in eLIMS.

EXTERNAL_SSO_BASE_ADDRESS

Base address URL for SSO authorization. Received from SSO
authorization provider.

EXTERNAL_SSO_BASE_ADDRESS
_PARAMETERS

Base address parameters for base address URL for SSO authorization.
Received from SSO authorization provider.

EXTERNAL_SSO_BASE_USER_API

Client base user address API for receiving user info. Received from SSO
authorization provider.

EXTERNAL_SSO_BASE_USER_API
_PARAMETERS

Client base user address parameters for receiving user info. Received
from SSO authorization provider.

EXTERNAL_SSO_CLIENT_ID

Client ID for SSO authorization. Received from SSO authorization
provider.

EXTERNAL_SSO_SECRET_KEY

Client secret key for SSO authorization. Received from SSO
authorization provider.

GOOGLE_MAPS_ANDROID_API_
KEY

APl key for the Google Maps services in the Collection Application on
Android platform.

GOOGLE_MAPS_API_KEY

API key for the Google Maps services in the desktop and web
applications.

GOOGLE_MAPS_I0S_API_KEY

APl key for the Google Maps services in the Collection Application on
iOS platform.
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GOOGLE_MAPS_UWP_API_KEY

APl key for the Google Maps services in the Collection Application on
UWP platform.

LOGBATCHIDFORMAT

Log Batch ID naming template (please refer to LABWORKS Admin Guide
for details).

LWCP_UPDATE_ENABLED

Enable integration with Consumer Portal.

LWCP_URL

Consumer Portal address.

LWCPKey

A part of Consumer Portal secret key to verify the portal identity.

PS_SERVICE_PROGRAM_ELIMS

Path to a program that runs every time the schedule service finishes
executing events.

SAVE_SAMP_SPECS

When adding analyses to a sample, create result specifications on the
sample level for the analysis.

SL_ACODE_LIMITIMG

Forbidden analysis codes on sample login (list of codes, comma
separated).

USE_ELECTRONIC_SIGNATURE

Require electronic signature during login in the web application.

WQM_GLBLDEPARTMENT

Global eLIMS alias for the sample department field.

6.1.11 Reports

BarTender Label reports

The web application supports BarTender Label reports.

To create such reports in the web application, you need to generate report templates, place them in a specific
folder, and activate them. The templates can be generated with the BarTender Label application. Please refer
to the LABWORKS Admin Guide for details about the BarTender Label application. The templates can be
activated with the Object Publisher application that comes with Labworks Desktop installation by default.

Follow the steps to enable a BarTender Label template:

1 Generate a new .btw file (report template) using the BarTender Label application. A .btw file is
generated.

2 Copy the report template to the C:\LABWORKS \LWDATA\labels folder. The report
template is
copied.
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Open the Object Publisher application and find the report template in the “Unpublished -
> LABEL -> New” section.

&l LABWORKS - Desktop

NP D

Menu Items -

pub I:I
[#- REPFORTTEMFLATE
[ "I Report Set Up - SAMPLELABEL
V=] Object Fubish WEBEXPREFORTTEMPLATE
112 Object Pubisher (- WEBSAMPLERECEIPTTEMFLATE
- UNPUBLISHED
- CRYSTAL
- CRYSTAL_CUSTODY
- CRYSTAL_RECEIFTS
- CRYSTAL_ROUTESHEETS
- CRYSTAL_WORKSHEETS
- WORD
- ACCESS
= LABEL
B- N.ew

LABWORKS - Object Publisher

. E¥PORT Add to Publisher
- CHEM_INVENTORY_LABEL

3 Activate the report template: The report
template is

active and
e Find the report template in the “SAMPLELABEL -> LABEL” section. available in

the web
application.

e Right-click the report template -> Add to Publisher

e Right-click the report template -> LABEL_ACTIVE

e Confirm your actions by entering your login and password.

Crystal reports

The web application supports reports generated based on the SIMC.xsd data schema. This schema is located in
the C:\inetpub\wwwroot\LabworksWeb\App_Data\reports folder.

To create reports, you need to generate report templates, place them in specific folders, and activate them.
The templates can be generated with the Crystal Report application that comes with Labworks Desktop
installation by default. The templates must have “.rpt” extension. Files with other extensions will be ignored by
the web application. The templates can be activated with the Object Publisher application that comes with
Labworks Desktop installation by default.

Follow the steps to enable Crystal Custody report templates:

1 Generate a new .rpt file (report template) using the Crystal Report application. A .rptfileis
generated.
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2 Copy the report template to the C:\LABWORKS\LWDATA\crystal\CRYSTAL _CUSTODY The report
folder. template is
copied.
Open the Object Publisher application and find the report template in the “Unpublished -
> CRYSTAL _CUSTODY -> New” section.
) LABWORKS - Desktop
OO | ODE
NP RY D
Menu Items -
LABEWORKS - Object Publisher
pub l:‘
[#- REPORTTEMPLATE
[ F Report Set Up - SAMPLELABEL
- ) ) - WEBEXPREPORTTEMPLATE
Object Publisher f51- WEBSAMPLERECEIPTTEMPLATE
- UNPUBLISHED
E-CRYSTAL
E-CRYSTAL_CUSTODY
= New
B8 rystalCustog
#-CRYSTAL_RECEIPT Open
#-CRYSTAL_ROUTES Add to Publisher
#-CRYSTAL_WORKShoo v
F-WORD
- ACCESS
- LABEL
- EXPORT
- CHEM_INVENTORY_LABEL
3 Activate the report template: The report
e Right-click the report template -> Add to Publisher template '°
active and
e Find the report template in the “REPORTTEMPLATE -> CRYSTAL _CUSTODY” available in
section. the web
e Right-click the report template -> REPORTTEMPLATE_ACTIVE application.
e Confirm your actions by entering your login and password.
Follow the steps to enable Crystal Results report templates:
1 Generate a new .rpt file (report template) using the Crystal Report application. A .rptfileis
generated.
2 Copy the report template to the C:\LABWORKS\LWDATA\crystal\CRYSTAL_RESULTS The report
folder. template is
copied.
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&l LABWORKS - Desktop

Menu Items

pub D

Open the Object Publisher application and find the report template in the “Unpublished -
> CRYSTAL RESULTS -> New” section.

INNPORE D

LABWORKS - Object Publisher

._j Report Set Up

Object Publisher

[#- REPORTTEMPLATE
- SAMPLELABEL
- WEBEXPREPORTTEMPLATE
- WEESAMPLERECEIPTTEMPLATE
= UNFUBLISHED
G- CRYSTAL
- CRYSTAL_RESULTS

=- N_ew
a-CRYSTAL.  Open
- CRYSTAL Add to Publisher

G- CRYSTAL |vvormarice o
& WORD

- ACCESS

- LABEL

[ EXPORT

- CHEM_INVENTORY_LABEL

3 Activate the report template:

section.

e Right-click the report template -> Add to Publisher
e Find the report template in the “REPORTTEMPLATE -> CRYSTAL RESULTS”

e Right-click the report template -> REPORTTEMPLATE_ACTIVE

e Confirm your actions by entering your login and password.

The report
template is
active and
available in
the web
application.

6.1.12 Calculations

The web application supports only built-in and excel calculations based on the SIMC.xsd data schema. The user
can specify the formula in the Labworks Desktop application and it will be used in the analysis result

calculation process. For the feature to work correctly, please follow these steps:

1 Open IIS Manager:

e Use “Windows + R” button combination to open the “Run” window.
e Type “inetmgr” in the field and press “Enter”.

“Internet
Information
Services (l1S)
Manager”
window
displayed.
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2 Change the pool Identify parameter value:
e Select the Application Pool.

e Find the “LabworksWeb” pool.

e Open the Advanced settings.

e Change the “Identify” parameter value in the “Process Model” section to

~ Process Orphaning
Enabled ke
Executable

Generate Process Model Event Log Entry
Identity

Idle Time-out (minutes)

Idle Time-out Action

Load User Prafile

Maximum Waorker Processes

Ping Enabled

Ping Maximum Respense Time (seconds)
Ping Period (seconds)

Shutdown Time Limit (seconds)

Startup Time Limit (seconds)

Executable Parameters
Rapid-Fail Protection

“" ”
LocalSystem
« & » LW-NG
v (General)

e ek NET CLR Version Va0
Connections ‘ Enable 32-Bit Applications True
B2 8 Mansged Pipeline hMode Integrated
W Name LabworksWeb
W3 Stert Page
€5 LW-NGDEVOT (L-NE Queue Length 1000 )

.2 Application Pools é‘:: Mode AlwaysRunning
&l Sites v
Limit (percent) 0
Limit Action MNoAction
Limit Interval (minutes) H
Pracessor Affinity Enabled False
Processor Affinity Mask 4294967295
Processor Affinity Mask (64-bit aption) 4294067295
e Mode] Application Pool Identity ?

@ Built-in account:

LocalSystem -

O Custom account:

The parameter
is updated.
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3 Restart IIS:

e Find the root IIS folder on the left-hand side of the IIS Manager Application
window and open the context menu by the right click.

e Click the “Stop” context menu item.
e Click the “Start” context menu item.
Connections
Q- i &
&5 Start Page

Hﬂ w”.l CEECOAMENANT AAMK]L TSN MuEkn Tl Admlnlgtratl:lr:l

i3 Refresh

%, Remove Connection
& Add Website...

B Start
Stop

Rename

Switch to Content View

4 Restart Labworks services: Services are
restarted and
calculation
works correctly.

e Stop LWDataService, LWLicenseService, LWelLIMSData, and LWeLIMSLicense
services.

e Start LWDataService.

e Wait 5 seconds.

e Start LWLicenseService.
e Start LWelLIMSData.

e Start LWeLIMSLicense.

For Excel calculation feature to work correctly, please follow the steps below.

1. Windows filesystem configuration steps are:
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1 Create profile directory.
e for 64 bit Windows

o "C:\Windows\SysWOW&64\config\systemprofile\Desktop"
e for 32 bit Windows

o "C:\Windows\System32\config\systemprofile\Desktop"

2 Add Full Control access rights permission for “Everyone" user to the profile directory.

Desktop Properties >

General Sharng Securty  Previous Versions Customize
Object name:  CA\Windows\System 32 configsystemprafile . Deskd

ISI'II:IIJIZ:I Qr User names:

-
821UsR
SR SYSTEM

SR nETWINBRK SERVIFE 4
< >

To change pemissions, click Edit. Edit

Pemissions for Everyone Allow Dery

Full control

Modify

Fead & execute
List folder contents
Read

Write

AR RN

For special pemissions or advanced settings, o —
click Advanced.

Cancel Aoy

2. DCOM configuration steps are:
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1 In the Windows Run menu, type dcomcnfg and press Enter. The Component
Services window
¥ Run X will be open

Type the name of a program, folder, docurmnent, or Internet
resource, and Windows will open it for you.

=

Open: | dcomenfy| w

¥ This task will be created with administrative privileges.

QK Cancel Browse...

2 e Open Component Services -> Computers -> DCOM Config

e Find the item Microsoft Excel Application

%. Component Services — O X
% File Action View Window Help - a
e #E XE G B Dl
(3 Console Root Name Application ID # | Actions

5 a
v 13 Component Services = LHShellExt {F27D387F-00BA-4520-AB16-1FSC DCOM Co... v
v [ Computers £ LockAppHost Out of Proc Helper for Lock Apps {C08B030B-E91C-479D-BEFD-02D
~ (& My Computer 2 LockScreen Call Broker {DETD3D65-5454-4EF53-95318-T767
| COM+ Applicatio | £ LockScreenContentServer Out of Proc Helper for LockSeree., {336AACFB-5238-4314-B4D4-5B0.
| DCOM Config 2 logagent {FE08DFE3-6049-11D1-BA20-0060
“| Running Processe 2 Mapifpplication Class {889821A7-F3E9-4CB7-B2A0-0897
“| Distributed Transz & Microsoft Access Application {73A4C9C1-DEED-11D0-98BF-007
[&] Event Viewer (Local) & Microsoft Audio Device Graph Server {F135BE18-BF34-4CBD-B1D5-35D
“: Services (Local) = osoft Excel Application {DD020812-0000-0000-
& Microsoft Graph Application {D0020200-0000-0000- C000-0000C
& Microsoft IMAPI {C49F2185-50A7-11D3-9144-0010
;‘ Microsoft Maps Background Transfer Service {5C03E1B1-EB13-4DF1-8943-2FE8
g Microsoft Office Screen Recorder {73720013-33A0-11E4-9B9A-0013
g Micresoft Qutlock Command Button Control {00DEF04A-00D0-0000-COD0-D000!
£ Microsoft Portable Workspace Launcher {37B73D7B-A976-43AE-97E4-BD4
g Microsoft PowerPoint Slide {048EB43E-2059-422F-93E0-3537D
& Microsoft Publisher Application {0002123D-0000-0000-CO00-0000!

; Microsoft Software Protection Platform Admin Object (Inner) {203609B7-5E08-443E-BOAT-ATAE
; Microsoft Software Protection Platform Admin Object (out... {D8D4249F-ABFB-44AT-BAAD-564

2 Microsoft SOL Server Integration Services 12.0 {EE4171E6-CITE-4D04-AFLC-B617
2 Microsoft SOL Server Integration Services 12,0 {DB326D2E-32E5-42B9-B14B-584,
& Microsoft SOL Server Integration Services 14. 0 {347F1A3E-7950-45F6-8681-43C0!
& Microsoft SOL Server Replication Distribution Agent 13. 0 {7FES2ECC-FF57-43F8-ASAC-BDY
;- Microsoft SQL Server Replication Logreader Agent 13.0 {8CFFEB2E-B068-4A28-953D-7234
g Microsoft SQL Server Replication Merge Agent 13. 0 {TEA4F0B5-F93C-4D90-98CD-F8F
2 Micrncnft S0 Senuer Renlicatinn Ounenereader Anent 12 0 [I3R2NA27-AN5C-AFEN. A7 N2 ¥
< >||< >
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menu item

e Select the “Security" tab

“Configuration Permissions") select Customize

Right click on the “Microsoft Excel Application” item and select Properties

In all three groups ("Lunch and Activation Permissions”, “Access Permissions”,

For each security section ("Launch and Activation Permissions”, “Access

Permissions”, “Configuration Permissions") click the Edit button and in the
popup window check allow all the permissions for Everyone user.

General Location Securty  Endpoints  Identity

————

Launch and Activation Permission ?
Launch and Activation Permissions
Security
() Use Default
Group or user names:
® Customize Ed... A
SRIUSR
SR SYSTEM
Access Pemissions SR Administrators (LW-NGDEVD1 \Administrators)
. . )
) Use Defaut i! 115 IUSRS (LW-NGDEVD1NIS IUSRS) .
(®) Customize Edit... Add... Remove
Pemizsions for Everyone Allow Deny
Corfiguration Pemmigsions Local Launch O
Remote Launch O
(") Use Default .
Local Activation O
(®) Customize Edit Remote Activation O
Leam more about sstting these properties.
Cancel

SL-FUE0-F0LU-FOF
v
. - -Ra7-
oK Cancel Aoy lqr' AFFN_RGTC na}m

6.1.13 FIPS Compliant Installation

Following steps need to be executed for achieving FIPS Compliance:

Make sure that FIPS Compliance feature has been configured for the desktop
services and the migration utility has been run ("Migrate to FIPS Compliance"
option) so that all encrypted fields are converted to FIPS Compliant encryption.
Please find more details about the desktop configuring and the migration utility
in the LABWORKS LIMS v6.10 Installation Guide.
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2 e Open the Web.config file located under C:\inetpub\wwwroot\LabworksWeb The Web.config
directory with a text editor file will be open.
3 e Find the row containing “<add key="ChecksumVersion" value="1"/>" The new value

illb d.
e Change it to “<add key="ChecksumVersion" value="2"/>". Wil be save

e Save the file.

4 Restart the web portal in the IIS: The web site will

e Select the Labworks eLIMS web site. be restarted.

e Click the Restart button to restart the web site.

© Internet Information Lol
@@ [@ » LOVWAGIN-PC » Sites » LABWORKS » EEEICE
Fie View Help
Connections Actions
@ LABWORKS Home
t | B Bxplore
= X X — ssions
493 LOVVAGIN-PC (LOVYAGINF| | po - BUGo - G Show Al | Group by: Area ‘B~ Edit Permissions..
(22 Application Pools
L a stes ASP.NET
LABWORKS = 4 & rl
9 = @ [ 2 )
NET NET  NETEwor  .NET  NETProfile .NET Trust Application Connection -
Authorizatio Compilation  Pages  Globalization Levels  Seftings  Strings
 Rles " v ual Directories
ﬁ‘? 5= & M .
L 2B anage Web Site a
Machine Key Pagesand Session State SMTP E-mail 2
Controls Y
s " siop
™3 1&‘ \%l y = i:[ iy Browse Web Site
= ! ‘ @ =) ~(X] <?_ﬂ B “80 (http)
ASP Authentic.. Compression Default  Directory  ErrorPages  Failed Handler i ot ol
Document  Browsing Request Tra.. Mappings (hitp
- _ - " - L
. P .! E a=" Advanced Settings..
O 8 = H # & § =
HTTP  ISAPIFilters Logging MIMETypes Modules  Output  Request  SSL Settings mhgure
Respon... Caching  Filtering Failed Request Tracing...
. Limits...
Tt .
= @ Hep
URL Rewrite Online Help
Management
Configurat...
Editor
QT + | [ETFeatures View |2 Content View
Ready L=

6.1.14 Schedule service configuration

Labworks eLIMS allows scheduling event execution. The schedule service execution frequency is customizable.
It is also possible to specify a final program that executes each time when the scheduler server finishes events
execution.

Requirements for the final program are:

e Webserver must have access to the executable file.

© Copyright 1998-2022 Labworks LLC. All rights reserved Page 70 of 101




Labworks eLIMS v7.1.0.176 Installation Guide

ZJLABWORKS

e The program must not be interactive. Ul must be absent. In other words, the program must work so
that the server can run it and, after a while, the process is closed. Otherwise, it will be active until the
administrator manually terminates it on the server.

Follow the steps below to set up the schedule service and the final program.

1 e Run the desktop System Manager application. The System
Manager
application is
launched.

2 e Specify the final program path in the PS_SERVICE_PROGRAM _ELIMS variable of | The system

the System Manager settings. settings are
_ configured.
e The PS_SERVICE_PROGRAM_PARAMETERS system manager config is used to
pass the right format of the credentials. For example, it may be specified as
"%DB% %PW% %USER%" where DB - database name, PW - password, USER -
user name.

3 e Open the LWelIMSData.exe.config file located under C:\Program Files The
(x86)\LABWORKS eLIMS\LWeLIMSData directory on the server side with a text | LWelLIMSData.e
editor. xe.config file is

open.

4 e Specify the schedule service start period in the The
UpdateSchedulerjobintervallnSeconds parameter. By default, it is 120 seconds. | LWelLIMSData.e

xe.config file is
e Specify SchedulerDatabaseName, SchedulerUserName, and SchedulerPassword confi ﬂi d
parameters so that the server is able to run the final program using these & '
credentials in the template specified in PS_SERVICE_ PROGRAM_PARAMETERS.
o The password must not be encrypted.

5 e Restart LWelIMSData service. The schedule
service is
configured.

6.1.14.1 Single Sign On provider configuration

Labworks eLIMS supports single sign-on (SSO) authentication based on the OAuth2.0 standard. This allows you
to log in through third-party services.

Detailed information about setting up SSO using the Azure AD SSO provider as an example can be found in the
LABWORKS SSO Setup Instruction.pdf document included in the Labworks eLIMS installation package.

For this feature to work, you need to import external user data into Labworks eLIMS. This can be done on the
User Import page. For details on this, see the User Import section below. Alternatively, the import can be

done using the API. For details on this, see the LABWORKS Import Export User APIs.pdf document included in
the Labworks eLIMS installation package.
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6.1.15 Migration: Scheduled events

NGMigrationTool is a common tool for various migrations.
This kind of migration is required to move desktop Process Scheduler events to Labworks eLIMS.

Note: NGMigrationTool can be run repeatedly to move created desktop events after a previous migration.
Previously migrated events will not be created on Labworks eLIMS repeatedly unless you clear the
CIM_Migrations database table.

The migration specifics are:

e Migrated events are moved to Labworks eLIMS in the Not executed state even if they have been
executed on the desktop Process Scheduler. You can create samples or run programs from the
migrated events manually if you like. But the schedule service will not trigger events from the past.

e Quarterly events and quarterly additional schedules for extra analyses cannot be migrated. They are
just skipped during the migration process. You will see a notification about it in the migration tool.
Such events can be created by users manually in the eLIMS scheduler if they need them.

e The migrated events have names like
o ***DAILY @ 03:15(D-15-15)
o ***MONTHLY, 2nd @ 03:55(MTH)
o ***MONTHLY, 2ND SATURDAY @ 03:15(MTH-2STRD-15-15)’

o ***_the prefix for migrated events
o after *** - granularity and repeat parameters
o after"@" - event time
o in brackets — PSTIMEHEAD.PSID of the old event
e PSTIMEHEAD.PSID is also migrated as a group of new events on Labworks eLIMS.

e Events disabled in Process Scheduler will be migrated to Labworks eLIMS, but will also be disabled.

Step User Input/Action Expected Results

1 Run NGMigrationTool from LABWORKS\LWEXE\Server\NGMigrationTool.exe Authentication
window is open.

2 Select a database. Provide your login and password to access the database. The
NGMigrationTool

window is open.
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Step User Input/Action Expected Results

LABWORKS - User Login
Lesgin Avadable Databases
Uger LABWORKS
MOBILE
[ |
Password
| |
| ok | cace |
3 Select the “Scheduled events to eLIMS” tile. The migration
wizard starts.
&) Migration Tool - x
File Help

Persisted group to log batch PSSchedule to Sample Scheduled events to eLIMS

Introduced in 7.1
Introduced in 6.10 Introduced in 7.0

Project management

Introduced in 7.1

4 Read Welcome screen information. Click Start. The migration
process starts.
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Step User Input/Action Expected Results

- m] X
P@ Migration P55chedule steps

Welcome to migration tool to migrate Process Scheduler events to eLIMS

P Welcome Starting with version 7.1, eLIMS users can create and manage events to schedule the creation of samples and tasks,

b wiarati as well as the launch of programs. eLIMS uses its own database structure for storing and managing events. To avoid
Migrating Events losing your scheduled desktop events, you need to move them to new tables. All data will be migrated
b migration report automatically, except for events that cannot be migrated. Such events must be manually generated by users in the

eLIMS scheduler if they need them. At the end, the report will show a list of all events and display the migration
status: Success or Failure.

Click "Start" to migrate Process Schedule events to Labworks eLIMS or "Close” to close the migration wizard.

Migration will be done automatically. Migration errors do not interrupt the process. The message
They just show up in the post-migration report.

with migration
Please wait until it is finished. You will receive a success notification. Click OK.

status is shown.

— O X
E% Migration PSSchedule steps
Migrating Events
¥ Welcome Updating...
P Migrating Events _
P Migration report
*+*DAYLY @ 05:00(D5) ... 100%
**DAYLY @ 03:00(DT) ... 100%
A4 YHOURLY @ 12:01(GHR) ...
Flease watt...
Start Cancel
6 Check the migration results. Print report if it is needed.

The migration is
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Step User Input/Action Expected Results

- o x finished.

P@ Migration P55chedule steps

Migration report

¥ Welcome Please check the migrated events list.

¥ Migrating Events =
P Migration report

*“*DAYLY @ 03:15(D-15-15) Success Event succesfully migrated.

**DAYLY @ 05:00(D5) Success Event succesfully migrated.

**DAYLY @ 03:00(DT) Success Event succesfully migrated.
***HOURLY @ 12:01(GHR} Success Event succesfully migrated.
***HOURLY @ 12:38(HR) Success Event succesfully migrated.
FMONTHLY, 2nd @ 03:55(MTH) | Success Event succesfully migrated.
***MONTHLY, 2ND SATURDAY @ | Success Event succesfully migrated.
**MONTHLY, 6th @ 06:00(PRG-M | Success Event succesfully migrated.

ItemHead PSID: QA, PSTIME: 12/2 | Error QUARTERLY isn't supperted.
*SINGLE @ 10/12/2021 03:55:00 | Success Event succesfully migrated. v

7 Click Close to close the tool. The wizard will
be closed.
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6.2 WEB APPLICATION CONFIGURATION

There are several configuration options available to the users authorized in the web application with a certain
level of access. The users authorized to perform configuration will see the “Configuration” drop-down menu in
the web application header. All changes made to the configuration are saved automatically in real time.

6.2.1 User Management

You can manage users on the User Management page under the Configuration drop-down menu.

’\]J LABWORKS DASHBOARD SAMPLE MANAGEMENT PROJECT MANAGEMENT CONFIGURATION 7 Order management Q Labwf’rki“_fi .
User Management 8
Export

i o © Inftiais Title First name User group Ema User site User class Import

X [ ] @ x No value Zoe Kravitz No value zoe@email.com Floating Full

X o @ wiL Mrs Yu 1 No value No value Floating Full Clear all extemals

X . Oy Ms. Yuliya Radkevich No value No value Floating Full YR

X o Oy Nl Yulia llina No value No value Floating Full v

x WSEITH M will Seit No value No value FLOATING Ful WSEITH

X o €) whiteHat No value whiteHat whiteHat No value No value FLOATING Full No value

X [ ] @ waLs mr WALS WALS No value No value Floating Full WALS

X . @ Vvbg No value Chjc Ghy No value No value FLOATING Full No value

x [ ] @ v No value Gghh Ggh No value No value FLOATING Full No value

The Labworks users are displayed in a list with sorting and filtering options.

Use the Active toggle to disable users so they are not able to log in.

To create a new user, you can click the Create user button in the upper right corner. The User Details
dialog will be open in creation mode. Fill out required fields and click Save. The new user will be created.

Create user

General user info

External user info

= 3

You can delete a user by clicking the cross button on the left and confirming the action.

To check user details, click the user initials value in the list. The User Details dialog will be open so that you can
view and edit them.
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You can also export/import user data. Click the Export “dot-dot-dot” menu item to upload a .csv file with all
user data to the device. Click the Import item to import user data from a .csv file. The User Import dialog will
be open after the file selection.

Export

Import

Clear all externals

If Single Sign On provider is configured for the database, users with external credentials are displayed with the

@ jcon next to their initials. You can also filter out users without external credentials by clicking the Show
external users only toggle on the top.

@ Show external users only

You can clear external user data for all users in the system by clicking the Clear all externals “dot-dot-dot”
menu item. After confirming, the following user properties will be empty on the page and in the database as
well:

e External name

e External title

e External first name
e External last name

e External email

QJLABWORKS CONFIGURATION

User Management @ show external users only H
No value No value Floating Full VCH No value No value No value No value viacheslav.chernikov@.
UGTestSSO EmaolTestSso@dsrco..  FLOATING Full LDAPTestSSO ExtNameTestSsol Testsso ExtFNameTestSso ExtLNameTestSso EmaolTestSso@dsrco
TestSsot EmaolTestSso@dsrco..  FLOATING Full TestSso4 No value Testsso4 TestSsod TestSso4 TestSso4@dsds.c

6.2.1.1 User Details

Click initials on the User Management/User Roles/Group Roles pages to open the User Details page.
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General used inlo

Extemnal ussrinfo

Lbeer itaupi

[

On the User Details dialog, you can see all details of a user: full name, initials, title, email, LDAP user ID,

external information, user groups, and user roles.

. Active

Set password

Delete

Turn on/off the Active toggle to activate/deactivate the user.

You can set other users’ passwords by clicking the Set password “dot-dot-dot” menu item.
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Set Password

Mew password

wsan {'S}

Confirm password

wnna @

To delete the user from the page, click the Delete menu item and confirm your action.

Click Edit to start editing user details. Click Save to save changes.

You can change the user's avatar to your own image or to one of the default images.

EDUAR - Eli Duar Choose Your Avatar

N N N N N

LN N NONONE
@OANNNOAN

SNEANOSNONONS

6.2.1.2 User Import

Labworks eLIMS provides you with the ability to import users from .csv files. The formats for exporting and
importing user data are identical. Therefore, use the "Export" operation to get the .csv file format to prepare
data for importing users.

Click the Import “dot-dot-dot” menu item on the User Management page to import user data from a .csv file.
The User Import dialog will be open after the file selection.
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User Import

X ™ Ms Theresa Murphy Active FLOATING Full
X JB Mr John Black Active FLOATING Full

il s s rom extrnl e =3

You can edit the imported data directly in the list. Empty fields should not be imported. In other words, the
fields missed on the screen will not be overwritten with blank data in the database after import.

Click the cross button to remove a record from the list.

You can import new users as well as update existing ones. If initials from the import file are absent in the
database, a new user will be added to the system.

You can add new users to the system using only external user data. Turn on the Automatically infer initials
from external name checkbox to automatically infer the user initials from the external name property if no
initials are provided in the payload.

You can add new users without importing their passwords if a default one is specified in the
DEFAULT_IMPORT_PASSWORD system setting.

6.2.2 Role Management

Labworks eLIMS implements role-based access control, where the roles consist of privileges to perform
particular actions.

The roles are listed on the Role Management screen under the Configuration drop-down menu.

There are three default roles with predefined privileges, which cannot be deleted. The custom roles, on the
other hand, can be deleted by clicking the recycle bin icon in the top-right corner of the screen.

The role can be deactivated to prevent it from being assigned to a user or a group by toggling the switch in the
top-right corner of the screen.

To create a custom role, click the plus icon in the sidebar and specify a name for the new role.
The privileges are displayed in a list grouped by application screens where corresponding actions can be
performed. You can toggle the privilege by clicking the buttons to the right, and view nested privileges by

clicking the list element itself.
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Role Management Admin ® Active
Admin Dashboard
Power User

Dashboard Disabled Enabled
e G
]G Sample management operations
[AG] Role
[AP] Happy Role:) Add analyses Disabled Enabled
B Create collection group Disabled Enabled
All disabled permissions
Custom Role Delete analyses Disabled
Daria's test

SIS Edit analyses Disabled

FEtest role
Inactive role Edit collection groups Disabled Enabled
kg_inactive

Edit replicates Disabled Enabled
e { Enabled
my role Enter analyses Disabled
NDe for reproduce

Manage log batich details Disabled Enabled
NDe role for testing geloa -
No explorer Manage login groups Disabled Enabled
Test VCH
T Manage samples Disabled Enabled
Without manager sample operation

ge pe oper Sample management pages

XRole

Analvsis details Disabled [ Enabled }

6.2.3 User Roles

A single user may have multiple roles at once. In this case, the access to perform an action granted when at
least one of his roles has corresponding privilege enabled. The roles can be assigned to the user on the User
Roles screen under the Configuration drop-down menu.

The users are displayed in a list with options to sort and filter elements by the user name or the role
assighment status.

The role is assigned or revoked by toggling corresponding checkboxes in the list element.

User Roles
v+ 4 Users Admin Power User User [AE] Role [AG] Role [4P] Happy Rol [DRImy role  All disabled per.. Custom Role Daria’s test FE testrole inactive role kg_inactive kg_rale
will Sei...
Wayne ...
@ viache. [ ]
Veroni...

By clicking the element, you can view the groups in which the user participates.

will Sei...
LAB_ALL

6.2.4 Group Roles

A group of users may have roles assigned to it, giving the users all privileges of these roles. The roles can be
assigned to the group on the Group Roles screen under the Configuration drop-down menu.
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The groups are displayed in a list with options to sort and filter elements by the group name or the role
assighment status.

The role is assigned or revoked by toggling corresponding checkboxes in the list element.

Group Roles

AYA
AUTO u u
GR_OWNER u
group-QAA
LAB_ALL
QA_GROUP...
QA_GROUP...
QA_GROUP..

QA_GROUP...

By clicking the element, you can view the users of the group.

Lab #1 Employees | |

. Lab Employee #1 - LE1 @n John Smith - JS

Extended group management options are available in the Labworks Desktop Application.

6.2.5 Consumer Portal integration

Labworks eLIMS supports integration with the Labworks Consumer Portal web application. This application is
intended for end consumers to create laboratory orders.

Follow the steps below to configure integration with the Labworks Consumer Portal.

1 Open the LWelLIMSData.exe.config file located under C:\Program Files The
(x86)\LABWORKS eLIMS\LWeLIMSData directory on the server side with a text editor. LWelLIMSData.e
xe.config file is

open.
2 Specify the machine name running the LWelLIMSData service in the The
LWCPIntegrationMachineName parameter. LWelIMSData.e
xe.config file is
This will prevent accidentally running the integration with the portal or running the configured.

integration on the wrong machine
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3 During the installation process, Labworks eLIMS sets up integration parameter defaults. | The General
So, all that you need to do next is to enable the integration and specify the portal Settings
address on the General Settings (Consumer Portal Configuration) page. (Consumer

Portal
Open the General Settings page under the Configuration drop-down menu and select Configuration)
the Consumer Portal Configuration screen. page will be
open.

4 Turn on the Enable Consumer Portal integration toggle to be able to specify the portal | The integration

address and start the synchronization process. is enabled.
General Settings Consumer Portal Configuration m m
| Consumer Portal Configuration
Enable Consumer Portal integration »
5 Specify the Consumer Portal address value. The Consumer
Portal address is
The Consumer Portal address value must contain the portal address and the "/api" specified.
substring at the end. For example, it can be specified as "https.//Iw-
cp.labworks.com/api".
Click the Test connection button to make sure that the portal is accessible. The last
synchronization time will be displayed at the bottom of the page.
General Settings Consumer Portal Configuration m
I Consumer Portal Configuration
Enable Consumer Portal integration 9
General
https://lw-cp.labworks.com/api & Test connection
Database
02/03/2022 03:10:12 PM

6 Click Save and restart LWelLIMSData service to finish the integration configuration. The integration

is configured.

Synchronization periods between Labworks eLIMS and Labworks Consumer Portal web applications are
specified on the portal side. Find more details about the portal integration configurations in the LABWORKS
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Consumer Portal Installation Guide document included in the LABWORKS Consumer Portal installation
package.

Follow the steps below to change the default integration eLIMS parameters if you need this.

1 Run the desktop System Manager application. The System Manager
application is launched.

2 Change the Labworks Consumer Portal client ID in the LWCPKey variable of the | The system settings are
System Manager settings. updated.

Format: A string up to 50 characters without spaces. Example:
“elims_mediator”

The client can only be integrated with a single Labworks eLIMS server instance.
This key guarantees a single integration of the Consumer Portal client and
eLIMS server. The LWCPKey value must be copied to the Labworks Consumer
Portal configuration file.

3 Open the LWelLIMSData.exe.config file located under C:\Program Files The
(x86)\LABWORKS eLIMS\LWeLIMSData directory on the server side with a text | LWeLIMSData.exe.config
editor. file is open.
4 Change the secret key in the LWCPSecret parameter. The
LWelIMSData.exe.config
Format: A string up to 50 characters without spaces. Example: “ECFCB35F- file is updated.

22C3-46B4-A3CD-386045AE782A”

Labworks eLIMS requests this value from the Consumer Portal to verify its
identity. The LWCPSecret value must be copied to the Labworks Consumer
Portal configuration file.

5 Restart LWelLIMSData service. The integration
parameters are updated.

A Labworks Consumer Portal server instance can only be integrated with one Labworks eLIMS data service.
However, you can set up Labworks eLIMS integration with different instances of the Labworks Consumer Portal
server. Each eLIMS database must contain different integration parameters for different portals.
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Labworks eLIMS
server instance
LWCPKey#1
LWCPS3ecre#1 | Labworks Consumer Portal
LW eLIMS - Server instance #1
Database #1
LWCPKey#2
LWCPSecret#2 | | abworks Consumer Portal
LW eLIMS Server instance #2
Database #2
LWCPKey#3
LWCPSecret#3 | | abworks Consumer Portal
LW eLIMS Server instance #3
Database #3

Note: eLIMS admins must not point multiple databases to the same consumer portal. Otherwise, the portal
data may be spread across multiple databases.

6.2.6 Sessions

You can browse active sessions on the Sessions screen under the Configuration drop-down menu.

The name of the current license with a limit of active sessions for that license are available in the top-right
corner of the screen.

The active sessions are displayed in a list with sorting and filtering options. The list can be refreshed by clicking
the refresh button above the list.

You can stop a particular session by clicking the exit icon on the rightmost side of the corresponding list
element. This action will force the user to log out of the system.

The users won’t be able to log in when the limit of active sessions is reached.

Active Sessions [®) ebdashbcars 10
Ava
X APHAM
@ (Labworks Fuser - APHAM DEMO Chrome 5.3.164.61 04/16/2021 06:56 AM 04/16/2021 01:28 PM Web dashboard (g
@ (Labworks Fuser - APHAM DEMO Chrome 93.88.130.68 04/16/2021 01:34 PM 04/16/2021 01:54 PM Web dashboard (g
@ Labworks Fuser - APHAM IRWD_N Chrome 93.88.130.68 04/15/2021 10:07 AM 04/16/2021 01:53 PM Web dashboard G
25 1-3 of 3 sessions
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6.2.7 Service Diagnostics

Service jobs are the processes that perform data aggregation. The aggregation is needed to reduce the load on
the database by caching the results of default queries. Jobs launch automatically after the system starts and
constantly repeat after a certain timeout.

There is a total of three events that trigger the jobs:
1. Restart of the Labworks eLIMS;
2. Job restart timeout defined in the configuration is reached;
3. The job is manually started by the web application user on the Service Diagnostics screen.

The status of the jobs is displayed on the Service Diagnostics screen available to the users with corresponding
privilege.

Supporting Service Diagnostics ¢y Lest 21 01:55:18 PM
v Service job Status + Da End time Duration Description
Location Codes Aggregation Success DEMO 04/16/2021 01:51:48 PM  04/16/2021 01:51:49 PM  less than a second Collects unique location codes ©
User Groups Aggregation Success DEMO 04/16/2021 01:51:44PM  04/16/2021 01:51:44 PM  less than a second Collects relationships between simple and t ®©
Top Viewed Objects Aggregation Success DEMO 04/16/2021 01:51:48 PM  04/16/2021 01:51:48 PM  less than a second Collects ownerships for Top Viewed objects. ©
Last Viewed Objects Aggregation Success DEMO 04/16/2021 01:51:41PM  04/16/2021 01:51:41 PM  less than a second Collects ownerships for Last Viewed objects [0}
Analyses Codes Aggregation Success DEMO 04/16/2021 01:51:43PM  04/16/2021 01:51:43 PM  less than a second Collects fill list of analysis codes. ©
Explorer Data Aggregation Success DEMO 04/16/2021 01:51:43PM  04/16/2021 01:51:.48 PM 5 seconds Collects Explorer data based on last modifi... ©
Location Codes Aggregation Success IRWD_N 04/16/2021 01:51:41PM  04/16/2021 01:51:42 PM  less than a second Collects unique location codes ©
User Groups Aggregation Success IRWD_N 04/16/2021 01:51:48PM  04/16/2021 01:51:48 PM  less than a second Collects relationships between simple and t... ©
Top Viewed Objects Aggregation Success IRWD_N 04/16/2021 01:51:43PM  04/16/2021 01:51:43 PM  less than a second Collects ownerships for Top Viewed objects. ©
Last Viewed Objects Aggregation Success IRWD_N 04/16/2021 01:51:41 PM  04/16/2021 01:51:41 PM  less than a second Collects ownerships for Last Viewed objects ©
Analyses Codes Aggregation Success IRWD_N 04/16/2021 01:51:41PM  04/16/2021 01:51:42 PM  less than a second Collects fill list of analysis codes ®©
Explorer Data Aggregation Success IRWD_N 04/16/2021 01:51:41 PM  04/16/2021 01:51:47 PM 5 seconds Collects Explorer data based on last modifi... ©
Location Codes Aggregation Success ORACLE 04/16/2021 01:51:48PM  04/16/2021 01:51:50 PM 2 seconds Collects unique location codes [0}
User Groups Aggregation Success ORACLE 04/16/2021 01:51:43PM  04/16/2021 01:51:43 PM  less than a second Collects relationships between simple and t... ©
Top Viewed Objects Aggregation Success ORACLE 04/16/2021 01:51:49PM  04/16/2021 01:51:49 PM  less than a second Collects ownerships for Top Viewed objects. ©
Last Viewed Objects Aggregation Success ORACLE 04/16/2021 01:51:48 PM  04/16/2021 01:51:48 PM  less than a second Collects ownerships for Last Viewed objects ©
Analyses Codes Aggregation Success ORACLE 04/16/2021 01:51:43PM  04/16/2021 01:51:43 PM  less than a second Collects fill list of analysis codes. ©
Explorer Data Aggregation Success ORACLE 04/16/2021 01:51:43 PM  04/16/2021 01:51:47 PM 4 seconds Collects Explorer data based on last modifi ©
Location Codes Aggregation Success WATER 04/16/2021 01:51:44 PM  04/16/2021 01:51:44 PM  less than a second Collects unique location codes ©
User Groups Aggregation Success WATER 04/16/2021 01:51:44PM  04/16/2021 01:51:44 PM  less than a second Collects relationships between simple and t ®©
Top Viewed Objects Aggregation Success WATER 04/16/2021 01:51:41 PM  04/16/2021 01:51:41 PM  less than a second Collects ownerships for Top Viewed objects. ©
Last Viewed Objects Aggregation Success WATER 04/16/2021 01:51:43PM  04/16/2021 01:51:43 PM  less than a second Collects ownerships for Last Viewed objects [0}
Analyses Codes Aggregation Success WATER 04/16/2021 01:51:41PM  04/16/2021 01:51:41 PM  less than a second Collects fill list of analysis codes. ©
Explorer Data Aggregation Success WATER 04/16/2021 01:51:41PM  04/16/2021 01:51:42PM 1 second Collects Explorer data based on last modifi... ©
25 ~ 1-24 of 24 service jobs

The “Error” status indicates that the data aggregation process failed and some of the data may not be updated
in time.

To start the job manually, click the button on the rightmost side of the corresponding list element.

Please contact the LABWORKS support if any of the jobs constantly end with “Error” status.
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6.3 MOBILE APPLICATION CONFIGURATION

6.3.1 Collection Views

Mobile Collection View is a configuration preset that determines how the data is displayed and managed on
mobile application. You can create multiple presets, assigning different access rights to control the amount of
displayed data for every user group.

To create a preset, navigate to Configuration > Mobile Collections Views and click the Plus button in the
sidebar.

Create New View X

New Mobile Collection view|

After typing the name for the preset, it will be created with default settings: minimal set of fields for samples
and analysis & no limitations to user access.
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Mabile Collection Views

#1 Advanced

#2 Simplified
[ac]col

[ac]sub
[ac]Sub&Col

[AP] My template

[AP] Template

[DK] My template
[VCh] test
Advanced

AG View

ALLEZ

AP _TEST 8
JTemplate

Ksu

pk-test
SampLoginLimited
Simple

testSSV

DASHBOARD

ANALYSIS

General

Automatic collection date setting

Not collected reason list

Maobile headers

Select fields to display on the sample list scre

Order Field name

1. Sample ID

2. Status

3. Group ID

EX Submitted date

Tablet headers

Select fields to display on the sample list scre

Order Field name

1. Sample ID

2 Status

3 Samp collect sop
Details

SAMPLE MANAGEMENT

DISPLAYED ANALYSES

CONFIGURATION

Earliest result entry date

SAMPNOTCOLREASONS

en for mobile devices. Only 6 fields can be selected

en for tablet devices. Only 7 fields can be selected

Select fields to display on the sample details screen

CREATE SAMPLES

ACCESS RIGHTS

M Lock picklist

Labworks Fuser
Demo database

You can copy a preset or delete it by clicking the corresponding button under the menu drop down in top-right

corner of the screen.

You can modify the preset by clicking the Edit button, and saving it afterwards.

Q LABWORKS

Mobile Collection Views

#1 Advanced

#2 Simplified
[ac]col

[ac]sub
[ac]Sub&Col

[AP] My template
[AP] Template
[DK] My template
[vch] test
Advanced

AG View

ALLEZ
AP_TEST_8

JTemplate

Ksu
pk-test

DASHBOARD

#1 Advanced

SAMPLE

ANALYSIS

General

Automatic collection date setting

Not collected reason list

Mobile headers

Select fields to display on the sample list screes

Order Field name

1 Sample ID

2 Status

3] Group ID

4 1 Submitted date

SAMPLE MANAGEMENT

DISPLAYED ANALYSES

CONFIGURATION

Earliest result entry date

SAMPNOTCOLREASONS

CREATE SAMPLES

n for mobile devices. Only 6 fields can be selected

ACCESS RIGHTS

W Lock picklist

Labwaorks Fuser .
Demo database

+ Add field

The settings of a preset are split in following groups:
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6.3.1.1 Sample Fields

General
Earliest result entry date
SAMPNOTCOLREASONS | |
Mabile headers
Add field
1. Sample ID
2. Status
3 L Group ID
4 T Submitted date
Tablet headers
Add field
1. Sample ID
2. Status
x 3 Samp collect sop
Details
Add field
1. Sample ID - - -
2. Status - QUALORGANIC -
3 Collection group REC WATERS -
4. Collection owner - REPORTTYPE -
5. waQip - RLTCODES -
6. Login user - SAMPCOL -
7.1 Submitted date SAMPNOTCOLREASONS -
8. 1 Samp collect sop [ | [start typing -

Sample fields group responsible for:

e Sample collection general settings:

o How the collection date is set.

o The picklist of reasons why the sample was not collected.

=  Whether the value can be entered manually or has to be selected from the hard
picklist (Locking).

e What fields are displayed in the list of samples in the mobile application on phone.
e What fields are displayed in the list of samples in the mobile application on tablet.
e What fields are displayed on the Sample Details screen.

o Whether a particular field can be edited or not.

o Whether a particular field is required or not.

o The picklist of values for the field.
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o Whether the value can be entered manually or has to be selected from the hard picklist
(Locking).
e In what order the fields are displayed in the mobile application.

You can add or remove any of the fields except the default ones.

6.3.1.2 Analysis Fields

Mabile headers Addfield
Analysis code
2 Analysis status
3. Result
X Anzlysiz end date
Tablet headers Addfield
Analysis cods
2 Analysis status
3. Result
Details General Add field
Analysis cods - - -
2 Analysis status - - -
3. Validation state = - -
Single-compenent analysis results Add field
Result (D PSDEFT
Multi-compeonent analysis results Add field
Result PSDEPT
Botile analysis results
Result PSDEPT
Narrative analysis results
Narrative text - - -

Analysis fields group responsible for:
e  What fields are displayed in the list of analyses in the mobile application on phone.
e What fields are displayed in the list of analyses in the mobile application on tablet.
e What fields are displayed on the Analysis Details screen.
o Whether a particular field can be edited or not.
o Whether a particular field is required or not.
o Whether the field uses the default picklist from analysis specification for a field or a custom
one.
o The custom picklist of values for the field.
o Whether the value can be entered manually or has to be selected from the hard picklist
(Locking).
o What additional fields are displayed for every type of analysis.
e In what order the fields are displayed in the mobile application.
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You can add or remove any of the fields except the default ones.

6.3.1.3 Create samples

Allow sample creation 9
Only create from specific location codes 9
: Add sample owner

Location sample owners

X QA_GROUP_29
Individual location codes Add location code

X @R
Allow changing default analyses list 9

Allow custom analyses codes

Details Add field
1 Collected date [ ] - -
2 Submitted date | | -
3 Sample department PSDEPT | |

Create samples group is responsible for:

o Whether the sample creation option is available in the mobile application.
e  Whether the set of location codes is limited.
o If this flag is true:
=  Location codes of which owners should be available at the sample creation time.
=  What extra location codes, besides the location codes of selected owners, should be
available in the mobile application.
e Whether changing default analysis list is available at the sample creation time.
o If this flag is true:
=  Whether adding custom analysis codes is available at the sample creation time.
o If this flag is true:
o Analyses of which departments should be available at the sample
creation time.
o What extra analyses, besides the analyses of selected departments,
should be available at the sample creation time.
e What fields are displayed on the Create Samples screen.
o Whether a particular field can be edited or not.
o Whether a particular field is required or not.
o The picklist of values for the field.
o Whether the value can be entered manually or has to be selected from the hard picklist
(Locking).
e In what order the details are displayed in the Create Samples screen.

You can add or remove any of the fields except the default ones.
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6.3.1.4 Displayed Analyses

All analyses in the sample

Departments

Add department

FIELD
QFIELD

Individual analyses codes

Add analysis code

X 1. $625

x 211 $624

x 311 SA_5242THM
x 4 171 $5242THM
X 5 1 $A_5242

Displayed analyses group is responsible for:

e  Whether all analyses or only the selected ones should be available in the mobile application.
o If the flag is false:
= Analyses of which departments should be available in the mobile application.
=  What extra analyses, besides the analyses of selected departments, should be
available in the mobile application.
o In what order the extra analyses are displayed in the analysis list in the mobile application.

You can add or remove any of the departments or extra analyses.

6.3.1.5 Access Rights
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Everyone can access

Groups

Add group

Y

GR_OWNER
OA_OWNERSHIPS_TRUST
SUPER_OWNER

X X X X

TEST_GROUP

Access rights group is responsible for:
e  Whether anyone can use the preset by selecting it in the mobile application settings.

o Ifthe flagis false:
=  What groups of users have access to the preset in the mobile application settings.
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7 CONTROLFILE

Please contact LABWORKS support in order to obtain an updated control file that is necessary to enable the
product.
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8 KNOWN ISSUES
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9 TROUBLESHOOTING

9.1 YOU RECEIVED AN ERROR MESSAGE DURING INSTALLATION

o  “Labworks eLIMS Setup Wizard ended prematurely”.
This may indicate that IIS has not been installed yet. Please install IIS or wait until the IIS installation
is complete and start the Labworks eLIMS installation again.
e “Service ‘LWelLIMSData’ (LWeLIMSData) failed to start. Verify that you have sufficient privileges to
start system services.”
This may indicate that the .NET version does not satisfy the requirements. Please check prerequisites
in the Getting Started section.

9.2 YOU RECEIVED AN ERROR MESSAGE WHILE APPLYING THE SERVICE PACK OR SQL SCRIPTS.

This may indicate that the Service Pack and SQL scripts were applied in the incorrect order. Just re-apply
the changes to the database in the correct order: first apply the Service pack and then SQL script.

9.3  THE LICENSE UPDATES ARE NOT APPLIED

Please make sure to restart all services after any license modifications.

9.4 YOU CANNOT LOG IN AS THE SUPER ADMIN

If you cannot log in as the super admin using standard credentials (login: Labworks-admin, password:
MASTER), it is possible that someone has already changed the password. You can reset the password
directly in the database.

To reset the password, follow these steps:

e  Go to the database and find the CIM_SARecord table there.
e Just remove the record from it.
e Loginto the web application using the initial credentials “Labworks-admin/MASTER”.

9.5 SLOW PERFORMANCE ISSUES

If you faced with slow performance, you can try to rebuild table indexes directly in the database you use.
If you use MSSQL database, please apply the following script:

ALTER INDEX ALL ON ANALYSIS REBUILD;

ALTER INDEX ALL ON RESULT REBUILD;

ALTER INDEX ALL ON SAMPLE REBUILD;

ALTER INDEX ALL ON PSSCHEDULE REBUILD;

ALTER INDEX ALL ON CIM_SampleLog REBUILD;

ALTER INDEX ALL ON CIM_LocationCodeGroups REBUILD;
ALTER INDEX ALL ON CIM_LocationCodes REBUILD;

If you use Oracle 12.2 or above database, please apply the following script:

BEGIN
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FOR index_entry IN (select INDEX_NAME, PARTITION_NAME from user_ind_partitions where
PARTITION_NAME LIKE 'P_2%")

LOOP
dbms_output.put_line('ALTER INDEX "' | | index_entry.INDEX_NAME || ' REBUILD
PARTITION ' | | index_entry.PARTITION_NAME);
EXECUTE IMMEDIATE 'ALTER INDEX ' | | index_entry.INDEX_NAME | | ' REBUILD
PARTITION ' | | index_entry.PARTITION_NAME;
END LOOP;
END;
/
BEGIN
FOR index_entry IN (select INDEX_NAME from user_indexes where table_name IN
('CIM_LOCATIONCODEGROUPS','CIM_LOCATIONCODES') and index_type="NORMAL')
LOOP
dbms_output.put_line('ALTER INDEX ' | | index_entry.INDEX_NAME || ' REBUILD");
EXECUTE IMMEDIATE 'ALTER INDEX ' | | index_entry.INDEX_NAME || ' REBUILD?;
END LOOP;
END;
/

The application may work slowly if you use old version of Oracle database, because version older than
12.2 do not support partitions.

9.6 INTERNET EXPLORER ISSUES

Since eLIMS does not support any version of Internet Explorer browsers, using them can lead to
unexpected errors. Check out the browser version recommendations in the Getting Started section.

9.7 NO SEATS AVAILABLE ISSUE

No seats available issue may occur not only when you run out of licenses. Sometimes it occurs when the
data service works incorrectly. It may be caused by any kind of database inconsistencies. You can check
this and, if so, contact the support team to figure out the issue.

To check the data service is working correctly, follow the steps:
e Login as the Super Admin
e Select the Configuration -> Service Diagnostics main menu item. The Supporting Service Diagnostics
page will be open.
e Look through the services in the list.
o Check that all service jobs have been run successfully. The End date value should be no more
than the setting specified in the config (by default, it is 5 minutes).
= [f all service jobs statuses are Success and the dates are updated, the data service is
working correctly.
= |f at least one item is failed or its End time is not updated, restart the job.
e If errors are still displayed on the page or the dates are not updated, please
contact support with this issue.
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9.8 BARTENDER LABELS ISSUE

eLIMS 7.0 provides database changes related to merging SAMPLE and PSSCHEDULE tables. Most of the
sample properties have been migrated from PSSCHEDULE to SAMPLE and their names have been
changed. But the rest have been removed. If at least one such property is included in a BarTender label
template, printing labels will not work correctly. Users will only see the sample ID and barcode on these
labels.

To restore printing labels, the administrator should follow these steps:
e Go to the BarTender template storage. Usually, it is C:\LABWORKS \LWDATA\labels.
e Using the BarTender Designer app, open a label template that has an issue when printing.
e Try printing the label using this app. Most likely, you will see something like this:

! An object on the template was set to read in the field
"ANALYSES111", However, this field was not found. Proceed with
unknown fields as blank strings?

Yes No \

e Change any properties that caused this kind of issue or just remove them from the template.
e Once you can print the label from BarTender Designer, the problem can be considered fixed.
Just save the template and try to print your label via eLIMS.

However, in some cases, BarTender Designer may throw a connection error when connecting to a
source file to display the available properties.

I Record Set: ‘Testlabel111.pdf” encountered a Connection
error.

Message: The file
CALABWORKS\IWUSER\TestLabel111.pdf.txt’ could not be
opened, read, or accessed. Verify that the path is corredt,
exists, and has the correct permissions,

Details: Could not find file
CMABWORKSUWUSER\TestLabel111.paf.tut,

0K

You can ignore this issue and just change properties if you know exact property names or remove them.
But if you need the set of available properties, you can use the following workaround:
e Go to C:\inetpub\wwwroot\LabworksWeb\App_Data\upload\temp and find the last text
document (name starts with "TestLabel.btw-").
e Copy this file to C:\LABWORKS\LWUSER.
e Go to the BarTender template storage. Usually, it is C:\LABWORKS \LWDATA\labels.
e Using the BarTender Designer app, open a label template that has an issue when printing.
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e Open the “Database Setup” window (move to Data Sources tab-> right-click on Database Fields -
> click DatabaseConnection Setup).

L TestLabell11.btw - BarTender Designer
File Edit View Create Arrange Administer Teols Window Help

LEHDRB8S8 » @9 e
%Arial sl =B U 5 % x2

Data Sources % X zDowntownbtw Testlabell11.btw :
mEmbeddedDala A ] Gt e il v ol
® Time -
i_?_l Date
001 Serial Number —
= ::] =
[ Database Connection Setup...
0 ADE Database C Setup
[] ADUEDATE
B ANAMES |
£ BILLRATE -
M nAT™ rares
|4 Database Setup X
o Connection Properties
aLSQL Statement
j'l'ables Type: Text File
5 Fields File Name: | CALABWORES\LWUSER\TestLabel111.pdf.txt Browse...
$15or e
T i Database connaction properties are currently stored in this document.
£} Options
{4l Records Per lem To share this database connection with other documents, create a named connection.
D Barratl Booveser Create named database connechon
SxC ! [ ok || cancel Help
L

e Click Browse and choose the .txt file from the step above.
e Database Fields will be reloaded.

9.9 UNKNOWN ISSUES

Any unknown issues will most likely be fixed by restarting the core supporting services. Try to restart all
LW services in the correct order. Follow the steps:

° Start LWDataService
e  Wait 5 seconds
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e  Start LWLicenseService
e  Start LWeLIMSData

e  Start LWelLIMSLicense

e  Start LWelLIMSReporting

Also, please check your license file. It should not be expired. If so, replace it with a new one and restart
all services.

If this did not help you resolve the issue, please follow the steps:

e Turn on a more detailed level for logging.
o Open the file C:\Program Files (x86)\LABWORKS
eLIMS\LWeLIMSLicense\LWeLIMSLicense.exe.config
o Find the string in the file <setting name="LoglLevel" serializeAs="String">
<value>2</value> </setting>
o Change it to <setting name="LogLevel" serializeAs="String"> <value>0</value>
</setting>
e Restart the core supporting services as described above.
e Reproduce the issue.
e Contact the Labworks Support Team and provide it with log files from the following directories:
e C:\inetpub\wwwroot\LabworksWeb\App_Data\Logs\
e C:\ProgramData\Labworks LLC\LWeLIMSLicense\Logs\
e C:\ProgramData\Labworks LLC\LWeLIMSData\Logs\
e C:\ProgramData\Labworks LLC\LWeLIMSReporting\Logs\
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10 LABWORKS ELIMS INSTALLATION CHECKLIST

Check the availability of the LABWORKS services in the network

Verify that IIS and .NET are installed

Run the LABWORKS Update Tool

Run the SQL scripts

Install the Labworks eLIMS files

Install “URL Rewrite” IIS extension.

Copy ApplicationSpec.xml file into C:\Program Files (x86)\LABWORKS eLIMS\LWeLIMSLicense\
Restart IS

Set up SSL

Configure the automatic sample validation

Open the Labworks eLIMS web application in the browser using 1I1S Manager

OO0o0o0oo0oOooOoo0ooOoaoao

Configure Labworks eLIMS web application
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