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1 OVERVIEW

LABWORKS Exchange Portal is an extension of LABWORKS software, intended to give users the ability to order
laboratory samples and analyses. It is a browser-based client application, that uses server-side services for
synchronization with LABWORKS Enterprise LIMS.

1.1 DOCUMENT PURPOSE

The purpose of this document is to provide instructions for LABWORKS Exchange Portal software installation.

© Copyright 1998-2022 LABWORKS LLC. All rights reserved Page 4 of 86



LABWORKS Exchange Portal 7.1.0.34 Installation Guide QJI'ABWORKS

2 GETTING STARTED

LABWORKS Exchange Portal installation requirements:

1. Minimum hardware requirements
e Memory (RAM) - 8 GB;
e Processor —4 x 3.0 GHz or higher quad core processor

2. Recommended hardware requirements
o Memory (RAM) - 16 GB;
e Processor —4 x 3.0 GHz or higher quad core processor
e SSD storage for the database

3. Software requirements
e Operation system
o Windows Server 2016 STD/ENT

o Windows Server 2019 STD/ENT

e Installed Internet Information Services (lIS), version 10.0 or above
o Please follow the current Installation Guide instructions below to correctly install the
services.
o LABWORKS Exchange Portal files by default will be installed into the following directory:
C:\inetpub\wwwroot\LabworksXP\. You can change directory before start installation.
= Make sure that IIS_IUSRS has edit rights to this disk/folder.

e Installed .Net Framework, version 4.5 or above.
o Please follow the current Installation Guide instructions below to correctly install the
framework.

e Network
o LABWORKS Exchange Portal connectivity to the SQL Server database from the Webserver.

o LABWORKS Exchange Portal connectivity to the Redis from the Webserver.

o Clients must be able to connect to the Webserver. All clients should be able to resolve the
same name to browse to the Webserver.

4. Recommended database version
o Thereis a performance benefit into using the Enterprise Edition version of MSSQL databases.

Moreover, there are performance limitations with using LABWORKS Exchange Portal with SQL
Express Edition and SQL Standard Edition.
o ltis not recommended to use SQL Express Edition if more than 1000 orders are stored in
the database.
o ltis not recommended to use SQL Standard Edition if more than 100 000 orders are stored
in the database.

5. Recommended web and mobile browsers
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e Safari 13x (iOS 13x) - release date September 2019 or later
e Chrome 97 —release date February 2021
e Android Chrome + Android 9 OS - release date August 2018 or later

The LABWORKS Exchange Portal installation package includes:

1. LABWORKS Exchange Portal web-site files
The Labworks.XP.Setup-7.1.0.34.msi file that extracts the all web-site and server files.
2. Extensions for 1IS and .NET
e The urlrewrite2.exe file is used to set additional properties to IIS.

e The dotnet-hosting-3.1.22-win.exe file is added for the ability execute a .Net Core 3.1
application to IIS.

e The ndp48-web.exe file is added for printing features.

Note: We recommend you print the last page of this guide containing an installation checklist as that will help
you verify all installation steps as you follow them.
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3 PREREQUISITES CHECK

3.1 IS AND .NET AVAILABILITY

Please follow these steps to verify whether Internet Information Services and .NET framework are installed:

Step User Input / Action Expected Results

1 Navigate to the Windows Control Panel “Programs and Features” window “Programs and

using the Start menu. Features” window is
displayed.

ol Programs

« = v I > Contr.. » Programs v O Search Control Panel 0

Control Panel Heme

“~ Programs and Features

['l Uninstall a program ) Turn Windows features on or off
View installed Programs and Features

Uninstall or change programs on your

computer.

Systemn and Security

Metwork and Internet Run program

Hardware and Sound How to instal

* Programs Default Programs

Change default settings for media or devices

§

User Accounts
Make a file type always open in a specific program

Appearance and
Set your default programs

Personalization

Clock, Language, and Region

G | Java
Ease of Access EJ

2 Click the “Turn Windows features on or off” link on the left-hand side of the | The “Server

window. Manager” and “Add

s s i s sy Sl Roles and Features
I Wizard” windows

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair. are d |Sp|ayed

) Turn Windows features on or
off

Control Panel Home

Gz © - @
Install a program from the =
nectnork Name Publisher Installed On  Size Version -

3 Microsoft SQL Server 2012 Setup (English) Microsoft Corporation 9192017 174MB 11131280

[ Prerequisites for SSDT Microsoft Corporation 9192017 6.36ME 110210060

3 Microsoft Report Viewer 2012 Runtime Microsoft Corporation 9192017 262MB 110210060

5 Microsoft QL Server 2012 Data-Tier App Framework  Microsoft Corporation 9192017 794MB 110210060

5 Microsoft QL Server 2008 Setup Support Files Microsoft Corporation 9/19/2017 3BIME 10.1.27310

[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.30... Microsoft Corporation 97192017 10.1MB 9.0.30720.4974

5 Microsoft QL Server 2012 Transact-5QL Compiler Ser... Microsoft Corporation 848MB 110210060

[d Microsoft QL Server System CLR Types Microsoft Corporation 253MB  10.51.2500.0

613MB  11.02100.60
834MB 4030313

[d Microsoft SQL Server 2012 T-5QL Language Service  Microsoft Corporation
[=3 Microsoft NET Framework 4 Multi-Targeting Pack  Microsoft Corporation

#3Microsoft Visual Studio 2010 Shell (Isolated) - ENU Microsoft Corporation ST3MB  10.040219

3 Microsoft SQL Server 2012 Management Objects Microsoft Corporation 15.9ME 110210060

3 Microsoft SQL Server 2012 Policies Microsoft Corporation 9192017 996KB  11.02100.60

3 Microsoft System CLR Types for SQL Server 2012 Microsoft Corporation 9192017 1ISMB 110210060 =
[ Microsoft Visual C++ 2010 186 Redistributable - 10.0.... Microsaft Corporation 9/19/2017 TLIMB 10040219

90 Microsoft Visual Studio Tools for Applications x64 Ru...  Microsaft Corporation 97192017 115ME 10.040220

[d Microsoft system CLR Types for SQL Server 2012 (64)  Microsoft Corporation 97192017 176MB 110210060

5/ Microsoft SQL Server Data Tools - Database Projects .. Microsoft Corporation 9/19/2017 201KB 103201160 =

Currently installed pragrams Total size: 292 GB
24 programs installed
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Step User Input / Action Expected Results

3 Click the “Next” button in the Add Roles and Features Wizard. “Installation Type”
3 et page is displayed.

E Add Roles and Features Wizard

2) | }' Maage  Todk Vi

ine which oks o senices or
¢h as sharing decuments o

s, on Fares. Vou et
wting s ofyou cgarizatio

[ Skep tis page by default 7 -
& = File and Storage
5 1§ 1
¥ Sernvices
s | [ Hat> | . ® Mansgeatity
Events Events
Semvices Semices
Performance Performance Perfomance

4 Click the “Next” button. “Select destination
2 Add Roles and Features Wizard =0 - Server” page iS

displayed.

=]

DESTINATION SERVER

[ 5 [= = LABWORKS Server LABWORKS Jocal
Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure a single server by adding rales, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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Step User Input / Action Expected Results

5 Click the “Next” button. “Select server roles”
= Add Roles and Features Wizard [- =] page is displayed.

DESTINATION SERVER

Select destination server LABWORKSServer.LABWORKS local

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter:

Name IP Address Operating System

LABWORKSServer,LABW... 192.168.54.214  Microsoft Windows Server 2012 R2 Essentials

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous Next > Instal Cancel
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Step User Input / Action

Expected Results

6 Expand the “Web Server (IIS) > Web Server > Application Development”
node and make sure that following options are checked:

e .NET Extensibility (4.5 or above)

e ASP

e ASP .NET (4.5 or above)

e |SAPI Extensions

e |SAPI Filters

e Server Side Includes

e WebSocket Protocol
= Add Roles and Features Wizard == -

DESTINATION SERVER

Select server roles LABWORKSServer LABWORKS local

Select one or more roles to install on the selected server.

Before You Begin

Roles Description

~]  Web Server provides support for HTML

4[] Web Senver (I5) (21 of &3 installec) Web sites and optional support for

ERMCIN Web Server (19 of 34 installed) ASPINET, ASP, and Web server extensions.
[W] Common HTTP Features (5 of 6 installed) You can use the Web Server to host an

internal or external Web site or to provide
an environment for developers to create
Web-based applications.

[B] Health and Diagnostics (4 of 6 installed)
[8] Performance (1 of 2 installed)
[B] Security (3 of 9 installed)
4 (8] Application Development (6 of 11 installed)
[ .NET Extensibility 2.5

o NET Ext y 45 (Installed)

[] Application Initialization
V| ASP (Installed
[[] ASP.NET 35

——13 [ WebSocket Protocol
[] FTP Server

v

< Previous Next > nsta Cancel

All listed options are
checked.

© Copyright 1998-2022 LABWORKS LLC. All rights reserved
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Step

User Input / Action

Expected Results

7

Scroll down and expand the “Management Tools > IIS 6 Management
Compatibility” node and make sure that following options are checked:

e |IS 6 Metabase Compatibility
e |IS 6 Management Console

e |IS 6 Scripting Tools

e IS 6 WMI Compatibility

And click the “Next” button.

1= Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles

[] WebSocket Protocol
[] FTP Server

4 [H] Management Tools (2 of 7 installed)
v 1S nt Console (Installed
4 [H] IIS 6 Management Compatibility (1 of 4 installed)
vl 115 6 Me e Compatibility (Installed
IS 6 Management Console
IS 6 Scripting Tool:
1IS 6 WMI Compatibility

[ IS Management Scripts and Tosls

[ Management Service

[T Windows Deployment Services
v| Wind: Experience (Installed

==

DESTINATION SERVER
LABWORKSServer LABWORKS local

Description

1IS 6 Scripting Tools provide the ability to
continue using IIS 6 scripting tools that you
built to manage IIS & in IS 7, especially if
your applications and scripts that use
ActiveX Data Objects (ADO) or Active
Directory Service Interface (ADSI) APs. 115 6
Scripting Tools require Windows Process
Activation Service Configuration APL.

Cancel

“Select features”
page is displayed.

Add Roles and Features Wizard

Select features

Select one or more features to install on the selected server.

Features

[B] NET Framework 3.5 Features (1 of 3 installed)
[B] NET Framework 4.5 Features (4 of 7 installed)
[ Background Intelligent Transfer Service (BITS)
[ BitLacker Drive Encryption
[ BitLacker Network Unlock

Confirmation

[] Client for NFS

[] Data Center Bridging
[ Direct Play

[] Enhanced Storage

v| Group Policy Management (Inst:

V]

v| Ink and Handwriting 5

[ Intemnet Printing Client
[ IP Address Management (IPAM) Server
[ iSNS Server service

[] LPR Port Manitor

[ Management OData IIS Extension

V] Media Foundation {Installed

Check the option “IIS Hostable Web Core” and click the “Next” button.

BE |

DESTIMATION SERVER
LABWORKSServer LABWORKS Jocal

Description

1IS Hostable Web Core enables you to write
custom code that will host core IIS
functionality in your own application. HWC
enables your application to serve HTTP
requests and use its own
spplicationHost.config and roct web.config
configuration files. The HWC application
extension is contained in the hwebcore.dll
file.

“Confirm installation
selections” page is
displayed.

© Copyright 1998-2022 LABWORKS LLC. All rights reserved
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Step

User Input / Action

Expected Results

9

If any of the options were unchecked, click “Install”.

[ Add Roles and Features Wizard BT

DESTINATION SERVER

Confirm installation selections LABWORKSSarver LABWORKS ocal
R To install the following roles, role services, or features on selected server, click Install,
Installation [] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have been selected
automatically. If you do not want to install these optional features, click Previous to clear their check boxes.

Web Server (II5)

115 6 Management Compatibility
1IS 6 Management Consale

1IS 6 Scripting Tools
1IS 6 WMI Compatibility
Web Server

Application Development
{NET Extensibility 3.5

Expart configuration settings
Specify an alternate source path

< Previous Next > Install Cancel

“Installation
progress” page is
displayed.

10

Click “Close” to exit, after the installation process is finished.
=] Add Roles and Features Wizard = =] =

DESTINATION SERVER

Installation progress LABHORSSarvar ABWORKS ocs

View installation progress

@ Festure installation

Installation succeeded on LABWORKSServer.LABWORKS.local.

Web Server (IIs)
Management Tools

IS 6 Management Compatibility
11S 6 Management Console
115 6 Scripting Tools
115 6 WMI Compatibility

Web Server
Application Development
NET Extensibility 3.5

You can close this wizard without interrupting running tasks. View task progress or open this page again by
clicking Notifications in the command bar, and then Task Details.

Expart configuration settings

Window is closed.

11

Verify whether IIS has been installed:
e Use “Windows + R” button combination to open the “Run”
window.
e Type “inetmgr” in the field and press “Enter”.

If IS is installed, IIS
Manager will be
launched.
Otherwise, an error
message will be
displayed.

12

Please reboot the computer after the installation of missing components.

© Copyright 1998-2022 LABWORKS LLC. All rights reserved
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3.2 “URL REWRITE” IIS EXTENSION
Please install the “URL Rewrite” 1IS extension. The executable file urlrewrite2.exe is included in the installation
package.

Also, you can download the URL Rewrite extension from the official Microsoft website:
https://www.iis.net/downloads/microsoft/url-rewrite.

3.3 “.NET CorE 3.1 HosTING” .NET EXTENSION

Please install the “.NET Core 3.1 Hosting” .NET extension. The executable file dotnet-hosting-3.1.22-win.exe is
included in the installation package.

Also, you can download this extension from the official Microsoft website: https://dotnet.microsoft.com/en-
us/download/dotnet/3.1.

Please restart IS after the installation of the new components.

3.4 “.NET FRAMEWORK 4.8 SETUP” .NET EXTENSION

Please install the “Microsoft .NET Framework 4.8” .NET extension. The executable file ndp48-web.exe is
included in the installation package.

It is necessary for printing orders and printing labels.

Also, you can download this extension from the official Microsoft website: https://dotnet.microsoft.com/en-
us/download/dotnet-framework/net48.

3.5 DATABASE CONFIGURATION

Install SQL Server, version 2019 or later.

Please, make sure that the database user that is used in the LABWORKS Exchange Portal is owner for DB
schemas or, otherwise, meets the following requirements:
e The database user is a member one of the following roles:
o “sysadmin fixed server” role
o “db_owner fixed database” role
o “db_ddladmin fixed database” role.

3.6 ReDIs

Redis is an open source (BSD licensed), in-memory data structure store, used as a database, cache, and
message broker. Using Redis is optional. You can choose to use Redis or cache the data to portal internal
memory during installation. If you select an option to cache data to portal internal memory, it may cause the
following issues:

e There can be performance issues. The portal may work slowly in some cases.

e You need more RAM on the server (at least plus approximately 2 GB).

© Copyright 1998-2022 LABWORKS LLC. All rights reserved Page 13 of 86
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If you choose to cache data by Redis, install Redis before the Exchange Portal installation.

There are 4 ways to install Redis:

Install Redis using Docker
Install Redis on a separate server
Install Redis on Windows with WSL

Use the Azure Cache for Redis

JLABWORKS

3.6.1 Install Redis using Docker
Step User Input / Action Expected
Results
1 Install Docker using distributions from the official site https://www.docker.com/ and
follow the manufacturer's installation instructions.
You can use Docker Desktop for Windows. Before doing so, you need to be familiarized
with the changed license restrictions.
2 Run Command Prompt.
BN Command Prompt
t Windows [Version 16.98.19841.884]
Microsoft Corporation. All rights reserved.
C:\Users
3 Run a command to download the image, create and run the container:
docker pull redis
docker run --name=Redis --restart=always -p 6379:6379 -v redis-
data:/data -d redis

© Copyright 1998-2022 LABWORKS LLC. All rights reserved
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4 After the installation is complete, Redis will be running and available by parameters:
"Redis": {
"Configuration”: "localhost:6379"
}
@ o + 0~
[ & Containers/Apps Q, searc Sort by v
& Images éo_me,'tab?ig‘_ﬁ:fm:E'TE'
Volumes
fedis =
@ Dev Envi '-zrfrsrtsm S
5 Docker container launch options can be changed if needed. In this case, the installer input
fields or the api/appsettings.json configuration file should be updated with the actual
values.
6 Check that the container has started using the command:
docker ps

The Redis container can be installed on another server (both Windows-based and Linux-based). In this case,
instead of "localhost" use the name or IP of the server where the container is running.

3.6.2 Install Redis on a separate server

Step User Input / Action Expected
Results

1 Install a Linux-based operating system on a separate server.
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Open terminal and update packages:

sudo apt-get update

Hit:1 http://archive.ubuntu.com/ubuntu focal InRelease
Hit:2 http://archive.ubuntu.com/ubuntu focal-updates InRelease

Hit:3 http://archive.ubuntu.com/ubuntu focal-backports InRelease
Hit:4 http://security.ubuntu.com/ubuntu focal-security InRelease
Reading package lists... Done

Install Redis:

sudo apt-get install redis-server

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer requi
chromium-codecs-ffmpeg-extra gstreameril.0-vaapi
libgstreamer-plugins-bad1.0-0 libva-wayland2

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installed:
libatomic1i libhiredis®.14 libjemalloc2 liblua5.1-6 lua-bitop lua-cjson
redis-tools

Suggested packages:
ruby-redis

The following NEW packages will be installed:
libatomic1l libhiredis6.14 libjemalloc2 liblua5.1-0 lua-bitop lua-cjson
redis-server redis-tools

0 upgraded, 8 newly installed, © to remove and 189 not upgraded.

Need to get 925 kB of archives.

After this operation, 4 123 kB of additional disk space will be used.

Do you want to continue? [Y/n] Y

Open settings file:

sudo nano /etc/redis/redis.conf

Select the supervised system option.
This setting will allow to initialize the start of Redis as a service. According to the official
documentation, this will allow to have more control over the database.

supervised systemd

© Copyright 1998-2022 LABWORKS LLC. All rights reserved
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6 Disable Protected Mode.

Official documentations: “If you want to connect from external computers to Redis you
may adopt one of the following solutions: 1) Just disable protected mode sending the
command 'CONFIG SET protected-mode no' from the loopback interface by connecting to
Redis from the same host the server is running, however MAKE SURE Redis is not publicly
accessible from internet if you do so. Use CONFIG REWRITE to make this change
permanent. 2) Alternatively, you can just disable the protected mode by editing the Redis
configuration file, and setting the protected mode option to 'no’, and then restarting the
server. 3) If you started the server manually just for testing, restart it with the '--
protected-mode no' option. 4) Setup a bind address or an authentication password.
NOTE: You only need to do one of the above things in order for the server to start
accepting connections from the outside.”

protected-mode no

7 Save the changes to the file and exit, e.g., ctrl + X - exit and confirm to save the file.

8 Enable service autostart:
systemctl enable redis-server

synchronizing state of redis-server.service with SysV service script with /lib/
systemd/systemd-sysv-install.

Executing: /Iib/systemd/systemd-syzv-install enable redis-server

9 Restart redis-server:

systemctl restart redis-server

10 The server is ready to go. You can view the version of the installed DBMS with the
command:

redis-server -version

Redis server v=5.8.7 sha=00000000:0 malloc=jemalloc-5.2.1 bits=64 build=636cde3

p5C7a3923

11 Configure the port for external access.
Install the firewall and enabling:

sudo apt install ufw && sudo ufw enable
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12

Add port:

sudo ufw allow 6379/tcp

Rule added

Rule added (v6)

Check with the command:

sudo uft status verbose

Status: active
Logging: on (low)

Default: deny (incoming), allow (outgoing), disabled (routed)

New profiles: skip

6379 /tcp
379/ tcp
5379 /tcp (v6)

Action From
LLOW IN 172.168.0.2
LLOW IN Anywhere

A
ALLOW IN Anywhere (v6)

13

Check the functionality.

Open the folder where redis-cli.exe is located, by default “C:\Program Files\Redis”, and

open the console in this folder.

To launch the console, enter the command cmd instead of the path.

cmd‘
1

\Va'ne

Logs
“| EventLog.dll
@ Redis on Windows Release Notes.docx
@ Redis on Windows.docx
_| rediswindows.conf
_| redisawindows-service.conf
[ redis-benchmark.exe
s __| redis-benchmark.pdb
[ redis-check-aof exe
_| redis-check-aof.pdb
ersonal [ redis-check-dump.exe
| redis-check-dump.pdb
[ redis-cli.exe
_| redis-cli.pdb
[# redis-server.exe
_| redis-server.pdb

@ Windows Service Documentation.docx

Date modified Type Size

File folder

Application extens...
Microsoft Word D...
Microsoft Word D...

Application
Program Debug D...
M Application
Program Debug D...
Application
Program Debug D...
Application
Program Debug D...

Application

Program Debug D...

Microsoft Word D...
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14 Run redis-cli:
redis-cli -h <ip> -p <port>
Where
<ip> = IP of redis service
<port> = port value
CAWindows\System32\cmd.exe - redis-cli -h 192.168.56.101 -p 6379
The server port can be found on a Linux machine using the command:
Ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defau
1t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: enpOs3: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc fq_codel state DO
WN group default qlen 1000
link/ether 08:00:27:fe:26:84 brd ff:ff:ff:ff:ff:ff
3: enpBs8: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default qlen 1000
link/ether 08:00:27:42:e3:93 brd ff:ff:ff:ff:ff:ff
inet 192.168.56.101/24 brd 192.168.56.255 scope global dynamic noprefixrout
e enpOss
valid_1ft 305sec preferred_1ft 305sec
inet6 feB80::8bef:ee3c:2c3e:cePa/64 scope link noprefixroute
valid_1ft forever preferred_Lft forever
15 Check the connection using the ping command, the response should be PONG.

>redis-cli -h 192.168.56.181 -p 6

> ping
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16 Enter the actual values into the configuration input fields of the installer or directly into
the api/appsettings.json configuration file.

I
"Redis": {

"Configuration": "192.168.56.101:6379,allowAdmin=true, abortConnect=false"
I,

3.6.3 Install Redis on Windows Server with WSL

Step User Input / Action Expected
Results

1 Install WSL on Windows Server 2019 or above.

First, enable the "Windows Subsystem for Linux" optional feature. Open PowerShell as
Administrator

1. Hold Windows and X keys together to open the Windows menu.
2. Select Windows PowerShell (Admin) to launch the PowerShell with admin permissions.

And run:

Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-
Windows-Subsystem-Linux

2 Administrator: Windows PowerShell
Ps C:\Users\Administrator> Enable-WindowsOptionalFeature Microsoft-Windows-Subsystem-Linux

Enable-WindowsOptionalFeature: Microsoft-Windows-Subsystem-Linux
Running
[0000000000000000000000000000060000000060O0000006OGO00000O0GO00000OOA000000O0I000000O0000000000000

2 Reboot. For example, press ‘Y’ to restart your server.

3 Download a Linux distribution. Find an appropriate version on this page.

If you prefer, you can also download your preferred distribution(s) via the command line,
you can use PowerShell with the Invoke-WebRequest cmdlet. For example, to download
the latest version of Ubuntu:

Invoke-WebRequest -Uri https://aka.ms/wslubuntu -OutFile
Ubuntu.appx -UseBasicParsing

4 Extract the <DistributionName>.appx package's contents, using PowerShell:

Rename-Item .\ <DistributionName>.appx . \Ubuntu.zip

Expand-Archive .\Ubuntu.zip .\Ubuntu
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5 Once the distribution has been downloaded, navigate to the folder containing the
download and run the following command in that directory, where app-name is the
name of the Linux distribution <app_name>.appx file:

Add-AppxPackage .\<app name>.appx

6 You can now launch your distribution. Go to Windows button, click the Ubuntu Logo and
wait for the installation to finish.

7 Once installation is complete, you can create a user account and password for your new
Linux distribution.

e This Username and Password is specific to each separate Linux distribution that
you install and has no bearing on your Windows user name.

e Once you create a Username and Password, the account will be your default user
for the distribution and automatically sign-in on launch.

e This account will be considered the Linux administrator, with the ability to run
sudo (Super User Do) administrative commands.

e Each Linux distribution running on WSL has its own Linux user accounts and
passwords. You will have to configure a Linux user account every time you add a
distribution, reinstall, or reset.

e does not need to match your Windows username.

run a E E inis ( r “root”), use "sudo <command>".
‘ma

ome to Ubuntu 28 =] fLinux 4.4.€

8 We recommend that you regularly update and upgrade your packages using the
preferred package manager for the distribution.

Use the command:

sudo apt update && sudo apt upgrade

9 Install Redis. Run in WSL terminal:

sudo apt install redis-server -y

10 Verify the Redis version number:

redis-server —--version
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11 Add rights to the user to work without a password.
5.1. Open file with permissions
sudo visudo
5.2. Append to end of file
<your linux username> ALL=NOPASSWD: /usr/sbin/service redis-
server *
Or if you want to disable sudo passwords generally add this to the end:
<your linux username> ALL=(ALL:ALL) NOPASSWD:ALL
12 Set up Redis on a new port, for example 6377. To do this, make changes to the configuration:
sudo nano /etc/redis/redis.conf
Specify the needed port.
port 6377
13 Set up Redis autorun by creating a task in task scheduler to launch WSL when the computer

starts.
Tap the Windows key on the keyboard, and then search for “Task Scheduler.” Launch the
“Task Scheduler” shortcut.

Best match

Task Manager
App

Apps
Task Scheduler >

Search the web

L task - See web results >
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14 Look under the “Actions” section and select “Create Basic Task”.

—'

Status  Trige ” Actions
ILa.. Ready Task Scheduler Library PO
p- Ready E] Create Basic Task

M. Runnin
) 9 & Create Task..
A.. Running Atlc
Task...
Ready  Ats Import Task
da.. Ready Muli o, (71 Display All Running Tasks
> is| Enable All Tasks History
igers Actions ¢ " | New Folder..
A View 4
AMDInstallLaunch
15 Input the task name and a description. For example, “Redis”. Click the “Next”.
Create Basic Task Wizard s
@I Create a Basic Task
Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Mame: Redis
Fael Description:
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16 Choose the “When the computer starts” radio button and click “Next”.
@] Task Trigger
Create a Basic Task When do you want the task to start?
P
Action
Weekl
Finiich ® e
() Monthly
() Onetime
(®) When the computer starts
() When|log on
() When a specific event is logged
17 In the next section, select the “Start a Program.” Click the “Next” button.

| E‘ Artion

Create a Basic Task

Trigger

Finish (®) Start a program
() Send an e-mail (deprecated)

() Display a message (deprecated)

What action do you want the task to perform?
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Specify the program that should be run, which is WSL. Enter the following into the

18

“Program/Script” text entry box: C: \Windows\System32\wsl.exe orjust wsl.

In the Add Arguments field, input:

sudo service redis-server start --daemonize yes

Click the “Next” button.
“(®| startaProgram
Create a Basic Task
Trigger Program/script:
Action |W5| | Browse...
Finish Add arguments (optional): |VEF 5tart—daemonizeyes|

Start in (optional): | |
19 Check the “Open the Properties dialog for this task when I click Finish” checkbox.

Click the “Finish” button.

Create Basic Task Wizard

@] Summary

Create a Basic Task

Trigger MName: Redis
Action Description:
Start a Program
Trigger: |At startup; At systermn startup |

Action: |Start a program; CAWindows\System32ywsl.exe sudo service redis-server star|

Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule,

< Back Cancel
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20

"

not
Click the “OK” button.

The task details should be open. Select the radio button “Run whether user is logged on or

General Triggers Actions Conditions Settings History (disabled)

Name: |Redis

Location: \

Description:

Security options

When running the task, use the following user account:

(2 Run only when user is logged on

I@ Run whether user is logged on or not I

[] Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

[] Hidden Configure for:

Windows Vista™, Windows Server™ 2008

Change User or Group...

21

Test the created task.

Right-click the task and select “Run.”

First, in the main window of the Task Scheduler, scroll down until you see your task name.

@ Task Scheduler (Local)
v [ Task Scheduler Library
| Microsoft

Active Tasks

Active tasks are tasks that are currently enabled and have not

Summary: 69 total

Task Mame Mext Run Time &

ReconcileFeatures
Report policies
Schedule Scan Static Task

W
-~ S
<

Last refreshed at 3/21/2022 8:59:19 AM Refresh
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22 Check the status of the server. In the WSL terminal type in:

sudo service redis-server status

23 Check that your port works. Run in Windows cmd:

netstat -na | findstr <port>

23.1. Open a WSL terminal and run

sudo service redis-server status
which should report that Redis is now running.
23.2. Open Widows cmd and run:

netstat -na | findstr <port>

23 Restart your PC, and when you get back, check that the Redis is started and the port works.

to the appsettings.json configuration file.

25 If you need to change Redis settings after the Exchange Portal is installed, make changes

"Redis": {

¥s

"Configuration": "localhost:6377,allowAdmin=true,abortConnect=false"

3.6.4 Azure Cache for Redis

As an alternative to previous ways to install Redis, you can use the Azure Cache for Redis. It is a Microsoft
Azure service. Azure Cache for Redis a fully managed, in-memory cache that enables high-performance and
scalable architectures. It can be used to create cloud or hybrid deployments that handle millions of requests
per second at sub-millisecond latency—all with the configuration, security, and availability benefits of a

managed service.

Find more details here: https://azure.microsoft.com/en-us/services/cache.

LABWORKS estimates each active user will consume anywhere from 10-15 MB of data (so 100 active users are

expected to consume between 1-1.5GB of Redis memory).

How to connect Azure Cache for Redis to LABWORKS Exchange Portal.
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Step User Input / Action Expected
Results
1 Install the Exchange Portal as described in the 4.2 LABWORKS EXCHANGE PORTAL FILES | Exchange
section of this document. Portal is
Leave fields empty on the “Configure Redis” step of the installer wizard. installed.
Finish installation.
2 Create an Azure Cache for the Redis instance. Select version 6 during installation. Azure
Cache for
Home > Azure Cache for Redis the Redis
° is
New Redis Cache - ctalled.
Basics  Networking Advanced Tags  Review + create
Non-TLS port D Enable
Redis version O B
B
3 Run the instance. Azure
Cache for
Showing 1 to 1 of 1 records. RedIS is
D Name T Location Ty Status T Size Ty runn]ng
D & rediskon6 East US Running 250 MB
\

© Copyright 1998-2022 LABWORKS LLC. All rights reserved

Page 28 of 86



LABWORKS Exchange Portal 7.1.0.34 Installation Guide

ZJLABWORKS

4 Go to the Access keys page. The value
Copy the connection string "Primary connection string (StackExchange.Redis)". is copied
Connection to Azure Cache for Redis will already be password protected. to the

rediskon6 | Access keys clipboard
Azure Cache for Redis
L Search (Ctrl+/) « U Regenerate Primary (G Regenerate Secondary
& Overview Primary ij7ayBuL2N7y205to
B Activity log
Secondary 181IvbPIrQ5GI7Wiz]
A Access control (IAM) ]
& Tags Primary cormecnon“strmg redickont redicicach
(StackExchange.Redis) :
Vi Diagnose and solve problems
Secondary connection string : 5
Event
vents (StackExchange Redis) rediskoné.redis.cach
Settings / For information on other clients see:
Access keys https://aka.ms/redisclients
== Advanced settings
7 Scale

5 Paste the copied line in appsettings.json into the “Redis: Configuration” section. File is
The appsettings.json should be created after the LABWORKS Exchange Portal updated.
installation.

Save the file.
"Redis": {
"Configuration": "localhost:6379,allowAdmin=true, abortConnect=false"
} ’ \
6 Restart the portal (pool + portal). 1S
e Use “Windows + R” button combination, to open the “Run” window. Manager
e Type “inetmgr” in the field and press “Enter”. is open.
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7 Find and select the LABWORKSSERVER > Application Pools in the “Connections” panel “Actions”
on the left-hand side of the “Internet Information Services (1IS) Manager” window. panel
appeared
z 1l | on the
b | @ Application Pools right-
@-id &8 3' PP hand side
Bl %-3 Sait Page || This page lets you view and manage the ofthe
Vi "”:3 \EIN'SRLKPDKBSM (WIN-3RL | icolation among different applications. window.
-z} Application Pools
v .[&] Sites Filter: v Go
. &P Default Web Site T— R—
&P LabworksWeb -
L NET w45 Started  v4.0
CJ) NETv4.5 Classic Started  v4.0
£J DefaultAppPool  Started  v4.0
£} LabworksWeb Started  v4.0
.-’ LabworksXP Started  v4.0
8 Click the “Restart” button in the Actions panel (or “Stop” and then “Start”). The pool
is
’ Restart restarted
B Stop
9 Find and select the LABWORKS Exchange Portal application under LABWORKSSERVER > | “Actions”
Sites folder in the “Connections” panel on the left-hand side of the “Internet panel
Information Services (11S) Manager” window. appeared
on the
C G ’ right-
. . hand side
G- 78 ‘ of the
- Start Page window.
v €3 WIN-5RLKPDKB5T4 (WIN-5RL
----- t;' Application Pools
v. @ Sites
. & Default Web Site
&P LabworksWeb
‘ &P LabworksXP
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10 Click the “Restart” button in the Actions panel (or “Stop” and then “Start”).

i Explore

Edit Permissions...

Edit Site
Bindings...

[:i Basic Settings...
View Applications

View Virtual Directories

Manage Website 2
@ Restart

B Stop
Browse Website

(®] Browse:3214 (http)
Advanced Settings...
Configure
Failed Request Tracing...

Limits...

o Install Application From
= Gallery

"9.' Help

The
portal is
restarted

3.7 CRYSTAL REPORT

Install the Crystal Report for printing reports.
The executable file CRRuntime_64bit_13 0 _30.msi is included in the installation package.

Follow the steps bellow to install the Crystal Report.
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Step

User Input / Action

Expected
Results

Launch the CRRuntime_64bit_13_0_30.msi file from the LABWORKS Exchange Portal Next step

Installation Package.

Click the “Next” button.

ﬂ SAP Crystal Reports runtime engine for MET Framework (64-bi.. — *

Welcome to the SAP Crystal Reports runtime engine
for .NET Framework (64-bit) Installation Wizard

Itis strongly recommended that you exit all Windows
programs before running this Setup Program.

Click Cancel to quit Setup and dose any programs you have
running. Click Next to continue with the Setup program .

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or
any portion of it, may result in severe cvil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

is open.

Accept the license and click the “Next” button.

License Agreement

ﬂ SAP Crystal Reports runtime engine for .NET Framework (84-bi..  — *

‘fou must agree with the license to proceed.

REFUND.

you. If you acquired this

SAPE BUSINESSOBJECTS™ LICENSE AGREEMENT ~

IMPORTANT-READ CAREFULLY: THIS IS A LEGAL AGREEMENT BETWEEN YOU AND
SAP BUSINESSOBJECTS FOR THE SAP BUSINESSOBJECTS SOFTWARE ACCOMPANYING
THIS AGREEMENT, WHICH MAY INCLUDE COMPUTER SOFTVWARE, ASSOCIATED MEDLA,
PRINTED MATERIALS AND ONLINE OR ELECTRONIC DOCUMENTATION (*SOFTWARE™).
BEFORE CONTINUING WITH THE INSTALLATION OF THE SOFTWARE, ¥0U MUST READ,
ACKNOWLEDGE AND ACCEPT THE TERMS AND CONDTIONS OF THE SOFTWARE
LICENSE AGREEMENT THAT FOLLOWS ("AGREEMENT"). IF ¥OU DO NOT ACCEPT THE
TERMS AND CONDITIONS OF THE AGREEMENT, ¥OU MAY RETURN, WITHIN THIRTY (30}
DAYS OF PURCHASE, THE SOFTWARE TO THE PLACE YOU OBTAINED IT FOR A FULL

1. GRANT OF LICENSE. SAP BusinessObjects grants you a nonexclusive and limited
license to use the Software products and functionalities for which you have paid the
applicable fees solely for your internal business purposes and in accordance with
the terms and conditions of this Agreement. The Software is licensed, not sold, to

product as a special offer or as a prometional license

included with another SAP BusinessObjects product, additional restrictions apply as ¥

@I accept the License Agreement

(01 do not accept the License Agreement

Next step
is open.
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3 Click the “Next” button to begin the installation. Installation
is started.

ﬁ SAP Crystal Reports runtime engine for NET Framework (64-bi... — X

Start Installation

Are you ready to have the SAP Crystal Reports runtime engine for .NET
Framework (54-bit) Installation Wizard begin the install?

Press the Mext button to begin the installation or the Back button to review the
license agreement.

4 Wait until the Crystal Report is installed. Installation
isin
#5 SAP Crystal Reports runtime engine for NET Framework (64-b... — progress.

SAP Crystal Reports
version for Microsoft Visual Studio

SAPA

e’ ©® 2010-2021 SAP SE. All rights reserved

Updating component registration
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5 Click the “Finish” button to finish the installation. Installation
is finished.

ﬁ SAP Crystal Reports runtime engine for .NET Framework (64-b... = —

SAP Crystal Reports runtime engine for .NET
Framework (64-bit) has been successfully installed.

3.8 SMTP SERVER
SMTP Server should be installed or you can use external SMTP server.
SMTP stands for Simple Mail Transfer Protocol, and it is an application used by mail servers to send, receive,

and/or relay outgoing mail between email senders and receivers. It should be used for sending email
notifications to Exchange Portal users.

3.9 INSTALLLABWORKS LIMS

LABWORKS Exchange Portal should work together with LABWORKS Enterprise LIMS so that users can order
samples and analyses and these 2 applications are synchronized.

e Install LABWORKS LIMS application, version 7.1.0.184 or above using the LABWORKS Enterprise LIMS
Installation Guide.

e Find the Client ID running the System Management application: Utilities > System Manager Mode (or
in the SYSMGR table of the database): LWCPKey.
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J
System Controd | Data Field Names | User Information | Privieges | Ownership l
System Control
Next [nvoice Number If—’ Database Key Value ;]
IPP_BDL_OPT ZERO
Next Samgle ID | AE00518 IPP_DEF_EFF_DATE 01/01/1998
Next QA/QC Batch Number [155 1PP_DEF_EXP_DATE 12/31/2017
e IPP_DEF_MUNICODE MSD
Tum on Audit Tral ¥ OMIN
- DMAX
IPP_LW_UWARN MAVGMAX
PP_ND_OPT ZR0
IPP_PASSWORD
IPP_PERMIT_DOC PERMIT.DOC
IPP_RLT_GROUPING NONE
IPP_SNC_GROUPING SEPARATE
LASELPRINTERSEARCH Microsoft Office
LOCCODE_LIMITING QA
LOGBATCHIDFORMAT YYYY-MM-DD-XXX
LOGIN_DEPT
LOGIN_INITIAL_STATUS SAMP_ANALYSIS_PENDING
LOGINBATCHNAME 2016-09-14-002
LWCP_URL htip:/focathost: 4040/api -
LWCPKey 1140744145
MC_NONPOS
MCBDL <MDL
MCND NO =

LWCPKey value should be used as the value for the Client ID.

o It will fill in by itself, if the value is empty in the database at the first start of the data service.
Or it can be set manually.

e Find the Secret key in the config file of the Data service (LWelLIMSData.exe.config): LWCPSecret.

<setting name="LWCPSecret" serializels="String">

<value>BECFCB35F-25C3-46B4-A5CD-3860458ET782B</valus>

LWCPSecret value should be used as the value for the Secret key.

These data will be needed for the LABWORKS Exchange Portal installation.
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LABWORKS EXCHANGE PORTAL UPDATE
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To install the latest version of the LABWORKS Exchange Portal, you can use the Labworks.XP.Setup-

7.1.0.34.misi file from the LABWORKS Exchange Portal Installation Package. Before upgrading the portal, we

recommend to stop the portal and the pool. To do it, follow the steps below.

Step User Input / Action Expected
Results
1 o Use “Windows + R” button combination, to open the “Run” window. 1S
e Type “inetmgr” in the field and press “Enter”. Manager
is open.
2 Find and select the LABWORKSSERVER > Application Pools in the “Connections” panel on | “Actions”
the left-hand side of the “Internet Information Services (lIS) Manager” window. panel
appeared
: | @ Application Pool (r)ight:e
‘ - Ication FOOIS )
G-id &8 ‘ j PP hand side
:_i Sast Page || This page lets you view and manage the Of_ the
pAs 3 \?‘/\'N'SRLKPDKBST“ (WIN-3RL isclation among different applications. window.
iyt Application Pools
v (@] Sites Filter: - W Go
& Default Web Site T Status  NET |
&P LabworksWeb =
L NET 4.5 Started  v4.0
5} NET v4.5 Classic ~ Started  v4.0
) DefaultAppPool  Started  v4.0
L2} LabworksWeb Started  v4.0
i =) LabworksXP Started  v4.0
3 Click the “Stop” button in the Actions panel. The pool
is
estart stopped.
| Sty
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4 Find and select the LABWORKS Exchange Portal application under LABWORKSSERVER > “Actions”
Sites folder in the “Connections” panel on the left-hand side of the “Internet Information | panel
Services (1IS) Manager” window. appeared

on the
s right-
Connectnons hand side
L 7 |8 of the
.d4 Start Page window.
v -95 WIN-5RLKPDKB5T4 (WIN-5RU
»»»»» t;' Application Pools
v @) Sites
&P Default Web Site
&P LabworksWeb
&P LabworksXP
5 Click the “Stop” button in the Actions panel. The
portal is
estart stopped.
B Stog

In the upgrade mode, you will see all parameters configured in the appsettings.json file, relevant to the
moment of the last start of the portal. If no changes are needed, you can skip steps and just click the
“Next” button. If you need to make some changes, input new values. All parameters except the destination

folder and the portal URL can be changed.

We recommend encrypting user names and passwords. For that purpose, you can use the LABWORKS
Exchange Portal Encryption Tool included into the installation package. See instructions in the corresponding

section of this document.

To upgrade the LABWORKS Exchange Portal, follow the steps below.
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following screen where you can click the “Remove” button and delete the application.
The database and all created data (folder, appsettings.json, logs, attached images and
files, etc.) will not be removed. Or you can click the “Cancel” button.

Step User Input / Action Expected
Results
1 Launch the Labworks.XP.Setup-7.1.0.34.msi file from the LABWORKS Exchange Portal Next step is
Installation Package. open.
Click the “Next” button to start update.
]‘El LABWORKS Exchange Portal ( version) Setup — e
Welcome to the LABWORKS Exchange
Portal ( version) Setup Wizard
The Setup Wizard will install LABWORKS Exchange Portal
{ version ) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.
Back Cancel
2 If you are trying to install the same version that is already installed, you will see the

Change, repair, or remove installation
Select the operation you wish to perform,

features.

LABWORKS Exchange Portal (version ) cannot be repaired,

Removes LABWORKS Exchange Portal (' version ) from your computer.

LABWORKS Exchange Portal { version ) has no independently selectable

Cancel
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of the new database. Specify the database name. Do not forget to update the
Username and the Password of the SQL Server.
The database will be created or updated.

Or leave as it was configured for the previous version.

Click the “Next” button.

Configure Database
Enter the database parameters.

Server name ar IP

|SEF"\I’EFI’IEI’I’IE

Database name

||:Iata|:|ase

IUser name (It is recommended this value is encrypted)

lencrypted username

Passwaord (It is recommended this value is encrypted)

|enn:ry|:|ted password

Step User Input / Action Expected
Results
3 If you are installing one of the next versions, you will see steps with application Next is step
parameters. The first of them is the Configure Host step. open.
The portal URL cannot be changed.
Just click the “Next” button.
Configure Host
Enter the Host Address,
Portal URL {(without http:/f or https: /) =
|||:-|:ali'u:-5t
4 Configure Database Next step is
You can update the Database configuration if needed: input server name or IP address | open.
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Step User Input / Action Expected
Results
5 Configure Redis Next step is
On this step, you can change parameters of where to cache data: using Redis or in open.

portal internal memory.

If you prefer using internal memory, leave the “Use Redis” checkbox unchecked.
If you plan to use Redis for caching, check the “Use Redis” checkbox.

Then configure Redis: input server name or IP and port to connect to the installed

Redis.

Or you can leave as it was configured for the previous version.

Click the “Next” button.

Configure Redis
Enter the Redis parameters,

|se Redis

Server name or IP

|SEF'-.I'EFI'IE|I'I'IE

Part

3080
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If you want to change the SMTP server, update all needed SMTP parameters to sending | open.

system email notifications to Exchange Portal’s users.

Update Sender name and Sender email address from which the emails will be sent.
Input SMTP server address. Enter the User name and the Password to the SMTP server.
If you use the SMTP server without authentication, uncheck the “Authentication
required” checkbox. Check the “Enabled SSL” checkbox if your SMTP Server is

configured using SSL.
Or you can leave as it was configured for the previous version.

Click the “Next” button.

Step User Input / Action Expected
Results
6 Configure SMTP Next step is

Configure SMTP
Enter the SMTP parameters for sending emails.

Itis recommended these values are encrypted

Sender name |LABWORKS Exchange Portal {no reply)

Sender email Inoreply @your-organization.com

Server |smtp. your-server.com Port a0a0
[ ]Enabled s5L Authentication required

Username |E|:r1,-'|:|1:eu:| username

Passward |E|:r1,-'|:|1:eu:| password
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Step User Input / Action Expected
Results
7 LIMS Connection Next step is

If you want to change LIMS that should be integrated with the Portal, input new Client | open.
ID and new Secret key.

Or you can leave as it was configured for the previous version.

Click the “Next” button.

LIMS Connection
Enter the LIMS parameters for synchronization.

Client ID (It is recommended this value is encrypted)

|ECFCB35F -22C 3-46B84-A3CD-350045AE73 24

Secret key (It is recommended this value is encrypted)

|ECFCB35F -22C3-46B4-A3CD-356045AE75 2A

8 Click the “Install” button to start update. Installation
is started.

jﬁl LABWORKS Exchange Portal (wersion) Setup — X

Ready to install LABWORKS Exchange Portal (Vversion) @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back B Install Cancel
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Step User Input / Action Expected
Results
9 Wait until the installation is completed. Installation
isin
jﬁl LABWORKS Exchange Portal (versjon ) Setup — b progress.
Installing LABWORKS Exchange Portal { version ) @
Please wait while the Setup Wizard installs LABWORKS Exchange Portal (version).
Status: Writing system registry values
|
10 Click the “Finish” button. Installation
is
12 LABWORKS Exchange Portal ( version ) Setup — e completed.
Completed the LABWORKS Exchange
Portal ( version) Setup Wizard
Click the Finish button to exit the Setup Wizard.

When the upgrading process is finished, there will be updated appsettings.json file with your changes. In the
same folder, there will be a backup version of the appsettings.json file; this copy will contain the version

number for which it was relevant.
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After upgrading process, start the portal and the pool in the Internet Information Services (lIS) Manager.

4.2 LABWORKS EXCHANGE PORTAL FILES

The installation procedure will extract the LABWORKS Exchange Portal files to the web server.
The web server should be run by Internet Information Services (11S) of version 10.0 or above.
Check all requested preconditions.

LABWORKS Exchange Portal files will be installed into the following directory:

C:\inetpub\wwwroot\LabworksXP\. The installation location can be changed during installation.

Some steps can be skipped and parameters can be left empty. Anyway, all parameters should be filled in order
the portal works correctly, but you can do it later. When you are ready to fill them, please update the
appsettings.json file as it is described in the corresponding section of this document. Restart the portal and the
pool after that.

We recommend encrypting user names and passwords. For that purpose, you can use the LABWORKS
Exchange Portal Encryption Tool included into the installation package. See instructions in the corresponding

section of this document.

To install the LABWORKS Exchange Portal, follow the steps below.
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Step User Input / Action Expected

Results

1 Launch the Labworks.XP.Setup-7.1.0.34.msi file from the LABWORKS Exchange Next step is
Portal Installation Package. open.

Click the “Next” button to begin installation.

]‘El LABWORKS Exchange Portal ( version) Setup — Ed

Welcome to the LABWORKS Exchange
Portal ( version) Setup Wizard

The Setup Wizard will install LABWORKS Exchange Portal
{ version ) on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

2 Select the folder to install the LABWORKS Exchange Portal application to. Next step is
Click the “Change” button to open the default File Browser and select the needed open.
folder.

Click the “Next” button.

jﬁl LABWORKS Exchange Portal (version ) Setup — >
Destination Folder
Click Mext to install to the default folder or dick Change to choose another.

Install LABWORKS Exchange Portal (wersion) to:

|C: \inetpubwwwroot\Labworks¥Py

Change...
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The database will be created or updated.
Click the “Next” button.

Step User Input / Action Expected
Results
3 Enter the portal URL: the address where the site will be located on the network. Next step is
Click the “Next” button. open.
j’g LABWORKS Exchange Portal Setup - *
Configure Host
Enter the Host Address,
Portal URL (without http:/f or https://) =
|Iabw0rks_xp
Back Cancel
4 Configure the Database: input server name or IP address of the database. Next step is
Specify the database name. open.

Input the Username and the Password of the SQL Server.

j"% LABWORKS Exchange Portal Setup —

Configure Database
Enter the database parameters.

Server name or IP

s

Database name

User name (It is recommended this value is encrypted)

Password (It is recommended this value is encrypted)

portal after these changes.

Back Mext

These settings can be changed manually in the appsettings.json file at any time. Restart the

Cancel
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Step User Input / Action Expected
Results
5 On this step, you can choose where to cache data: using Redis or in portal internal Next step is
memory. open.

If you prefer using internal memory, leave the “Use Redis” checkbox unchecked.
If you plan to use Redis for caching, check the “Use Redis” checkbox.

Then configure Redis: input server name or IP and port to connect to the installed
Redis.

Click the “Next” button.

ﬁ LABWORKS Exchange Portal Setup — et
Configure Redis
Enter the Redis parameters,
Use Redis

Server name or IP

|servername|

Port

|30a0

These settings can be changed manually in the appsettings. json file at any time. Restart the
portal after these changes.
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Step User Input / Action Expected
Results
6 Configure SMTP: input all needed SMTP parameters to sending system email Next step is
notifications to Exchange Portal’s users. open.

Enter Sender name and Sender email address from which the emails will be sent.

Input SMTP server address.

Enter the Username and the Password to the SMTP server.

If you use the SMTP server without authentication, uncheck the “Authentication
required” checkbox.

Check the “Enabled SSL” checkbox if your SMTP Server is configured using SSL.

Click the “Next” button.

i%l LABWORKS Exchange Portal Setup — x
Configure SMTP
Enter the SMTP parameters for sending emails. @
Sender name |LABWORKS Exchange Portal (na reply)|
Sender email Inoreply @your-organization.com
Server |smtp. your-server,com Port [soso
[JEnabled s5L Authentication required

It is recommended these values are encrypted

Username |ecr\,rpted username

Password lecrypted password

These settings can be changed manually in the appsettings.json file at any time. Restart the
portal after these changes.
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Step User Input / Action Expected
Results
7 Configure connection to LIMS: input the Client ID and the Secret key. Next step is
Find ClientID in the LWCPKey variable of the System Manager settings (run the open.
System Manager app or open the SYSMGR table in the DB).
Find Secret key in the config file of the Data service - LWelLIMSData.exe.config:
LWCPSecret.
Click the “Next” button.
]’% LABWORKS Exchange Portal Setup - had
LIMS Connection
Enter the LIMS parameters for synchronization.
Client ID (It is recommended this value is encrypted)
|
Secret key (It is recommended this value is encrypted)
|
These settings can be changed manually in the appsettings.json file at any time. Restart the
portal after these changes.
Back Next Cancel
8 Click the “Install” button to begin installation. Installation is

jﬁl LABWORKS Exchange Portal (version) Setup — X

Ready to install LABWORKS Exchange Portal (Vversion) @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back B Install Cancel

started.
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jﬁl LABWORKS Exchange Portal (version ) Setup —

Please wait while the Setup Wizard installs LABWORKS Exchange Portal (version).

Status: Writing system registry values
|

Installing LABWORKS Exchange Portal { version ) @

Back Next Cancel

Step User Input / Action Expected
Results
9 Wait until the installation is completed. Installation is

in progress.

10 Click the “Finish” button.

jﬁl LABWORKS Exchange Portal ( version ) Setup —

Completed the LABWORKS Exchange
Portal ( version) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Installation is
completed.

After the LABWORKS Exchange Portal is installed, the appsettings.json file will be generated. It contains all

main settings that were specified during the installation and some other settings.

© Copyright 1998-2022 LABWORKS LLC. All rights reserved

Page 50 of 86




LABWORKS Exchange Portal 7.1.0.34 Installation Guide

4.4 LABWORKS EXcHANGE PORTAL ENCRYPTION TOOL

ZJLABWORKS

We recommend encrypting user names and passwords. For that purpose, you can use the LABWORKS
Exchange Portal Encryption Tool included into the installation package.

To launch the application, you should install .NET Core desktop app first.

To encrypt your credentials, follow the steps below:

Source value

Encrypted value

Encrypt

Close

Step User Input / Action Expected
Results
1 Launch the Iw-xp-encryptor.exe file from the LABWORKS Exchange Portal Installation The
Package. Encryption
Tool is
Q open.

=

]
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2 Find your username, login, password, or the whole string (for example, connection The value
settings) that you want to encrypt. Copy this value into the clipboard and paste into the | is
Source value field. Or input it manually. encrypted.
&) LABWORKS Exchange Portal Encryption Tool X

Source value

Encrypted value

]

Encrypt Close

If you want to view the entered value, click the eye icon. If you want to hide it, click the
same eye icon once again.

&) LABWORKS Exchange Portal Encryption Tool X

Source value

username (;.-.ﬂ

Encrypted value
B
Encrypt Close
Click the “Encrypt” button.
&) LABWORKS Exchange Portal Encryption Tool X
Source value
username @
Encrypted value
HENOIWNIRQWIw=1}} [m]
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3 Click the “Copy to clipboard” button. The value
is copied.
&) LABWORKS Exchange Portal Encryption Tool X
Source value
username =

Encrypted value
{HNOWNINGWIw= 11}
5
Encrypt Close
4 Paste the copied encrypted value into the needed field of the Set Up Wizard or of The value
appsettings.json. is pasted.
5 Go through these steps to encrypt every value that is needed to be ciphered.

The LABWORKS Exchange Portal will decrypt these values automatically.

Please, check in the appsettings.json that all encrypted values contain {{{ at the beginning and }}} at the end.

4.3 CONFIGURE SSL/HTTPS

By default, the Exchange Portal will be deployed on HTTP. For internal purposes (checking, debugging), you can
use HTTP, in that case, you can skip this section. For external purposes (using the portal by end users), you
need to protect the Exchange Portal by IIS.

If you want your Exchange Portal to be protected by IIS, you need to make a certificate. Or you can use other
https protections like use a proxy. Please check with your system administrator about your company's security
practices. In this document, it is described how to use certificates.

To be able to create an SSL connection between the web application and your server, the web server requires
an SSL certificate. An SSL certificate is a digital file that contains information about the identity of the web
server. It also contains the encryption technique to use when establishing a secure channel. An SSL certificate
must be created by the owner of the website and digitally signed. There are three types of certificates: CA-
signed, domain, and self-signed.

For external usage we recommend using a Domain Certificate, because it is secure and reliable.

Self-signed certificates are commonly used on websites that are only available to users on the organization's
internal (LAN) network. If you communicate with a website outside your own network that uses a self-signed
certificate, you have no way to verify that the site issuing the certificate really represents the party it claims to

represent. You could actually be communicating with a malicious party, putting your information at risk.

We do not recommend using a Self-Signed Certificate for external purposes, only for internal checks and
debugging.
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Domain Certificate

In order to enable SSL/HTTPS requests you should do the following steps:
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Step

User Input / Action

Expected
Results

Contact your verified CA provider and get valid SSL certificate for your domain name

(assuming ww.test.com domain as example here) and necessary instructions to install CA

on your machine

Go to the IIS Manager window:
[ ]

o Type “inetmgr” in the field and press “Enter”.

Use “Windows + R” button combination to open the “Run’

” window.

Go to "Server Certificates page".

| | Internet Information Services (IIS) Manage

Ready

o 5
- -= P
@ ) [ €3 » LOVVAGIN-PC » | 2 ;@ -
File View Help
le LOVYAGIN-PC Home
? Manage Server
4 53 LOVYAGIN-PC (LOVYAGIN-P = & Restart
f— Filter: - Gy =) Show All | Gi by: ~ [E8]= -
*. [ Application Pools e o~ G Show roup by: Area »
’ igaiﬁ\awor«s . ¥ &] b =1 E EEE
L) ¥ Eic) @ éev -35 ab| ;‘E View Application Pools
NET NET  NETEwer  NET  .NETTrust Application Connection Machine Key View Sites
Authorizat.. Compilation  Pages  Globalization  Levels  Settings  Strings e i o
= Version
== [+] _
E;l ?}u &? [ @ Hep
Pages and Providers  Session State SMTP E-mail Online Help
Controls
s
¥ Y o & =1 iy
2 & 9 [ @B B 2
ASP Authentic.. Compression Default Directory Error Pages Failed Handler
Document  Browsing Request Tra.. Mappings
E=2, = = = - et =
= B ¢ @ = M = £
HTTP  ISAPland ISAPIFiters logging MIME Types Modules  Output Request
Respon...  CGI Restri... Caching  Filtering
. -
=4
A
> Server URL Rewrite Werker
/ Certificates Processes
Management
-
g W
By
Configurat..  Festure Shared
Editar  Delegation Configurat...

&
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Cw . .p ”
4 Click “Create Domain Certificate...”.
(& Intemet Information Services (5) Manage T
@@ [83 » LOWAGIN-PC » @ h @~
File View Help
qgl Server Certificates
? Import.
= : g P
4 ﬁf‘f”‘ﬁlwt”( (:OV‘YAGIN P! | Use this feature to request and manage certificates that the Web server can use with Web sites configured for SSL. Create Certificate Request...
3 Application Paols " ¢ Certificate Reques
48] Sites Name Issued To Issued By Expiratio Complete CesiicteIERIE TR
> € LABWORKS *test.com Lovyagin-PC Lovyagin-PC 37137201 Create GomainCEu
TS Express Development Certificate  localhost localhost V. Create Self-Signed Certificate...
@ Help
Online Help
o i v
Ready &
5 Fill in necessary information.
—

Create Certificate M

= .ﬂl 3

Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: test
Organization: test
Organizational unit: test
City/locality test
State/province: test]
Country/region: us ha
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friendly name and click “Finish”.

6 Select your CA (if you have installed CA on your machine, “Select” button must be
enabled, otherwise contact your CA provider and ask for additional instructions), enter

Create Certificate

V|

I . Online Certification Authority

gt

and should be easy to remember.

Specify Online Certification Authority:

|
Example: CertificatefuthorityMame\ServerMlame

Friendly name:
*test.com

\ type friendly name

Specify the certification authority within your domain that will sign the certificate. A friendly name is required

must be enabled /

Previous Cancel
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7 Then you can see new certificate in cert-list.

&, Internet Information o |
@@ [€5 » Lovvacm-pc » & @ -
File View Help I
e‘il Server Certificates
# Import...
CE X X = n
“ j L.C‘.)WAGIN EC (LOVVAGIN-B Use this feature to request and manage certificates that the Web server can use with Web sites configured for 55L. Create Certificate Request...
=} Application Pools P P -
= - Complete Certificate Request...
48] Sites Name Issued To Issued By Expiratio bkt )
» -G LABWORKS *iest.com Lovyagin-BC Lovyagin-BC 37137200 Create DomaiCE—
added certificate =1 TS Express Development Certificate localhost localhost 2/14/202 Create Self-Signed Certificate...
@ Help
Online Help
< 0 v
Ready S
JJ
. . . “we 1 . . ”
8 Right-click on site and select “Edit bindings”.

W Intemet Information Services axsjvm

o0

File View Help

» Sites » LABWORK

Connections
~ 0 LABWO

CE D ¥
PECE ngmm PCLOWAGIN-PY | o

L) Application Pools e
2.8 Sites ASP,NET
& LABWOR™ 1
2 Explore

Edit Permissions...

D Add Application...
Add Virtual Directory...

EditBindings.. |
Manage Web Site »

Refresh

Remove
Rename

.o Switch to Content View
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L9 e

9 In appeared dialog click “Add...”.
Site Bindings L -
Type Host Mame Port IP Address Binding Informa....
https 80 .
4 m ¥

Add...

Cloze

10 Follow instruction on screenshot to add new https binding and click “OK”.

Add Site Binding

L [

https wUnassigned + 443
1. select “https*

Type: IP address: Port:

Host name:

www test.com \

S5L certificate: 3. type your domain

[*.test.com "] View...

\ 2.5 _E_lg;_[;_'!!’ ﬂ_‘“{ cert i:lfh:_ﬂ_';_e_ l I
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11

Now go to “SSL settings”.

—— _
@@ [@ » LowvaGIN-pC

File View Help

» Sites » LABWORKS »

| & < 5 @ -

bl
483 LOVYAGIN-PC (LOVYAGIN-P
-2 Application Pools
a (8] Sites
- €9 LABWORKS

[l — v

@ LABWORKS Home

Filter: ~ [fiGe - G Show All | Groupby: Area ~ B8~

ASP.NET
2 A |
2 L @ e B 9
NET NET NET Error MET  NETProfile MET Trust Application Connection

Authorizat.. Compilation  Pages  Globalization evels Settings Strings

& 5

Machine Key Pagesand Session State SMTP E-mail
ontrols

B 9

s

Authentic.. Compression  Default
Document
o B r
HTTP  ISAPIFilters  Logging  MIME Types
Respon...
URL Rewrite
Management
Configurat...
Editor

Directory
Browsing

M

Modules

B

Error Pages Failed Handler
Request Tra... Mappings
i, =
& &
Output Request  SSL Settings

Caching F\\taring/

(1] Features View |72 Content View

Actions

B Exqplore
Edit Permissions...
Edit Site

Bindings...

pplications

rtual Directories
Manage Web Site 2
© Restart
P Start
@ Stop

Browse Web Site
(http)
t.com on 443

Configure

Failed Request Tracing...

Limits...

@ Help

Online Help

4

12

Here you can make SSL requests as required (https only).
Note: In case you choose this option, end users can’t access the web site using http.

@_G; [@ » LOVYAGIN-PC

» Sites » LABWORKS » |:a oty @ -
File View Help
Connections .
n @ SSL Settings
K= X X
45 LOVYAGIN-PC (LOVWAGIN-PY | 11 lete you modify the SSL settings for the content of a Web site or application.
-2} Application Pools
4[5 Sites Reguire SSL
Online Help
> SALABNORKS Client certificates:
©) Ignore
@ Accept
©) Require
T = ] v | [E]Features View | % Content View
Configuration: 'localhost' applicationHost.config , <location path="LABWORKS"> C=h
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13

Now you should see two options for browsing your site from IIS, click on “https” binding

to make sure that SSL is set up

&= Internet Information Se
gsiliily

==

@@ [@ » LOWAGIN-PC » Stes » LAEWORKS » |l < ) @ -
File View Help
Connections Actions
- @ LABWORKS Home
a |8 Explore
LE - - = ) s
4 S5 LOVYAGIN-PC (LOVVAGIN-R{ | < B 6o - Gy ShowAll | Group by: Ares L& Edit Permissions..
(2 Application Pools o
25 Sites ASP.NET -
- ) — . indinge...
- €9 LABWORKS = F E ]
s < ¢ I 9 Setngs..
NET NET  NETEmor  .NET  .NETProfile .NETTrust Application Connection
Authorizatio Compilation  Pages  Globalization Levels Settings  Strings . ’
o Rules ! View Virtual Directories
FLTg =5 % Ea% Manage Web Site )
Machine Key Pagesand Session State SMTP E-rmail 2 Restart
Controls 8 o
s B Siop
@ %&) @ e = ,ﬂ Browse Web Site
2 _ e =2 % &) i ——
ASP Authentic... Compression  Default Directery  Error Pages Failed Handler —
Document  Browsing Request Tra.. Mappings .'
- = o
=| = i =1 = Advanced Settings...
O 8 »» 4o ¥ & § 7 =
HTTP  ISAPIFiters  Logging MIMETypes Modules  Output  Request  SSLSettings =i
Respon... Caching  Filtering Failed Request Tracing...
R Limits..
= @ Hep
URL Rewrite Online Help
Management
Configurat...
Editor
| [t vewJi Coment Vew
S

Ready

14

Update the appsettings.json file. There should be https:// at the beginning of your site

address in the MainUri field.

"https:/labwWworks xp.com”

15

Explore

Edit Permissions...
Edit Site
Bindings...

Basic Settings...

View Applications

B Stop

View Virtual Directones

>
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4.3.2 Self-Signed Certificate

For internal purposes, you can use self-signed certificates. Do the following steps:

Step User Input / Action Expected

Results

1 Go to the IIS Manager window:

e Use “Windows + R” button combination to open the “Run” window.

o Type “inetmgr” in the field and press “Enter”.

Go to “Server Certificates page”.

- Internet Information s (IIS) |

.
@ ) [ » LovvAGIN-PC »

\m % {5 @ -
File View Help
Connections Actions
@él LOVYAGIN-PC Home
? Manage Server
493 LOVYAGIN-PC (LOVYAGIN-P - 2 Restart
" [ Appication Pocls Filter: + JiGe - (g ShowAll | Group by: Area - - N
‘ LgEEAEWORKs e & — : — = L ges
b 2 = ]
"% RFZ “ \g; ab) i‘? v pplication Pools
NET NET  METEwor  .NET  .NETTrust Application Connection Machine Key View Sites
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings R e
E = Version
5 .y &5 r g @ Hep
Pagesand  Providers Session State SMTP E-mail Online Help
Controls
s

L2 & 4 o B B @
ASP Authentic.. Compression  Default Directory  Error Pages Failed Handler

Document  Browsing Request Tra.. Mappings

b =S 2 c) ad =
T & 0 = &H 3= E
HTTP  ISAPland ISAPIFiters  Logging MIMETypes Modules  Output
Respon..  CGl Restri.

Request

Caching  Filtering
e

[l
s P&
" Server  URLRewrite  Worker
/ Certificates Processes

Management
E 7=
B ™
&
Configurat... Feature Shared

Editor  Delegation Configurat...

ol 0

Ready

v | =] Features View |[Z Content View

9
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3 Click “Create Self-Signed Certificate...".

e
a-\;, %] » WEBDEVSL » FEEE L
I File View Help
| U'Il_ Server Cerfificates

= a’ h:BD!L_ﬂl\,' - e I)'.fll'r.‘ululr!.-lmrl.lrd—aniq: cortihitates that S Wik deron dim uie with 'Wek ;ﬂl’.{eﬂll;ﬂﬂ'n’ S5

3 dppication ook .
e - et Ta e By fsparatan Data
@ iocahon
L
" Foatusws Vaew | Comtunt View
Faudy L]

4 Specify the certificate name and click “OK”.

" R
Create Self-Signed Certificate [ 9 i)

JJI Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authonity for
signing:

Specify a friendly name for the certificate:

Cancel
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5 Once that is complete you should now see the SSL in the list of Self-Signed certificates.
Now, you have IIS Self-Signed Certificate with 1 year validation.

) e o S 53 v =
mﬁ;.m_u. 'u»"iﬁ-|
| Bl Veow  bHep |
rver Certificates I
] 3‘“"1“”'::;3]““"""' B i Mﬂd¢?lwmwtwtﬂhmh'mwwcnwﬂh il 1 ol g 1o T .
FE &1 Mt Bowd Ts Espotd By Exgaratiei Data
@ locaan ot alhostial Wekedes A8 Webde 01 LR TG
9 -
=
] Fiatures Vow |13 Contant Viom
Raacky

6 Right-click on site and select “Edit bindings”
\i}mmmwa’zs)'n?m-
6@ 'o » » Sites » LABWORK

File View Help

> 0 LABWQ
493 LOVYAGIN-PC (LOVYAGIN-P( Filt
) Application Pools
2.3 Stes ASP.NET
' LABWOR™" L 1l
e 8 2 Explore

Edit Permissions...

D Add Application...
2. Add Virtusl Directory...

| o Edit Bindings... 1
/ Manage Web Site »

343 Refresh

X Remove

Rename

Lo Switch to Content View
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7 In appeared dialog cIick_”Add...”
Site Bindings ' - =
Type Host Mame Port IP Address Binding Informa.... Add..
https 80 .
4 m ¥
Close
8 Follow instruction on screenshot to add new https binding and click “OK”.
Add Site Binding (5[ S|
Type: IP address: Port:
https wUnassigned - 443
1. select “https*®
Host name:
wwwtest.com \
SSL certificate: 3. type your domain
[*.test.com "] Yiew...
\ 2. selecty our certificate ] [ Cancel ]
The certificate should be given to the site that it is designed to protect. For example, if
the portal is deployed as XP.COMPANY.COM, then the certificate should be given to
XP.COMPANY.COM.
9 Update the appsettings.json file. There should be https:// at the beginning of your site
address in the MainUri field.
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10 Restart the Portal and the pool.

11 In a browser, go to the Website using the certificate. You should see a warning that there
is an issue with the site’s security certificate—specifically, the security certificate was
issued for a different website’s address. This occurs because IS uses the server’s name as
the common name when using a self-signed certificate, which usually does not match the
hostname to access the site in your browser.

To access the website, click the “continue to the website” link or button. You will have to
do this each time you access the site. Because this is a test environment, this should not
be an issue.

It is possible to remove the warning by adding the self-signed certificate to the trusted
root certificate authorities.
Click on the Start menu and click Run. Type in mmc and click OK.

’ Run X

= Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

U

Open: I mmc| “

Cancel Browse...
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() My user account
() Service account
(®) Computer account

This snap-n will always manage cerificates for:

12 Click on the File menu and click Add/Remove Snap-in...
Consolel - [Console Root]
E File Action View Favorites Window Help
@& Mew Ctrl+M
__ Open... Ctrl+Q [ | MName
Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+M
Options...
1 taskschd.msc
2 services.msc
3 devmgmt.msc
Exit
13 Double-click on Certificates.
Add or Rernove Snap-ins
You can select snap-ins for this console from those available on your computer and configure the selected 5
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ns:
Snap-in vendor " [] console Root
= Active¥ Control Microsoft Cor...
Auﬂ'u:urizatiu:un Manager Microsoft Cor...
Iﬁl Microsoft Cor...
CF Component Services Microsoft Cor...
;é‘ Computer Managem... Microsoft Car...
s Device Manager Microsoft Cor... Add >
14 Select the Computer Account and click “Next”.
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15 Leave Local Computer selected and click “Finish”.

-

Select the computer you want this snap-in to manage.
This snap4n will always manage:

(®) Local computer: the computer this console is running on)

only applies f you save the console.

< Back Finish

() Another computer: Browse

[] Mlow the selected computer to be changed when launching from the command line. This |

Cancel

select Copy.

Consolel - [Console Rooth\Certificates (Local Computer)iPersonal\Certificates]
File Action View Favorites Window Help

e aE d2IXER HBE

| Conscle Root lssued To
w __pttJ Certificates (Local Computer) -
~ [ | Personal Open
| Certificates

| Trusted Root Certification Authorities Hit=s s
| Enterprise Trust Cut
| Intermediate Certification Authorities
- . Copy
| Trusted Publishers
| Untrusted Certificates Delete
| Third-Party Root Certification Authorities Properties
| Trusted People
| Client Authentication Issuers Help
| Preview Biild Bonte

16 Expand the Certificates item on the left and expand the Personal folder. Click on the
Certificates folder and right-click on the self-signed certificate that you just created and
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any errors because Windows will now automatically trust your IIS self-signed certificate.

17 Expand the Trusted Root Certification Authorities folder and click the Certificates folder
underneath it. Right-click in the white area below the certificates and click Paste.
“ Console Root Issued To Issued By Ex|
v ‘?)J C.ertlflcates (Local Computer) gl Microsoft Root Certificate Auth...  Microsoft Root Certificate Authori... 6/
M P?rsgr:_lf_ " gl Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 3/
- = Tr_ust:d :Rloc:t?:sertiﬁcation Authorities I Microsoft Time Stamp Root Cer... Microsoft Time Stamp Root Certif... 10,
- Certificates E5INO LIABILITY ACCEPTED, ()97 ... NO LIABILITY ACCEPTED, ()97 Ve... 1/
Er;terpriseTrust =] QuoVadis Root CA 2 G3 QuoVadis Root CA 2 G3 s
- Intermediate Certification Autharities _gJQuo‘u’adis Root Certification Au... CQuoVadis Root Certification Auth... 3/
% Trusted Publishers =5l SecureTrust CA SecureTrust CA 12
% Untrusted Certificates (=5 Security Communication Root...  Security Communication RootCAT 9/
“| Third-Party Root Certification Autharities gl Security Communication Root...  Security Communication RootCA2 5/
| Trusted People [)S5L.com Root Certification Aut.. SSL.com Root Certification Autho., 2/
| Client Authentication lssuers [ Starfield Class 2 Certification A..  Starfield Class 2 Certification Auth... 6/:
~| Preview Build Roots _gJStarfield Root Certificate Autho... Starfield Root Certificate Authorit... 1/
| Test Roots 5l StartCom Certification Al Tasks N tion Authority 9/
| AAD Token Issuer =5l SwissSign Platinum C/ nCA-G2 10
- Other People ) Symantec Enterprise I Paste se Mobile Root .. 3/
| e5IM Certification Authorities (] Thawte Premium Servi Refresh erver CA 17
- Homegroup Machine Certificates S Jthawte Primary Root Export List.. ot CA i
- Remote Desktop gl Thawte Timestamping ing CA 1
- imatrtdcsrd:mﬂ;?mltst llaticn Authorit (5] USERTrust ECC Certific View ? tification Auth.. 1/
e o e gee fpp e on RO | CUSERTust RSA Certific  p o Hfication Autho.. 1/°
- \LL_'S £ Devices S]UTN-USERFirst-Object _ ject e
_| Windows Live ID Token |ssuer . i Line up lcons L o
| WindowsServerUpdateServices gl VeriSign Class 3 Public blic Primary Ce... 7/
B =5l VeriSign Universal Roo Help Root Certificati.. 12,
Y]
18 Now you can visit your site with https in your web browser and you should not receive

4.4 OpreN LABWORKS EXCHANGE PORTAL IN A BROWSER

Now that LABWORKS Exchange Portal installed and configured, please verify that the installation was
successful.

Step User Input / Action Expected Results
1 o Use “Windows + R” button combination, to open the “Run” “Internet Information
window. Services (lIS) Manager”
e Type “inetmgr” in the field and press “Enter”. window displayed.
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2 Find and select the LABWORKS Exchange Portal application under
LABWORKSSERVER > Sites folder in the “Connections” panel on the left-
hand side of the “Internet Information Services (lIS) Manager” window.

Connections

Q- Hi% I8 |
& Start Page |
v ..Gj WIN-5RLKPDKB5T4 (WIN-5RL

-...2} Application Pools
v 8] Sites
. & Default Web Site
&P LabworksWeb
» &P LabworksXpP

“Actions” panel appeared
on the right-hand side of
the window.

3 Click the “Browse:[input during the installation URL](https or http)”
button in the Actions panel.

Actions

2 Explore

Edit Permissions..

Edit Site

Bindings...

Basic Settings...

View Applications

View Virtual Directonies
Manage Website S

or Restart
@ Swop

Browse Website

rowse ;52 14 (nttp

Advanced Settings...

LABWORKS Exchange
Portal application Sign In
page is open in the web
browser.
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4 Input the following credentials to login as a Master Admin:
Email: master-admin@changecredentials.com

Password: MASTER

Click the “Sign in” button.

Email

master-admin@changecredentials.

Password

Change credentials dialog
is open.

5 Change the email and password for the Master Admin. This
administrator has all needed permissions.
Use existing email address you have access to. Email notifications and

Write down these credentials for the future.
Re-enter the email.

Re-enter the password.

Click the “Change credentials” button.

Change Credentials

Please input a real email address on which it is possible to receive
emalls and a new password. This user can work in the portal as
any other Global Administrator, but it is unavailable to deactivate
or change permissions for this account

Enter new email

Re-enter new email

Enter new password

Re-enter new password

Cancel

The Master Admin cannot be deactivated. User data can be updated if
needed and this administrator can use the application as any other
global administrators.

support requests will be sent to this address. Choose a strong password.

Master Admin is logged
in.
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LABWORKS EXCHANGE PORTAL LICENSE

The LABWORKS Exchange Portal needs the LABWORKS license data.
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When the portal is installed, it will require a license to continue working with it. Download the environment

data (order) and send it to support@labworks.com. The LABWORKS support will generate the license and send

it to you.
Step User Input / Action Expected
Results
1 Sign in to the LABWORKS Exchange Portal as a global administrator. Portal
Customization
— License tab is
open.
2 Click the “Get license” button A file with
Portal Customization information
about the
License server is
downloaded.
_- Upload license . Get license
License is not applied
3 Send this file to support@labworks.com and order a license. Support should
answer to the
email and send
the license file.
4 When the LABWORKS sent you the license file, save the received license to your PC.
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5 Go back to the License tab, click the “Upload license” button and select this file on The license is
your computer. uploaded.

Portal Customization

Upload license Get license

&

License is not applied

6 Once the license is uploaded you can see its details. Now the application is
available for customization and working with it.

General

30 days

Dec 25, 2021

Configure the LABWORKS Exchange Portal web application, create organizations and invite new users. Find
recommendations in the LABWORKS Exchange Portal Administrator Guide.

4.6 INTEGRATION WITH LABWORKS LIMS

First, to allow LABWORKS LIMS and LABWORKS Exchange Portal to work with each other, you should establish
a connection between them. It means that the Exchange Portal name that you used when installing the portal
must resolve to the IP of the server on which this portal is installed, from the side of the server on which LIMS
is installed. We recommend using DNS for this purpose. Please ask your system administrator for assistance.
If you cannot use DNS, there are several ways to establish the connection:

e All components (including LIMS and Exchange Portal) should be installed on the same server.

e Add the Exchange Portal’s IP address and Exchange Portal name to the hosts file for the machine with

LIMS.
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o The computer should be able to resolve the address of the site where the portal is deployed by
its name. Modifying your hosts file enables you to override the domain name system (DNS) for
a domain on a specific machine. DNS management is useful when you want to test your site
without the test link prior to going live with SSL, verify that an alias site works prior to DNS
changes, and for other DNS-related reasons. Modifying your hosts file causes your local
machine to look directly at the Internet Protocol (IP) address that you specify.

o Open C:\Windows\System32\drivers\etc\hosts file with Notepad as administrator.

o Add entry with the IP address and a version of the Internet address of the Exchange Portal. For

example,
# localhost name resolution is handled within DNS itself.
# 127.9.0.1 localhost
# 34 | localhost
54.192.55.103  waw.youtube.com
192.168.1.1 youtube.com
54.192.55.103 microsoft.com
| 127.0.0.1 vimeo. com

o Save the file.
o Please do not forget to update the hosts file when IPs have been changed.

e System administrators can use other ways to provide network access between these machines: LAN,
OpenVPN, or other methods.

While the integration with the LABWORKS Exchange Portal is disabled on the LABWORKS LIMS side, these 2
applications cannot work together.

When the LABWORKS Exchange Portal is installed and the license is applied the integration should be enabled
on the LIMS side. After that, all dictionaries with location codes and analyses will be pushed, all laboratory
users will be synchronized. Which means that the administrators can continue the Exchange Portal
configuration and the consumers will be able to create orders.

Follow the steps below to configure integration with the LABWORKS Exchange Portal.

Step User Input / Action Expected
Results
1 During the installation process, LABWORKS LIMS sets up integration parameter Admin is

defaults. So, all that you need to do next is to enable the integration and specify the | authorized.
portal address.

Go to the LABWORKS Enterprise LIMS.

Sign in as an administrator with the Configuration -> General Settings -> Manage
Consumer Portal integration permissions.
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2 Click the Configuration menu button. General
Select the General Settings menu option. iztet:]ngs are
CONFIGURATION
User management
Role management
User roles
Group roles
Mobile collection views
General siﬁtings
Sessions
Service diagnostics
3 Take a look at the Consumer Portal Configuration section. Edit mode is
enabled.
General Settings
Consumer Portal Configuration
Click the “Edit” button.
4 Turn on the “Enable Consumer Portal integration” switcher to be able to specify the | The
portal address and start the synchronization process. integration is
enabled.
Enable Consumer Portal integration 3
5 Enter the address that was configured for the Exchange Portal during the The Exchange
installation. The Exchange Portal address value must contain the portal address and | Portal address
the "/api" substring at the end. For example, it can be specified as "https://lwcp- is specified.
demo.labworks.com/api".
https://lwep-demo. labworks.com/api
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make sure that the portal is accessible.

Test connection

6 The connection can be checked by clicking the “Test connection” button. Click it to

the “Database” subsection.

7 All the data about the last synchronization between databases will be displayed in

Databhase

01/28/2022 03:50:05 PM

8 Click the “Save” button to save changes.

=153

Changes are
saved.

configuration.

9 Restart the Data Service (LWeLIMSData service) to finish the integration

The
integration is
configured.

Follow the steps below to change the default integration LIMS parameters if you need this.
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Step User Input / Action Expected
Results
1 Run the desktop System Management application (Utilities > System Manager Mode). The System
2 Management
System Cortiol | Data Field Names | User Information | Privieges | Ownership | Soveandegt | application is
System Control launched.
Next [nvoice Number \'?-‘ | Database Key Value Ly
e IPP_BDL_OPT ZERO
Next Sample ID | AE00613 01/01/1998
Next QA/QC Batch Number [153 \l'i‘ritsl-‘ﬁ
Tum on Audit Tral ¥ MIN
‘.E"P_HD_OD' 1_:-‘:;’.““
i;:;;::é_?gzc PERMIT.DOC
r_S1C_ RO e
LASELPRINTERSEARCH Microsoft Office
-x;??E’__]LI:I:xi 3:(_144!':{-'\»\
Loan DT =
ey "
i
0, e e =~
2 Change the LABWORKS Exchange Portal client ID in the LWCPKey variable of the System The system
Manager settings. settings are
updated.
Format: A string up to 50 characters without spaces. Example: “elims_mediator”
The client can only be integrated with a single LABWORKS eLIMS server instance. This
key guarantees a single integration of the Exchange Portal client and eLIMS server. The
LWCPKey value must be copied to the LABWORKS Exchange Portal configuration file —
appsettings.json.
{
IthE ™ .
IthE m .
{
"elims_mediator”, |
"ECFCB35F-22C3-46B4-A3CD-326045RET7520"
3 Open the LWelLIMSData.exe.config file located under C:\Program Files (x86)\LABWORKS | The file is
eLIMS\LWeLIMSData directory on the server side with a text editor. open.
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4 Change the secret key in the LWCPSecret parameter. The file is
updated.
Format: A string up to 50 characters without spaces. Example: “ECFCB35F-22C3-46B4-
A3CD-386045AE782A”

LABWORKS eLIMS requests this value from the Exchange Portal to verify its identity. The
LWCPSecret value must be copied to the LABWORKS Exchange Portal configuration file —

appsettings.json.
{
"true",
"true",
{
"elims mediator™,
S "EEF{.'BSSF—E2{.'3—4634—ASCD—SEED-‘-ISAETEEA"I
5 Restart the Data Service (LWeLIMSData service). The

integration
parameters

are updated.

A LABWORKS Exchange Portal server instance can only be integrated with one LABWORKS eLIMS data service.
However, you can set up LABWORKS eLIMS integration with different instances of the LABWORKS Exchange
Portal server. Each eLIMS database must contain different integration parameters for different portals.

Labworks eLIMS
senver instance

———

~ Ty LWCPKey#1
— LWCPSecret®1 | Labworks Exchange Portal
LW eLIMS N v Serverinstance #1
Database #1
- Y LWCPKey#2
) ..
— | LWCPSecret®2 | Labworks Exchange Portal
DL‘a JELIIJSE . Server instance #2
atabase #
T
LWCPKey#3
. LWCPSecret#3 | Labworks Exchange Portal
LW eLIMS Serverinstance #3
Database &3

Note: eLIMS admins must not point multiple databases to the same exchange portal. Otherwise, the portal
data may be spread across multiple databases.
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4.7 CONFIGURATION PARAMETERS CHANGES IN APPSETTINGS.JSON

After installing the Exchange Portal, the appsettings.json file should be created in the specified during
installation folder (C:\inetpub\wwwroot\LabworksXP\ by default). This file contains all configuration
parameters.

If you need to change parameters, you can update the appsettings.json file, save it, restart the portal and the
pool.

The appsettings.json file contains the following parameters:

Parameter name | Meaning | Default Options
General parameters
MainUri External address of the portal on which it | http://
can be open in the browser
Required
ApiPrefix Relative path to portal’s API api
Required
OpenApiEnabled Swagger is visible or not visible false true
Should be “false” for production false
Logger Logging settings
Level Logging level: what level of log items Information Verbose
should be logged Debug
Information
Warning
Error
Fatal
Path Where should the log file be placed ./logs
ConnectionStrings Database connection string according to
Microsoft rules
MainContext Connection string to the main portal Data Source=;Initial
database Catalog=Iw_cp;User
id=;Password=;
IdentityServer section
Uri Path to the portal’s identity server, that http:// = Main URI
authorizes users and clients (usually)
Clients Internal clients and their parameters:
systems that work with identity server
Api Portal’s backend
Id Iwcp_api
Secret {secret key}
Frontend Portal’s client
Id Iwcp
Secret {secret key}
Swagger AP| documentation tool
Id client_id_swagger
Secret {secret key}
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Parameter name ‘ Meaning ‘ Default ‘ Options
ReportingService section
Uri URI of the Crystal Report (for reports http://
generation)
Redis section
Enabled If false, data is cached in internal false true
memory false
If true, Redis is used for caching data
Configuration Redis parameters empty
If false, should be empty
If true, should contain connection string
to Redis, like:
“{Machine IP}:6379, allowAdmin=true,
abortConnect=false”
EmailHandler section
Provider Type of the provider to send emails to SMTP
users
Should not be changed, always SMTP
FromName The name of the sender from whom the | Labworks Exchange
emails will be sent Portal (noreply)
FromEmail Email address from which the emails will
be sent: e.g., noreply@labworks.com
SMTP
Server URL of the SMTP server: e.g.,
smtp.server.com
Port Port that is used for the SMTP server 587
Login Login of the mailbox
Password Password of the mailbox
SSL SSL setting of the used SMTP server false true
false
Auth Whether authorization is required on the | true true
SMTP server false
Elimsintegration section
Enabled Whether integration between eLIMS and | true true
Exchange Portal is enabled false
Requests_Enabled Whether the portal needs to make a true true
request to update the dictionaries of false
loccodes, analyses and users
Credentials
Clientld Synchronized eLIMS instance credentials | elims_mediator
ClientSecret Synchronized eLIMS instance credentials | {secret key}
Requests_Intervals
LocationCodelds How often the location codes dictionary | 1440 > 60
is cleared in the portal (in minutes)
AnalysisCodelds How often the analyses dictionary is 1440 > 60
cleared in the portal (in minutes)
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input in fields with "date" type (value in
the format DD/MM/YYYY)

Parameter name Meaning Default Options
Userlds How often the eLIMS users dictionary is 1440 > 60
cleared in the portal (in minutes)
Defaults section
Attachments_MaxAmount | The maximum number of files that can 10
be attached at a time (in units)
Multiline_MaxLength Maximum allowed length of input fields | 65535
with "multiline" type (in characters)
Text_MaxLength Maximum allowed length of input fields | 255
with "text" type (in characters)
Email_MaxLength Maximum allowed length of input fields | 320
with "email" type (in characters)
Email_MinLength Minimum allowed length of input fields 3
with "email" type (in characters)
Decimal_MaxValue Maximum allowed value that can be 99999999
input in fields with "decimal" type
(value)
Integer_MaxValue Maximum allowed value that can be 99999999
input in fields with "integer" type (value)
Phone_MaxLength Maximum allowed length of input fields | 15
with "phone" type (in characters)
Phone_MinLength Minimum allowed length of input fields 5
with "phone" type (in characters)
DateTime_MinValue Minimum allowed value that can be 01/01/1970

Please, note that in the appsettings.json all encrypted values contain {{{ at the beginning and }}} at the end. If
you want to update them, check that curly brackets are included. To encrypt values, use the LABWORKS
Exchange Portal Encryption Tool from the installation package. See instructions in the corresponding section of

this document.

To update the pool and the portal follow the steps below.

Step User Input / Action Expected
Results
1 o Use “Windows + R” button combination, to open the “Run” window. 1S
e Type “inetmgr” in the field and press “Enter”. Manager
is open.
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Step User Input / Action Expected
Results

2 Find and select the LABWORKSSERVER > Application Pools in the “Connections” panel on | “Actions”

the left-hand side of the “Internet Information Services (I1IS) Manager” window. panel
appeared
. 1 0~ qn the
'| @0 Application Pools right-
€-id &8 ‘ 3' PP hand side
il :-fj Stait Page This page lets you view and manage the of.the
v-Ta \TN'SRLKPDKBSN (WIN-3RL | jcolation among different applications. window.
«y=f Application Pools
v &) Sites Filter: + W Go
&P Default Web Site A Status NET |
&P LabworksWeb -
L NET v4.5 Started  v4.0
5} NET v4.5 Classic  Started  v4.0
Z)DefaultAppPool  Started  v4.0
L2} LabworksWeb Started  v4.0
i =) LabworksXP Started  v4.0
3 Click the “Restart” button in the Actions panel (or “Stop” and then “Start”). The pool
is
$ Restart restarted.

8 Stop

4 Find and select the LABWORKS Exchange Portal application under LABWORKSSERVER > “Actions”
Sites folder in the “Connections” panel on the left-hand side of the “Internet Information | panel

Services (11S) Manager” window. appeared
on the
C G right-
: . ! hand side
G- 28 ‘ of the
& Start Page | window.
v &3 WIN-5RLKPDKB5T4 (WIN-5RL

-...2} Application Pools
V. @/ Sites
. & Default Web Site
&P LabworksWeb
» &P LabworksXP
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Step User Input / Action Expected
Results
5 Click the “Restart” button in the Actions panel (or “Stop” and then “Start”). The
portal is
e restarted.
=)
4.8 LoGs

Logs are placed in the folder where the LABWORKS Exchange Portal application was deployed in the subfolder
api/logs.

For example, C:\inetpub\wwwroot\LabworksXP\api\logs.

The path can be changed by administrators in the appsettings.json file (Logger section — Path).
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6 KNOWN ISSUES

© Copyright 1998-2022 LABWORKS LLC. All rights reserved Page 83 of 86



LABWORKS Exchange Portal 7.1.0.34 Installation Guide @LABWORKS

7 TROUBLESHOOTING

7.1 YOU RECEIVED AN ERROR MESSAGE DURING INSTALLATION

“LABWORKS Exchange Portal Setup Wizard ended prematurely”.
This may indicate that IS has not been installed yet. Please install IIS or wait until the IIS installation is
complete and start the LABWORKS Exchange Portal installation again.

If the required components are not installed, we recommend installing them first and running the installer
again.
7.2 YOU CANNOT LOG IN AS THE MASTER ADMIN

If you cannot log in as the Master Admin using standard credentials (login: master-
admin@changecredentials.com, password: MASTER), it is possible that someone has already changed the
password and the email of this account.

You can reset the password using the Exchange Portal. Find out to which email the predefined email address
for the Master Admin was changed (for example, ask colleagues or check it in the DB).

To reset the password, follow these steps:

e C(Click the “Forgot password?” Button on the Sign In screen

Forgot password?

Y

e Input the new email for the Master Admin profile and click the “Send link” button on the open dialog.

O

X

Forgot Password?

O

e Check the Inbox for the specified email address and follow instructions from the received email.

7.3  INTERNET EXPLORER ISSUES

Since the Exchange Portal does not support any version of Internet Explorer browsers, using them can lead to
unexpected errors. Check out the browser version recommendations in the Getting Started section.

7.4  REINSTALLING THE EXCHANGE PORTAL

There can be issues with the first synchronization between LIMS and Exchange Portal, if you had the data
service job for integration between them before.

In that case, follow the steps below:

e Stop the DataService.
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e Open the MonitoringDB.sdf that should be placed on the folder of the DataService. It can be open by
the application CompactView.

e Open the MonitoringData table.

e Switch the table editor from read-only mode to Allow editing.

e Next, you need to sort in this table by AggregationJoblID, find the 19th job and delete the LastUpdate

field.

e Close this application.

e Restart the DataService.

b Data
File Edit Query Tools Help
(L7 Read only - [ag |
1 MontorngDB Data  SQL Schema S
-] __MigrationHistory
AgaregationJobs Aggregationdobld « DatabaseName LastUpdate Job Statusid StartJob EndJob Duration Next Start Runinterval
] JobStatuses 1 LOCAL 3/14/2022 206 PM | 1 3/14/2022 2:06 PM | 3/14/2022 2.06 PM | 2 3/14/2022 2:11 PM | 300
il Moot 2 |LOCAL [3na/2022206Pm 1 | 314/2022 206 PM | 31472022 206 PM |2 ana20222.11PM | 300
3 LOCAL 3/14/2022 206 PM | 1 3/14/2022 206 PM | 3/14/2022 206 PM |2 3/14/20222:11 PM | 300
5 |LocaL (31472022 206 PM |1 311472022 206 PM [ 31472022206 PM |3 137142022 211 PM | 300
6 [LocaL (371472022 206 Pm |1 |3r14/2022 206 M | 31472022 208 PM | 2 |318/2022 211 PM | 300
7 |LocAL [314/2022 206 PM |1 |314/2022 206 PM | 31472022 206 M |2 |3/14/2022 2:11 PM | 300
9 LOCAL (31472022 206 PM |1 |3/14/2022 206 PM | 31472022 206 PM | 2 13142022211 PM 300
10 |LocAL [3/14/2022 206 PM |1 [3/14/2022 2:06 PM | 31472022 206 PM | 0 131472022 2:11 PM | 300
14 |LocAL [3/14/2022 206 PM |1 |3/14/2022 206 PM | 311472022 206 PM | 7 |3/14/2022 211 PM | 300
17 |LOCAL 131472022206 PM |1 |3/14/2022 206 PM [3/12/2022 206 PM |2 3/15/2022 2:06 PM | 86400
18 |CoMMON | " |2/8/2022 825 AM |2/8/2022825AM |3 |2/9/20228:25 AM | 86400
» 2/17/2022 1.59PM 5 3/14/2022 2:10 PM | 3/14/2022 2:10 PM 3/14/2022 211 PM
101 LOCAL 2/17/2022 202 PM |2 3/14/2022 210 PM | 3/14/20222:10PM | 10 3/14/20222:12PM | 120
102 LOCAL 3/14/2022 206 PM |1 3/14/2022 206 PM | 3/14/2022 206 PM |2 3/14/2022 306 PM | 3600
|
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LABWORKS EXCHANGE PORTAL INSTALLATION CHECKLIST

Verify that IIS and .NET are installed.

Install “URL Rewrite” IIS extension.

Install “.NET Core 3.1 Hosting” .NET extension.
Install “.NET Framework 4.8 Setup” .NET extension.
Install SQL Server.

Install Redis (optional).

8

O

O

O

O

O

O

I Install Crystal Report.
I Install SMTP Server or get credentials to existing one.

0 Install LIMS using the LABWORKS LIMS Installation Guide recommendations.

0 Install the LABWORKS Exchange Portal files.

O Configure SSL/HTTPS for the installed Exchange Portal.

[0 Open the LABWORKS Exchange Portal web application in the browser using IS Manager or with direct link.
O Setup the license.

O

Turn on the “Enable Consumer Portal integration” on LIMS. (Check the LABWORKS LIMS User Guide for
more details).
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